Internal Investigations While
the SEC Is Investigating
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For the general counsel of any company regulated by or
whose securities are registered with the United States Securities
and Exchange Commission (SEC), it can start in many differ-
ent ways. A newspaper article critical of an industry-wide
practice ruins a quiet Sunday morning. A Monday morning
call from the CFO or Head of Internal Audit, “I think we have
a problem. . . .” A regular Tuesday staff meeting includes
a report on a letter from a former employee’s lawyer or a
call to the whistleblower hotline reporting a detailed com-
plaint about an important conflict of interest practice. Or
the dreaded Friday afternoon call from an SEC Enforcement
attorney, “Thank you for taking our call. We are conducting a
nonpublic enforcement investigation about your company
and want to ask a few questions before we send a subpoena
for documents involving. . . .”

* Mingda Hang, an associate at Jones Day, also served as an author of this
chapter.
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The past twenty years demonstrate that large companies and
financial institutions can be undone overnight by financial
fraud, market upheavals, or the shining of embarrassing light
on once settled industry practices. No company is immune
from the sudden scrutiny of the SEC. The newspaper article,
the calls from senior officers or the SEC, and the report
from management all can present risk to the survival of the
enterprise.

Importantly, one of the SEC’s goals is that its “[E]nforcement
program is—and is perceived to be—everywhere, pursuing
all types of violations of our federal securities laws, big and
small.”! The SEC is attempting to re-invigorate its financial
fraud enforcement efforts, and touts the success and impact
of its whistleblower program. The whistleblower program is
aimed at incentivizing individuals for providing the SEC with
evidence of illicit conduct occurring at companies.?

In the face of these risks, once a company receives notice
of problems, it is imperative to consider quickly conducting
an infernal investigation while the SEC may be starting or
conducting its investigation. The reasons for doing so include
federal imperatives,® state law fiduciary duties of officers
and directors,* and the emergence of state attorneys general
and securities regulators.> When the potential wrongdoing
implicates laws of other countries, potential liability and the
complexity of conducting the investigation can be multiplied.
Although dealt with primarily in chapters 2 and 3, it is
important to also consider the location of the documents and/
or witnesses. If either is located in non-U.S. jurisdictions, the
company must also take into account the governing data
privacy laws, such as those of the E.U. or the resident country
involved.

Finally, there is the economic exposure to be considered.
The prospect of a significant monetary settlement with
government regulators poses meaningful financial risk to the
company.” That risk is further compounded by the increased
financial consequences to the company under the SEC's
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reconsideration of its longstanding policy of allowing settling
companies to “neither admit nor deny” the factual findings.®
While Congress has rolled back the prospects of civil class
action liability in federal securities cases,” and the Supreme
Court appears to have limited liability further,’® an admission
of facts supporting federal securities law violations in an SEC
settlement could dramatically change prospects for private
civil class liability.!!

The information gathered through an independent investiga-
tion about the potential problem helps to mitigate these risks.
A well-executed investigation discharges important duties,!?
while enabling a thorough response to halt and remediate
troublesome conduct.’® A properly organized and executed
investigation also provides the critical basis for seeking credit
with the SEC for cooperating with its investigation when the
time comes to resolve an investigation and potential violations
of law. On the other hand, making a decision not to conduct
an internal investigation places the enterprise in the high-risk
position of allowing concealed misconduct to continue, and
putting the company at risk of additional civil or, in the worst
case, criminal, liability. Simply put, the company should care-
fully weigh the decision whether to conduct an independent
investigation when confronted with credible allegations or
evidence of serious misconduct.!
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Initial Decisions

Q 1.1  What are the benefits of conducting an
internal investigation when the SEC is
investigating?

There are multiple benefits to conducting an internal investigation.
Importantly, the company learns the extent of the issues involved
and the potential consequences for the company so that management
can immediately halt any ongoing misconduct and commence reme-
diation efforts. In addition, the SEC views officers and directors of a
company to have “affirmative responsibilities . . . to ensure that the
shareholders whom they serve receive accurate and complete disclo-
sure of information required by the proxy solicitation and periodic
reporting provisions of the federal securities laws.”'® The company’s
failure to investigate potential “red flags” can lead to SEC scrutiny and
even enforcement actions against individual officers and directors
for such failures.!® Furthermore, state laws also require directors to
“ensure that reasonable information and reporting systems exist that
would put them on notice of fraudulent or criminal conduct within the
company. Such oversight programs allow directors to intervene and
prevent frauds or other wrongdoing that could expose the company
to risk of loss as a result of such conduct.””

1-4
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_

@ CASE STUDY: SEC v. Raval

The SEC’s enforcement action against Vasant Raval, a former
audit committee chair of a public company, illustrates the risk to
board members confronted with questionable transactions. Raval
allegedly received reports the company was paying personal
expenses and undisclosed related party transactions totaling in
excess of $9 million related to the CEO. The SEC alleged that
Raval failed in his duty to take steps to ensure the accuracy and
completeness of the company’s disclosures by failing to take
appropriate action in response to the red flags he received about
the transactions.!® Raval settled the case by consenting to the entry
of a permanent antifraud injunction, paying a $50,000 penalty
and agreeing to be barred from acting as an officer or director of
a public company for five years.!?

Gaining clarity with respect to what happened also allows the com-
pany to better position itself with respect to the SEC’s investigation.
The internal investigation could mitigate the chances the SEC brings
an enforcement action against the company for its employee miscon-
duct or lessen the sanctions imposed on the entity. In 2001, the SEC
released a section 21(a) report that noted it was “not taking action
against the parent company, [Seaboard Corporation,] given the nature
of the conduct and the company’s responses” to an SEC investigation
into whether the company’s controller “caused the parent company’s
books and records to be inaccurate and its periodic reports misstated.”?
The SEC identified broad standards that influenced the decision not
to file charges against the company, now known as the “Seaboard
standards.”! Although the SEC explicitly stated that the Seaboard
Report did not create a steadfast rule upon which companies could expect
relief, the Seaboard standards provide companies with a basic frame-
work for responding to potential misconduct, including whether the
management:
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(1) stopped the misconduct, and sanctioned or terminated the
responsible employee(s);

(2) disclosed the misconduct to the public, regulators and/or
self-regulators;

(3) cooperated completely with appropriate regulatory and law
enforcement bodies;

(4) took steps to identify the extent of damage to investors the
misconduct caused;

(5) informed the company’s audit committee and the Board of
Directors;

(6) made available to the Staff the results of its review and pro-
vided sufficient documentation reflecting its response to the
situation, including a thorough and probing written report
detailing the findings of its review;

(7) disclosed information not directly requested by the SEC that
it might otherwise not have uncovered; and

(8) asked its employees to cooperate with the SEC and made all
reasonable efforts to secure such cooperation.?

These factors, among others, highlight the SEC’s views of what consti-
tutes an effective internal investigation.

Since the release of the Seaboard Report, the SEC further refined
and reaffirmed its commitment to offering companies and individuals
an incentive to cooperate with SEC investigations. The SEC’s “Coop-
eration Initiative” encourages companies and relevant employees to
cooperate with the agency’s investigations and enforcement actions
by clarifying what can be gained by cooperation.? The Cooperation
Initiative means “[t]o improve the quality, quantity, and timeliness of
information and assistance it receives.”* As part of the Cooperation
Initiative, the Seaboard standards became the framework for evaluat-
ing cooperation by individuals.?

Moreover, the Cooperation Initiative borrowed concepts from the
U.S. Department of Justice’s (DOJ) toolkit to fashion various agree-
ments to promote cooperation and to incentivize favorable resolu-
tions of enforcement actions.? These tools include: (i) cooperation
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agreements, which formalize terms for the company or individual to
receive credit for cooperating; (ii) deferred prosecution agreements,
under which the SEC will “forgo an enforcement action . . . if the indi-
vidual or company agrees to cooperate fully and truthfully and com-
ply with express prohibitions and undertakings during a period of
deferred prosecution”; and (iii) non-prosecution agreements, under
which the SEC “agrees not to pursue an enforcement action against a
cooperator if the individual or company agrees to cooperate fully and
truthfully and comply with express undertakings.”?”

When a company considers whether to conduct an investigation,
time is of the essence. As the SEC points out, “for those thinking
about cooperating, you should seriously consider contacting the SEC
quickly, because the benefits of cooperation will be reserved for those
whose assistance is both timely and necessary. Latecomers rarely
will qualify . . . .”?® The list of companies that choose to investigate
swiftly and cooperate with the SEC in exchange for cooperation credit
is growing.? At the time the SEC announced that it would refrain from
suing these entities the SEC highlighted the companies’ swift initiation
of their internal investigations. Recently, the SEC announced the
decision to not sue individuals based on cooperation credit as well.>

Q 1.2 Who is the client in an internal investigation?

The company that engages the lawyer to do the investigation is
the client.’® When outside counsel conducts the investigation, as
discussed in more detail below in Q 1.8 and Q 1.9, the engagement
letter with counsel should leave no doubt that the company is the
client.?

But, at the outset, it may be unclear whether one or more members
of senior management or even the general counsel may be implicated
in the conduct under investigation.® If they are, it is imperative that
the supervision of the investigation remains free from conflicts of
interest in order to objectively ascertain the facts, halt the misconduct,
remediate the problems, and receive appropriate credit for having
done so from the SEC. Since such potential conflicts are often unknown
at the outset, the identity of the persons at the client overseeing the
investigation—management, the board, the audit committee or a
special committee of disinterested directors—needs to be carefully
and constantly reconsidered. As discussed in greater detail below in
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Q 1.15 and Q 1.16, failing to make clear that the client is the company
(rather than one or more individual employees) can lead to conflicts
if individual employees believe they are represented by those charged
with conducting the investigation.

Q 1.3 Who at the company should be charged with
overseeing the investigation?

A company acts only through individuals, and, ultimately, the
board remains responsible for oversight of significant problems
affecting shareholder interests. The board can choose to delegate
that responsibility to the audit committee or a special committee of
directors when that would be more effective or appropriate. In addition,
the company should consider whether an attorney should supervise
the investigation and report to the designated corporate client, such
as the audit committee. Structuring oversight of the investigation this
way avoids the inherent conflicts for senior management to manage
the investigation where inappropriate influence could be exerted over
individual employees. Furthermore, tasking independent directors
with overseeing the investigation can demonstrate to the SEC the
board’s resolve to conduct an impartial investigation, supervised by
independent individuals.

_

@ CASE STUDY: In re Kellogg Brown & Root

In re Kellogg Brown & Root®* illustrates the overarching principle
that courts are more willing to extend attorney-client privilege
when the company’s in-house counsel is involved in the inves-
tigation. Here, the Court of Appeals—reversing a lower court’s
decision—held that an investigation report was privileged because,
in part, the report was prepared by a department in the company
that reports to its in-house legal department. The court focused on the
fact that the legal department ultimately supervised the investiga-
tion and that “obtaining or providing legal advice was one of the
significant purposes of the internal investigation.”
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Charging an attorney with conducting the investigation also
allows the communications with lawyers and agents of the lawyers
to be protected by attorney-client privilege.*> Similarly, work product
generated by the lawyers also will be protected by the work product
doctrine. When attorneys are not conducting or overseeing the inves-
tigation, courts have refused to extend the privilege over materials
created during the course of the investigation, such as the audit re-
port an auditor prepared.® Recently, in In re Kellogg Brown & Root,
the D.C. Circuit Court of Appeals held that “[s]o long as obtaining
or providing legal advice was one of the significant purposes of the
internal investigation, the attorney-client privilege applies . . . even
if the investigation was mandated by regulation rather than simply
an exercise of company discretion.”” Like the Supreme Court in
Upjohn (as discussed in Q 1.10 below), the D.C. Circuit Court focused
on the fact that the company’s “investigation was conducted under
the auspices of [its] in-house legal department, acting in its legal
capacity.”® Thus, if the company expects to maintain the confidenti-
ality of an internal investigation, it is imperative for the company to
have lawyers involved in planning the investigation from the outset.

In addition to the protections afforded by the attorney-client privi-
lege as noted above, an investigation usually requires the investigator
to analyze whether violations of the law occurred and recommend a
course of action to assist the company with both correcting the vio-
lation and minimizing the company’s further exposure. This analysis
of the facts and subsequent recommendations typically requires an
attorney acting with company employees from internal audit, account-
ing, finance, and any additional departments required to assist the
attorney.

Objectives of Conducting an Internal
Investigation

Q 1.4 What are the main goals of the investigation?

When the company receives notice of an informal SEC investiga-
tion—or worse yet a subpoena pursuant to a formal SEC investigation—
first and foremost the company must “stop the bleeding.” Irrespective
of whether the company intends to claim any “cooperation credit”



Q15 SEC COMPLIANCE AND ENFORCEMENT AB 2017

down the road, for the sake of the corporation’s health, it must find
out the extent and depth of the issues so it can begin remediation as
soon as possible. The troublesome conduct at issue must cease, and
those employees involved must be dealt with effectively. In essence, the
tone at the top must reflect the company’s desire to do the right thing.
The Seaboard Report cited the fact that:

[w]ithin a week of learning about the apparent misconduct, the
company’s internal auditors had conducted a preliminary review
and had advised company management who, in turn, advised the
Board’s audit committee, that [the controller] had caused the
company’s books and records to be inaccurate and its financial
reports to be misstated. The full board was advised and authorized
the company to hire an outside law firm to conduct a thorough
inquiry. Four days later, [the controller] was dismissed, as were
two other employees who, in the company’s view, had inadequately
supervised [the controller].??

In addition to setting the correct tone at the top, the company’s
prompt response allows those conducting the internal investigation
to meet individually with relevant employees to gain an understand-
ing of the pertinent facts. These employee interviews allow the com-
pany to instill the importance of confidentiality in the employees being
questioned. In light of potential whistleblowers seeking to capitalize
on their knowledge of the investigation or obtain cooperation credit
for themselves,* those charged with conducting the witness inter-
views should explain to interviewed employees the importance of the
confidentiality of the investigation. Further, limiting those individuals
with knowledge of the investigation enables the company to attempt
to avoid any dip in morale from knowledge of issues and limit the likeli-
hood of a leak outside the company.

Q 1.5 s it necessary to document the investigation
in order to build a record?

Documenting the investigation to build a record protects the com-
pany’s long-term interests. Internal investigations do not occur in a
vacuum. The typical issues plaguing companies—such as employee
turnover, lack of recollection and misremembering facts—also affect
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internal investigations. Witnesses leave the company naturally during
the course of an investigation and memories fade. Documenting the
evidence obtained during an investigation allows the company to
crystallize a witness’s impressions at the earliest possible time.

Regardless of the factors leading to the investigation, it is impera-
tive that all potentially relevant documents should be maintained.
Documents serve an important purpose during the investigation.
When witnesses offer competing, self-serving statements, documents
created at or around the time the alleged malfeasance took place serve
as an important check. In addition, adequately preserving documents
allows the company to further demonstrate its willingness to cooperate
in a comprehensive way. The failure to take steps calculated to pre-
serve documentary evidence impedes a thorough investigation and
seriously compromises the company’s legal position with regulators,
or in any ensuing litigation stemming from the SEC investigation. Even
worse, under some extreme circumstances, it might lead to allegations
of obstruction of justice.!!

The SEC’s Data Delivery Standards** outline what types of data it
expects to receive (and thus what the company should endeavor to
preserve). Accordingly, at the outset of the investigation, the company
should work with its legal and internal audit departments to preserve
documentary evidence. Normally, the first action is the issuance of a
“document preservation notice” or a “litigation hold.” A robust and
thorough internal investigation allows the company to understand
who could potentially have information (for example, documents and/
or emails) relevant to the alleged misconduct. A company’s under-
standing of the facts and employees involved helps ensure the com-
pany preserves as much evidence as possible and provides further
support for the company’s cooperation with the SEC’s investigation.

The Intersection of the Internal Investigation &
SEC Investigation

Q 1.6 What impact does the internal investigation
have on the SEC investigation?

Besides demonstrating the company’s cooperation through action
rather than mere words, conducting an internal investigation impacts
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the SEC investigation in several ways. First, it allows the company
to discuss the scope and methodology of document review with the
Staff of the SEC Division of Enforcement (the “Staff”). This dialogue
serves as an implicit way to convey what is achievable and realistic
so the company can manage the expectations of the government with
respect to document delivery dates and volume of materials to be pro-
duced. Furthermore, the internal investigation allows management to
reap the benefits discussed in Q 1.1 above, which include: (i) ensuring
shareholders receive accurate and complete disclosure of informa-
tion; (ii) demonstrating potential “red flags” have been investigated;
and (iii) providing evidence a reporting system is in place to put man-
agement on notice of potential fraudulent or criminal conduct within
the company.

Q 1.7 How can the company’s internal investigation
allow the company to respond efficiently to
the SEC investigation?

The company’s internal investigation can yield benefits applicable
to the SEC investigation. In particular, facts learned during the course
of the internal investigation shape the company responses to the SEC
subpoenas or requests for information. For example, employee inter-
views allow the company to assess which employees could potentially
hold relevant documents responsive to the SEC’s subpoenas. Similarly,
any electronic document searches conducted in connection with the
internal investigation potentially can be used for responding to the
SEC investigation. The key is to document the search process (that
is, custodians searched, date restrictions applied, and search terms
applied) to demonstrate to the SEC that the methods the company
already employed can satisfy the SEC requests. Although the collec-
tion might not quell additional requests from the SEC, engaging with
the SEC and discussing the potential to use the initial document col-
lection as a starting point will likely prove beneficial. It might cause
the SEC to refine its document requests and allow the company to
conduct a more tailored (and therefore more cost effective) review.
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Ensuring Independence When Needed

Q 1.8 What does it mean to be “independent”?
Why is it important?

When structuring the internal investigation, the company should
focus on creating a reporting structure free from any potential con-
flict. Doing so greatly aids the company in describing the investiga-
tion as independent. Properly structuring the investigation, however,
requires the individual or individuals charged with initiating the inves-
tigation to analyze who may be implicated in the alleged wrongdoing.
For example, although the company might be predisposed to charge
the company’s internal audit team with investigating the alleged con-
duct, it is important to examine whether senior management—the
individuals to whom the independent audit team reports—could be
implicated in the wrongdoing. This same calculus concerning inde-
pendence could potentially disqualify the company’s in-house coun-
sel as well as the company’s usual external counsel if there is any
implication that the investigators’ results could be swayed. Courts
have found so-called “independent” internal investigations are tainted
when the individuals perpetrating the illegal conduct impact or have
arole in the investigative process.*

The importance of ensuring appropriate independence so regulators
and law enforcement agencies view the results of the internal investi-
gation as credible, conflict-free, and effective cannot be overstated. If
the SEC doubts the report’s findings, the company may receive little
or no credit for cooperation and may not even be able to reply upon
the findings itself, despite spending considerable sums on an internal
investigation.

Q 1.9 When should the company engage
independent counsel to undertake the
internal investigation?

Relying on its in-house counsel to conduct the internal investiga-
tion has advantages. For instance, in-house lawyers are more familiar
with the company’s organization, file systems and general operations.
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In addition, the in-house lawyers might be familiar to the employees,
which could help ease tension during the interviews. Further, utiliz-
ing in-house lawyers could be less expensive. However, using in-house
counsel has disadvantages. In-house counsel will likely be perceived
as less independent by regulators and auditors. Moreover, conflicts
could arise in instances where senior management is involved in the
alleged wrongdoing and the in-house lawyers report to those same
individuals. In addition, if the company’s in-house counsel is locat-
ed outside of the United States, then it is possible that it will not be
afforded the same protections and privileges available to outside
counsel, such as attorney-client privilege.

While engaging the company’s typical external counsel might seem
like the adequate choice, similar problems persist as with relying
on in-house counsel to conduct the investigation. For instance, the
company’s external counsel likely has significant ties to management
due to the relationships forged throughout years of interaction. In
addition, the company’s external counsel could be perceived as being
too lenient on the company in an attempt to ensure the company’s
future legal work continues to flow its way. Also regular external
counsel could have been involved in the conduct under examination.

One remedy to the problems posed by both in-house counsel and
the company’s typical external counsel is for the company to engage
external counsel who is free from any material ties to the company
or the conduct in question. In addition, the SEC will likely perceive
independent external counsel as more objective. An added benefit
of choosing external counsel other than the firm the company typically
retains is the ability to choose lawyers with greater experience conduct-
ing internal investigations. Ideally, the company should seek counsel
with established credibility with the SEC who worked on prior investi-
gations or previously worked at the SEC or similar government entity.

Privilege Considerations

Q 1.10 Who has the privilege?

Properly defining the client determines who holds the privilege,
as the client (and the client alone) benefits from the attorney-client
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privilege. In instances where the client is the corporate entity, it is
imperative the investigative team demarcate which individual waives the
privilege and makes other decisions. In the seminal case Upjohn v. United
States,** a company objected to the production of materials prepared
in connection with an internal investigation.*> These materials included
low-level employee questionnaires completed at the direction of the
company’s in-house and external counsel. The Supreme Court noted
that, in addition to the corporate executives (that is, the “control
group”), middle-level and lower-level employees “will possess the
information needed by the corporation’s lawyers.” Thus, the company
successfully maintained the privilege over the communications with
lower-level employees, which the Court noted would allow “full and
frank communication between attorneys and their clients.”#’

As noted in Q 1.15 and Q 1.16 below, the company should ensure
the individual employees being interviewed do not mistakenly believe that
the interviewing counsel also represents them in addition to the corporate
entity. To sustain a claim that the investigating counsel also represents
individuals for purposes of asserting a personal claim of attorney-client
privilege, the individuals must affirmatively show: (i) they were seek-
ing legal advice; (ii) they told counsel they were seeking legal advice
in their individual—not representative—capacities; (iii) counsel saw
fit to communicate with them knowing there could be a potential con-
flict; (iv) their conversations were confidential; and (v) their conver-
sations did not concern matters within the company or the “general
affairs of the company.”®

Q 1.11 Are employees assisting with the
investigation covered under the work product
doctrine or attorney-client privilege?

Oftentimes internal investigations led by counsel (either in-house
or external) require the assistance of various employees who are not
members of the legal staff, such as internal audit professionals, who
can assist with understanding the documents provided and the facts at
issue. Typically, internal investigations run by counsel are considered
to be of a legal nature and therefore protected by the attorney-client
privilege.*’ These attorney-client privilege protections even extend to
non-lawyers who assist with issues concerning accounting, financial
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reporting or other related issues not explicitly legal in nature.”® In
order to maintain the privilege, however, the company must be able to
demonstrate the “predominant purpose” of the communications was
to provide legal advice rather than business advice.”!

In instances where the SEC is actively investigating the company
prior to the internal investigation’s commencement, it is likely that
employees’ work in assisting in the investigation will also be covered
under the work product doctrine because of the anticipation of liti-
gation. State laws, however, must be reviewed carefully to ascertain
whether the initiation of an SEC investigation will serve as a basis for
the company to assert it does, in fact, anticipate litigation as a result.”?
When the work product doctrine applies, non-attorney employees
can enjoy the protections of the doctrine when assisting an attorney
“if it is ‘so intertwined with the legal analysis as to warrant protec-
tion.”? Thus, employees assisting with the investigation should create
materials specifically for the investigation rather than in the ordinary
course of business.

Q 1.12 Who can waive the privilege?

When the company is the client, only the corporate entity can
waive the privilege. As discussed above in Q 1.10, the privilege belongs
to the company so only it is authorized to waive the privilege.>* “[T]he
power to waive the corporate attorney-client privilege rests with the
corporation’s management and is normally exercised by its officers
and directors.”™ An individual employee, officer or director acting
in his or her individual capacity, however, cannot waive the privilege
without the corporation’s consent.*

Q 1.13 Should the company waive privilege with
respect to its investigative findings?

The SEC has stated in its Enforcement Manual that a company’s
failure to waive privilege protections will not negatively impact
its claim for cooperation credit.’” This policy mirrors the current
DOJ policy.”® The SEC Enforcement Manual notes, however, that
“if a party seeks cooperation credit for timely disclosure of rele-
vant facts, the party must disclose all such facts within the party’s
knowledge.”™® This includes factual information learned through
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attorney interviews, which might be reflected in the attorneys’ notes
and/or memoranda generated as a result of those interviews.® Thus, if
the factual evidence is obtainable only through the memoranda gener-
ated by counsel, the company may have to consider furnishing those
materials or otherwise reporting their content to the SEC in order to
receive credit. Of particular note is the Seaboard Report, where the
SEC noted that the company “did not invoke the attorney-client privi-
lege, work product protection or other privileges or protections with
respect to any facts uncovered in the [company’s internal] investiga-
tion.”®! However, this decision cannot be made lightly. The company
should take under advisement whether to waive the privilege in light
of the potential for future liabilities, such as shareholder civil lawsuits
and potential criminal exposure.

Q 1.14 Can the company maintain its privilege if it
produces privileged materials to the SEC?

In addition to deciding whether to waive privilege as it relates to
the SEC, as described further in Q 1.19 below, companies must also
be aware of the impacts such waiver could have generally on subse-
quent litigation, including shareholder litigation. A review of plaintiffs’
firm websites and press releases demonstrate they too investigate the
same conduct. If producing privileged materials to the SEC, such as
the written results of the company’s internal investigation, waives the
attorney-client privilege, then this could potentially provide plaintiffs’
firms with an unvarnished review of the facts at issue. To complicate
matters, the majority of federal circuit courts have held that volun-
tary production of privileged materials to the government waives the
privilege for all subsequent litigation.%? These circuits appear to follow
the D.C. Circuit’s reasoning that “[t]he client cannot be permitted to
pick and choose among his opponents, waiving the privilege for some
and resurrecting the claim of confidentiality to obstruct others, or to
invoke the privilege as to communications whose confidentiality he
has already compromised for his own benefit.”

Despite this bleak outlook to retain the privilege over documents
shared with the government, the Fifth, Seventh, Ninth and Eleventh
Circuits have not addressed this issue to date, and the Eighth Circuit
has bucked the trend, holding that producing privileged materials to

1-17
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the government will not necessarily waive the privilege.®* Further-
more, in the recent case of SEC v. Vitesse Semiconductor Corp., Judge
Rakoff of the Southern District of New York held that:

[w]hether a party has waived privilege by disclosing confidential
materials to a governmental agency must be analyzed on a “case-
by-case” basis in light of the Second Circuit’s determination [in In
re Steinhardt Partners, L.P.] that “[e]stablishing a rigid rule would
fail to anticipate situations in which the disclosing party and the
government may share a common interest in developing legal
theories and analyzing information, or situations in which the SEC
and the disclosing party have entered into an explicit agreement that
the SEC will maintain the confidentiality of disclosed materials.®

Although the language in Judge Rakoff’s opinion is promising, the deci-
sion to produce privileged materials should be considered at length in
order to best position the company with the SEC and potential subject
matter waiver arguments in subsequent private civil litigation.

If the company decides to produce privileged materials in support
of its findings, best practices are to enter into a confidentiality agree-
ment with the SEC. The SEC’s confidentiality agreement is a standard
form. It is Appendix 1A to this chapter. The Staff typically does not
have discretion to agree to any substantive changes to it, which will
limit a company’s ability to seek any greater protections as a result. As
noted above, courts have found these confidentiality agreements pre-
vent third parties (for example, shareholder plaintiffs) from asserting
waiver arguments.%

Employee Issues

Q 1.15 How does the company manage current
employees in an investigation?

When the company decides to engage either in-house or external
counsel to conduct the internal investigation, the investigative team
should tell employees that counsel represents the company rather
than the employees individually (that is, provide an “Upjohn warning”).5
The Upjohn warning consists of company counsel explaining clearly
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to the employee that: (a) counsel represents the company in con-
nection with this fact-finding investigation, not them individually;
(b) although the interview is protected by the attorney-client privi-
lege, this privilege belongs to the company, and the company can
decide to waive it; and (c) the employee must maintain the confiden-
tiality of the interview to maintain the privilege. Company counsel
should document in the resulting interview memo that such Upjohn
warnings were given to the witness. Courts have held that unless
individual employees clearly seek dual representation by the corpora-
tion’s attorneys, they cannot prevent the corporation from disclosing
communications they make in the course of the investigation even if
they retain independent legal counsel at the onset of the investigation.58

In addition to protecting the company’s privilege, counsel should
also stress the importance of telling the truth in connection with the
investigation. In situations where the company intends to cooperate
fully with the SEC and provide the investigation materials to the gov-
ernment, including interview memoranda, employees could be held
accountable for any misstatements and/or omissions. The govern-
ment has charged employees with obstruction of justice when there
is evidence that they knew or should have known any false statement
made during an interview would be shared with the government.5
As a result, counsel should provide “Zar” warnings to the employees,
which state that the information provided during the interviews may
be turned over to the government, and that the employees may be
subjected to obstruction of justice charges if they provide untruthful
information.™

When interviewing current employees, it is also important for the
investigators to be cognizant of the fine line between interviewing
a witness to obtain facts versus improperly coaching a witness for
subsequent government questioning. Improperly providing advance
notice of government questions to enable the witness to shape his
or her responses can raise concerns about what was discussed and
expose the internal investigation team to questions about how wit-
nesses were interviewed.”! Further, such allegations could potentially
allow the government to reach otherwise privileged materials, such as
interview preparation binders and notebooks.”
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Due to the SEC’s whistleblower program, it is also imperative that
the company be cognizant of those protections afforded to whistle-
blowers, which prevent the company from retaliating against the
employee for blowing the whistle.” In fact, any such retaliation can
expose the company to private civil actions brought by the employee,
which would allow the employee to seek reinstatement, compensa-
tion and costs associated with bringing the action.” In addition, such
retaliation could lead to an additional SEC enforcement action separate
from the conduct underlying the initial SEC inquiry.” However, the
Fifth Circuit found that an employee who only reports the wrong-
doing internally—and not to the SEC—does not qualify for the SEC
whistleblower protections.”® The Second Circuit held that the anti-
retaliation provisions of Dodd-Frank do not apply extraterritorially
and declined to address whether an employee who only reports wrong-
doing internally qualifies for whistleblower protections™

Q 1.16 How does the company manage former
employees in an investigation?

During the course of an investigation, the investigation team may
need to speak with former employees about a matter within their
scope of employment at the company. In situations like this—where
the employee discusses matters within the scope of her employ-
ment—courts are likely to find the company can consider these privi-
leged communications.” Thus, the same Upjohn warnings should be
provided to these individuals as well to ensure the company is able to
waive or protect its privilege if it chooses to do so. It should also be
noted that it is possible that the Staff had already spoken with former
employees since the SEC’s policy does not require the Staff to notify
the company before communicating directly with former employees.™

Q 1.17 Should the company identify potentially
culpable employees to government
regulators?

Pursuing individual wrongdoers is one of the SEC’s enforcement
priorities. In a May 19, 2014, speech to the New York City Bar Associa-
tion, SEC Chair Mary Jo White stated:
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[ want to dispel any notion that the SEC does not charge individu-
als often enough or that we will settle with entities in lieu of charg-
ing individuals. The simple fact is that the SEC charges individuals in
most of our cases, which is as it should be. . . . [T]he cases where
individuals are not charged are by far the exception, not the rule. . . .
It should also not be a surprise that we focus our investigations
initially on the individuals closest to the wrongdoing and work
outward and upward from there to determine who else should be
charged, including whether to charge the corporation. A company,
after all, can only act through its employees and if an enforce-
ment program is to have a strong deterrent effect, it is critical that
responsible individuals be charged, as high up as the evidence takes
us. And we look for ways to innovate in order to further strength-
en our ability to charge individuals.’

Accordingly, what should a company do if and when its internal
investigation identifies culpable individuals?

If the company is seeking to benefit from cooperation credit with
the SEC, then the company should strongly consider providing the
Commission with all of the relevant facts and evidence, including
material that implicates individuals. As recently stated by Andrew
Ceresney, Director of the SEC’s Enforcement Division,

[w]lhen a company commits to cooperation and expects credit
for that assistance, the [SEC’s] Enforcement Staff expects them
to provide us with all relevant facts, including facts implicating
senior officials and other individuals. In short, when something
goes wrong, we want to know who is responsible so that we can
hold them accountable. If a company helps us do that, they will
benefit.8!

Ms. White’s and Mr. Ceresney’s comments dovetail with the DOJ’s
recent memorandum entitled “Individual Accountability for Corporate
Wrongdoing” (the “Yates Memo”) released on September 9, 2015,%
which outlined the DOJ’s enforcement policies and practices and
which reiterated the DOJ’s focus on the prosecution of individuals
involved in corporate wrongdoing. In particular, the Yates Memo indi-
cates that a prerequisite for corporate cooperation “credit” is that a
corporation must disclose all relevant facts “relating to the individu-
als responsible for the misconduct.” In a speech she delivered on
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September 10, 2015, Deputy Attorney General Yates clarified this require-
ment by stating that a corporation must “provide all relevant facts”
regarding individual misconduct to receive any cooperation credit
from the DOJ:

[I]f a company wants any credit for cooperation, any credit at all,
it must identify all individuals involved in the wrongdoing, regard-
less of their position, status or seniority in the company and pro-
vide all relevant facts about their misconduct. It’s all or nothing.
No more picking and choosing what gets disclosed. No more par-
tial credit for cooperation that doesn’t include information about
individuals.3*

Given the DOJ’s view that cooperation credit requires identifica-
tion of culpable individuals and given the SEC’s views that a coop-
erating company will disclose “facts implicating senior officials and
other individuals,” it seems that a company has a strong incentive to
disclose all relevant, non-privileged facts relating to individuals to the
government. However, it remains to be seen whether this results in
an increase in individual prosecutions and, if so, whether in-house or
outside counsel’s ability to conduct an internal investigation will be
frustrated. Indeed, employees and corporate officers now may have
a decreased incentive to cooperate with internal investigations—for
fear of their own prosecution—which, in turn, could increase the dif-
ficulty and complexity of conducting internal investigations.

Reporting the Findings

Q 1.18 How should investigative findings be
reported?

Reporting the progress of the investigation to the client is an impor-
tant aspect of the internal investigation. Timely updates allow the client
to assess the impact the malfeasance potentially could have on the
company. In addition, regular updates allow the company to begin focus-
ing on how to deal with those employees involved and how to best
remediate the impact of the conduct at issue. The form these reports
take, however, must be carefully considered.
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Although written materials allow the client to access the informa-
tion in a concise format, the company needs to understand the effects
a written report could have. For example, if the internal investigation
is not supervised by an attorney, it is possible that the final written
report could be discoverable in later litigation.® If the report is dis-
seminated to those other than the client, a future adversary poten-
tially could argue the attorney-client privilege was waived. Thus, the
company would have to rely on the work product doctrine for protec-
tion of the written materials. In order for a company’s assertion that
these materials fall under the work product doctrine to be effective, the
company may need to demonstrate that it was exposed to litigation at
the time of creation of the report.® The work product doctrine requires
the materials to be prepared in anticipation of litigation, even if the
litigation concerns an unrelated matter.®” No work product protection
attaches for documents prepared in the ordinary course of business
rather than for the purpose of litigation.®¥ In instances where there
is only a remote possibility of future litigation, or mere speculation,
materials may not be subject to protection under the attorney work
product doctrine.®

Q 1.19 How should investigative findings be
reported to the SEC?

The company should be mindful that in addition to assisting the
SEC in its investigation, reporting findings from an internal investiga-
tion to the SEC allows management to show it responded appropriately
to red flags, and allows the company to demonstrate it is prepared to
report adequately any material information to shareholders. Doing
so helps the company satisfy its duties of oversight and its reporting
requirements.%

If the company’s goal is ultimately to receive cooperation credit
from the SEC, the company needs to report any new developments
learned during the course of the investigation. Similarly, the update
needs to be made in a timely fashion, and the company must decide
whether to report its findings to the SEC in written form or orally. As
previously discussed, while written work product will allow the Staff
to retain the information the company presents, it may impact privi-
lege assertions in future civil litigation.”!
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There are, however, additional ways for the company to report its
findings while reducing the risk of waiving its privilege. For example,
rather than producing a written report drafted by counsel, the compa-
ny can report its findings using underlying non-privileged documents
the investigative team collects during the investigation presented in
an organized way. The company can then request a meeting with the
Staff to discuss the documents and walk through the conclusions the
company reached based on the documents as well as any explanation
individual employees provided during their witness interviews.

The company might also learn of unrelated wrongdoing throughout
the course of the investigation. Thus, the question arises as to whether
the company should self-report these findings to the SEC as well.
This is a judgment call for the company. Not every issue of interest
needs to be disclosed to the SEC. If the SEC were to uncover the same
wrongdoing during the course of its own investigation, however, and
were to determine the wrongdoing is significant, the failure to disclose
the new misconduct to the SEC could undermine the company’s and
counsel’s credibility.
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