Implementation of Effective
Compliance and Ethics
Programs and the Federal
Sentencing Guidelines

Steven D. Gordon*

How should a company go about designing and implement-
ing a compliance program? While other chapters address the
specifics of compliance programs in particular industries, this
chapter considers issues relating to designing and implement-
ing compliance and ethics programs generally. The biggest
influence on the design and implementation of a compliance
program is guidance from the U.S. Sentencing Commission
contained in the Federal Sentencing Guidelines that apply to
companies convicted of federal criminal offenses. The Sentenc-
ing Guidelines set standards that have become the norm for

*  The author wishes to acknowledge Michael Manthei, Christopher A. Myers,
and Jonathan Strouse for their contributions to this chapter.
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virtually all companies, even though relatively few will ever be
prosecuted or convicted. In fact, the most useful benefit from
using the Guidelines to design and implement a compliance
and ethics program is that it can help companies avoid investi-
gations and convictions in the first place.

In addition to complying with the Sentencing Guidelines, if the
company is publicly held, it must comply with the Sarbanes-
Oxley Act of 2002. And if the company is a federal govern-
ment contractor or subcontractor, the Federal Acquisition
Regulation (FAR) comes into play. Other compliance require-
ments apply to other industries. Fortunately, these various
guidelines and requirements do not conflict and, instead,
tend to complement each other.

Sentencing Guidelines Basics ............coovvviiiiiiiiiiiieiiiiiieeeee 2-3
Components of an Effective Compliance Program ..................ccee... 2-4
Designing and Implementing a Compliance Program....................... 2-7
Relevant Factors and Considerations............cccooeeviiiiiieen. 2-7
Requirements; Risk Areas............ccooviiiiiiiiiiiiiieiiiieee 2-8
Code of CondUCt.....c.eiviiiiiiiiiiii e 2-14
Compliance Program Administration .............cccccviiviiiiiiieennnne.. 2-17
TEQINING et 2-23
AUIES ..o 2-25
Reporting Systems/Whistleblowing/Non-Retaliation .......... 2-27
Rewards/Discipline ............coovviiiiiiiiiiiiieeiiieeee 2-29

2-2



Compliance Programs & U.S. Sentencing Guidelines Q22

Sentencing Guidelines Basics

Q 2.1 What are the Federal Sentencing Guidelines?

Since 1991, the sentencing of corporations and other business enti-
ties convicted of federal criminal offenses has been governed by the
Federal Sentencing Guidelines (“Sentencing Guidelines”), established
by the U.S. Sentencing Commission. These Sentencing Guidelines orig-
inally were mandatory, but in 2005, the Supreme Court ruled that it
is unconstitutional to apply them in mandatory form. The Court left
them intact as voluntary guideposts that federal courts should con-
sult but are not bound to follow.!

In addition to providing guidance on how convicted companies
should be sentenced, the Sentencing Guidelines also contain detailed
guidance from the Sentencing Commission on what it means to have
an “effective” compliance and ethics program. This guidance, contained
in chapter 8 of the Guidelines Manual,? is used by hundreds of compa-
nies to design and implement their compliance programs and is also
the standard used by many government agencies to evaluate company
compliance and ethics programs.

Q2.2 How do the Sentencing Guidelines relate to an
effective compliance program?

A company convicted of a federal offense is eligible for a reduced
sentence under the Sentencing Guidelines if it has an effective compli-
ance and ethics program and the offense occurred despite the pro-
gram.? The Sentencing Guidelines spell out the basic elements of an
effective compliance program.? Additionally, a prosecutor might exer-
cise his or her discretion not to bring criminal charges if the com-
pany has a compliance program that meets the Sentencing Guidelines’
requirements.

The Department of Justice (DOJ), in the U.S. Attorney’s Manual,
describes factors that prosecutors should consider in conducting an
investigation of a corporation, determining whether to bring charges,
and negotiating plea or other agreements. These factors include “the
existence and effectiveness of the corporation’s pre-existing com-
pliance program” and the corporation’s remedial efforts “to imple-
ment an effective corporate compliance program or to improve an
existing one.”
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Q2.2.1 Why should my company care about the
Sentencing Guidelines if it conducts business
honestly and is unlikely ever to face criminal
prosecution?

If the business is a corporation, its management probably has a
duty to ensure that the business has an adequate compliance pro-
gram. The Delaware courts have held that corporate management has
such a duty under Delaware law in light of the Sentencing Guidelines.?
Also, having an effective compliance program can show that the cor-
poration was not at fault if an employee does engage in criminal or
unethical conduct.

Even ethical companies get investigated. In the event of an investi-
gation, enforcement authorities will look at a variety of factors to deter-
mine whether there has been wrongdoing, who is at fault, and whether
to bring criminal, civil, administrative, or no claims against the com-
pany. Among the most significant factors influencing these decisions
is whether the company has a compliance program that meets the Sen-
tencing Guidelines’ requirements.

The Fraud Section of the DOJ has published a list of topics it
explores and the questions it asks when it assesses the effectiveness of
a corporate compliance program.® In essence, the topics it explores are
the elements of an effective compliance and ethics program described
in the Sentencing Guidelines. The questions the DOJ asks probe the
company'’s actual commitment to the compliance program and how
well it works in practice.

Components of an Effective Compliance
Program

Q 2.3 What policies and procedures should my
company implement to meet the Sentencing
Guidelines’ requirements?

You are required to have written standards and procedures. After
performing a thorough assessment of your company’s legal, compli-
ance, and reputational risks, you should create policies addressing
those risk areas. The number and types of standards and procedures a
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company requires depend on a number of factors, including the indus-
try in which the company operates.

Q2.3.1 What are the elements of an effective compliance
program that will satisfy the Sentencing
Guidelines?

The Sentencing Guidelines state that the two fundamental elements
of an effective compliance and ethics program are:

(1) exercising due diligence to prevent and detect criminal con-
duct; and

(2) otherwise promoting an organizational culture that encourages
ethical conduct and a commitment to compliance with the law.”

Q2.3.2  What specific steps must our company take to
create an effective compliance program?

The Sentencing Guidelines provide that, at a minimum, a company
must do the following in order to have an effective compliance and
ethics program:

(1) Establish standards and procedures to prevent and detect
criminal conduct.

(2) Ensure that the company’s governing authority (board of direc-
tors, etc.) understands the content and operation of the pro-
gram and exercises reasonable oversight with respect to its
implementation and effectiveness. Specific senior manager(s)
shall have overall responsibility to ensure the implementation
and effectiveness of the program. Specific individuals shall be
delegated day-to-day operational responsibility for the pro-
gram and shall be given adequate resources and authority.
They shall report periodically to senior management and shall
have direct access to the board of directors or a subgroup
thereof.

(3) Keep bad actors out of managerial ranks (or other key posi-
tions). Reasonable steps should be taken to screen out persons
whom the company knows, or should know through the exer-
cise of due diligence, to have a history of engaging in illegal
activity or other misconduct.
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(4) Take reasonable steps to communicate periodically and in
a practical manner its standards and procedures to its officers,
employees, and, as appropriate, its agents, by conducting effec-
tive training programs and otherwise disseminating infor-
mation.

(5) Take reasonable steps to:

(@) ensure that the program is followed, including using mon-
itoring and auditing to detect criminal conduct;

(b) evaluate periodically the program’s effectiveness; and

(¢) have a system whereby employees and agents may report
or seek guidance regarding potential or actual criminal
conduct without fear of retaliation (although a mechanism
for anonymous reporting is not required).

(6) Promote and enforce the program through appropriate incen-
tives and disciplinary measures for engaging in criminal con-
duct and for failing to take reasonable steps to prevent or detect
criminal conduct.

(7) Take reasonable steps to:

(@) respond appropriately to criminal conduct, which may
include providing restitution or remediation and self-
reporting and cooperation with authorities; and

(b) prevent similar criminal conduct, including making any
necessary modification to the compliance and ethics
program.’

Q2.3.3 Is there a standard compliance program that most
companies can use?

No. There is no “one-size-fits-all” solution. The Sentencing Guide-
lines recognize that an effective program must be tailored to the par-
ticular company.

The Sentencing Guidelines require a company to engage in periodic
risk assessments in designing, implementing, and modifying its com-
pliance and ethics program.? Each company must examine the nature
of its business and its own prior history to determine what sorts of crimi-
nal conduct pose the greatest risk, and then take steps designed to
prevent and detect such misconduct.
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For example, if your company employs sales personnel who have
flexibility in setting prices, you must have established standards and
procedures designed to prevent and detect price-fixing. If you employ
sales personnel who have flexibility to represent the material charac-
teristics of a product, you must have established standards and pro-
cedures designed to prevent fraud. Your company should prioritize
the risks that you face in terms of the severity of the criminal conduct
and its likelihood of occurring, and tailor your compliance and ethics
program accordingly.!?

When the DOJ evaluates a compliance program, it asks what meth-
odology the company has used to identify, analyze, and address the
particular risks it faces, what information the company collected, and
how the company utilized that information in shaping its compliance
program.!!

Designing and Implementing a Compliance
Program

Relevant Factors and Considerations

Q 2.4 Are industry practice and standards
considered in assessing the effectiveness of a
compliance program?

Yes. The Sentencing Guidelines recognize that the particulars of
an effective compliance and ethics program are likely to be affected
by applicable industry practice or the standards called for by any
applicable governmental regulation. For publicly traded corporations,
applicable governmental regulations would include the requirements
of the Sarbanes-Oxley Act of 2002. A company’s failure to incorporate and
follow applicable industry practice or to comply with applicable gov-
ernment regulations will weigh against a finding that its compliance pro-
gram is an effective one.!? For healthcare companies, the Department
of Health and Human Services, through its Office of Inspector General,
has issued a number of very specific compliance program guidances
targeting specific business sectors such as hospitals and pharmaceu-
tical manufacturers.
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Q24.1 Does the company size matter?

Size is a relevant factor in structuring a compliance and ethics pro-
gram. A large company generally should have more formal operations
and devote greater resources to its program than a small company.

Q2.4.2  What are the differences between compliance
programs for large companies and small
companies?

° The governing authority in a small company may directly man-
age the compliance and ethics efforts.

e  Asmall company may train employees through informal staff
meetings and monitor them through regular “walk-arounds”
or continuous observation during normal management.

e  Asmall company may use available personnel, rather than sep-
arate staff, to carry out the compliance and ethics program.!3

Requirements; Risk Areas

Q 2.5 When it comes to putting a compliance
program together, where do we start?

A first step is to determine whether the compliance program must
satisfy the mandates of the Sarbanes-Oxley Act!* in addition to the
Sentencing Guidelines. Sarbanes-Oxley, if applicable, imposes fairly
detailed requirements that focus on the company’s internal control
over financial reporting and its disclosure controls and procedures.
A good compliance program should also address the prevention of
other employee misconduct that may impose civil liability on the com-
pany or that may victimize the company itself.

The foundation for designing a good compliance program is to
identify the principal risks of misconduct that must be safeguarded
against. This is a task that requires input from counsel and senior man-
agement. The effectiveness of the compliance program likely will be
directly proportional to the time and effort invested in designing it.
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Q2.5.1 What are the most common risk areas that we
may need to address in our compliance program?

Consider the following sixteen areas:

1. Accounting practices. Sarbanes-Oxley has made internal con-
trol over financial reporting and disclosure controls and procedures
the foremost risk area for every public company. It also spells out in
detail the procedures that must be used to address this risk area.!®

Private companies must also protect against the risk that an officer
or employee may “cook” or alter the books in order to boost perfor-
mance or hide problems. Common examples include improper revenue
recognition, intentional overstatement of assets, or understatement of
liabilities, as well as false entries to cover up employee embezzlement
and theft, or expenditures for improper or illegal purposes such as bribes.

2. USA PATRIOT Act. The PATRIOT Act aims to cut off sources of
financing for terrorists by strengthening anti-money laundering laws.
The PATRIOT Act greatly expanded the definition of “financial institu-
tions” covered by anti-money laundering laws to include not only banks,
savings associations, and credit unions, but also securities broker-
dealers; investment companies; hedge funds; commodities brokers;
mutual funds; issuers or redeemers of travelers checks; operators of
credit card systems; insurance companies; telegraph companies; loan
or finance companies; automobile, airplane, and boat dealers; real
estate brokers; persons or companies involved in real estate closings
and settlements; currency exchanges; money transmitters; pawn bro-
kers; travel agencies; dealers in precious metals, stones, or jewels; and
casinos.!®

The PATRIOT Act requires that “each financial institution shall estab-
lish anti-money laundering programs” unless the Treasury Department
issues a specific exemption. These programs must include written poli-
cies and procedures; a designated compliance officer; employee training;
and periodic auditing and monitoring.!” Further, financial institutions
must implement special account opening procedures and “Know Your
Customer” due diligence.!8
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In addition, banks, securities broker-dealers, money services busi-
nesses, and casinos are required to file reports of suspicious transac-
tions with the Treasury Department’s Financial Crimes Enforcement
Network.!® Finally, all persons (not only financial institutions) who
receive in excess of $10,000 in cash in one transaction, or two or more
related transactions, in the course of their trade or business are required
to file a currency transaction report.2

3. Conducting business with suspected terrorists. Following the
September 11 attacks, Executive Order 13224 mandated creation of
a list of persons, entities, and groups believed to be connected with
terrorism. This order bans anyone in the United States from conduct-
ing any business with any person, entity, or group on the list, which
is maintained by the Treasury Department’s Office of Foreign Assets
Control (OFAC).?! The OFAC list is constantly updated and now is quite
lengthy, consisting of thousands of names, aliases, and “doing busi-
ness as” designations. Businesses, particularly those with some inter-
national component, must ensure that they are complying with the
provisions of the Executive Order. Specifically, before entering into or
continuing any financial relationship, businesses should check the iden-
tities of existing and potential clients and customers against the latest
OFAC List.

4. Conflicts of interest; corporate opportunities. Conflicts of
interest are an issue for every company. The code of ethics mandated
by Sarbanes-Oxley specifically requires a company to promote the
ethical handling of actual or apparent conflicts of interest between
personal and professional relationships.?> Common breeding grounds
for conflicts of interest include employee relationships with the com-
pany’s suppliers and outside employment.

The corporate opportunity doctrine forbids employees, officers,
and directors of a company from:

(i) taking for themselves personally opportunities that are dis-
covered through the use of corporate property, information,
or position;

(ii) using corporate property, information, or position for personal
gain; and

(iii) competing with the company.
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The New York Stock Exchange (NYSE) has adopted rules requiring
each issuer listed on the Exchange to adopt a code of conduct that
addresses, separately, both conflicts of interest and corporate oppor-
tunities.?

Further, Sarbanes-Oxley, in order to strengthen protections against
conflicts of interest, prohibits public companies from making personal
loans to any director or executive officer.24

5. Bribes, kickbacks, improper payments, inappropriate gifts.
Improper payments to government officials are a potential issue for
many companies, especially if the government is a customer or if the
business is subject to significant government regulation. Giving bribes
or gratuities to U.S. government officials is prohibited by federal law,?
and bribery of foreign government officials is prohibited by the For-
eign Corrupt Practices Act.?6 Kickbacks are explicitly prohibited, both
at the prime contractor and subcontractor levels, in connection with
any federal government contract.?” Kickbacks also are prohibited in
exchange for the referral of business for which payment is made under
federal healthcare programs, such as Medicare and Medicaid.?® In addi-
tion, a number of states have criminal commercial bribery statutes that
prohibit payments to influence the conduct of an agent or employee
with respect to the affairs of the agent’s employer.?

6. Antitrust issues. Antitrust issues such as price-fixing, collu-
sive bidding, and market allocation are a concern in many industries.

7. Confidential information and trade secrets. For many com-
panies, protection of confidential information and trade secrets is a
significant issue. In the healthcare industry, protection of individual
health information is critical. Often such information may be a key com-
pany asset and, under Sarbanes-Oxley, the safeguarding of company
assets is one of the elements of internal control over financial report-
ing.®" In order to protect its proprietary data and trade secrets, a com-
pany must take the requisite steps to preserve confidentiality. At a
minimum, this includes reminding employees, during the course of
their employment and upon their departure, of their continuing duty
to safeguard such information. In addition, written confidentiality agree-
ments may be desirable.
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Further, companies must ensure that they do not become liable
for misappropriating trade secrets belonging to their competitors or
third parties. Employees should be warned against acquiring a com-
petitor’s confidential or trade secret information—and against bring-
ing such information with them from a prior employer when they join
the company.

8. Product safety. If the company manufactures or processes
tangible products, especially consumer goods, then product safety
may well be a key risk area. Indeed, in highly regulated industries that
implicate public health and safety, such as food and drugs, product
safety is likely to be the single most important risk issue. Where public
health and safety are implicated, defective products may trigger strict
criminal liability for the company as well as its senior managers.3!

9. Workplace safety. In industries such as manufacturing, con-
struction, or extraction of natural resources, workplace safety may be
a significant issue.

10. Environmental issues. For many businesses, compliance with
environmental laws is a significant concern. Some environmental statutes
are drafted in such sweeping terms as to create something approach-
ing strict criminal liability in the event of a violation.3?

11. Government contracts issues. As detailed in chapter 14 on
government contractors, mandatory compliance and ethics program
requirements went into effect in 2008 for many government contrac-
tors and subcontractors. These requirements amend the Federal Acqui-
sition Regulation (FAR) and are modeled to a large extent on the Federal
Sentencing Guidelines criteria for effective compliance and ethics pro-
grams.?® In addition to the specific elements of a compliance and eth-
ics program that must be implemented, the FAR provisions also
require mandatory reporting of violations of federal criminal law, vio-
lations of the civil False Claims Act, and “significant” overpayments.

Companies engaged in contracting with the federal government
are especially vulnerable to liability for business misconduct. A num-
ber of statutes impose civil liability upon government contractors for
engaging in fraudulent conduct or failing to comply with applicable
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procurement and contracting rules.?* Further, an array of criminal
statutes may be applied to contractors who engage in fraud or other
misconduct.®

The most common types of fraud encountered in government con-
tracting include defective pricing, cost mischarging, product substitu-
tion, progress payment fraud, antitrust violations, kickbacks, bribery,
gratuities, and conflicts of interest.36

12. Insider trading. Another risk for publicly held companies is
that directors, officers, or employees may engage in insider trading in
the company’s shares. The NYSE considers this risk so significant that
it identifies insider trading as one of the issues to be addressed by the
code of conduct it requires for listed companies.?’

13. International business practices. U.S. laws that may create
significant risks for companies engaged in international business
include export control laws and the Foreign Corrupt Practices Act
(FCPA). Export control laws and regulations prohibit the export of cer-
tain commercial products, strategic goods, defense articles and their
related technologies, and the furnishing of defense services, unless
licensed by the appropriate federal agency—either the Department
of Commerce or the Department of State.

Note that an “export” can occur anywhere when equipment or tech-
nical data is released or made available to a foreign person, whether
within the United States or abroad.

The FCPA prohibits bribery in the conduct of business abroad. In
general, the FCPA prohibits corrupt payments to foreign officials or politi-
cal parties (whether made directly or through intermediaries) for the
purpose of obtaining or keeping business.

14. Employee relations. Discrimination and harassment issues
are a concern for virtually all employers. Federal statutes and regula-
tions forbid discrimination in the workplace based on race, color, sex,
religion, national origin, marital status, age, or disability.?* Discrimina-
tion or harassment can subject a company to civil liability for compen-
satory damages and, in cases involving malice or reckless indifference,
to punitive damages as well. 4
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15. Other issues. There are a number of additional issues that are
less common but very significant to particular businesses or indus-
tries. Certain highly regulated industries, such as banking and health-
care, face numerous compliance risks that derive from the specialized
laws and regulations that govern their conduct. Other businesses,
though not highly regulated, may have particular attributes that cre-
ate significant compliance risks. For example, marketing organizations
are vulnerable to charges of fraudulent sales techniques. Compliance
programs must be designed to combat these risks.

16. Mergers and acquisitions. One distinct area of risk that com-
panies may face is acquiring a problem through a merger or acquisition.
This scenario happens often enough that the DOJ lists mergers and
acquisitions (M&A) as a distinct topic in its discussion of how pros-
ecutors should evaluate corporate compliance programs.*! Address-
ing this M&A risk requires care both during the due diligence process
and in integrating the acquired business into the company’s existing
compliance function. If the acquired business is a new line of business
for the company, it may require the company to engage in a new risk
assessment to ensure that it is guarding against any novel risks that it
now faces.

Code of Conduct

Q 2.6 Is a code of conduct a required part of a
compliance program?

A code of ethical conduct is a centerpiece of a compliance pro-
gram. The Sentencing Guidelines and Sarbanes-Oxley now make a
code of ethics virtually mandatory for all companies. Furthermore,
both the NYSE and NASDAQ have rules that mandate that listed com-
panies adopt codes of business conduct and ethics.*?

Sarbanes-Oxley effectively requires every publicly traded corpora-
tion to adopt a code of ethics that applies to its principal executive
officer, principal financial officer, principal accounting officer or con-
troller, or persons performing similar functions.*?
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Q2.6.1 What are the legal requirements for a code of
conduct?

Sarbanes-Oxley mandates that the code consist of written standards
that are reasonably designed to deter wrongdoing and to promote:

(1) honest and ethical conduct, including the ethical handling of
actual or apparent conflicts of interest between personal and
professional relationships;

(2) full, fair, accurate, timely, and understandable disclosure in
reports and documents that a registrant files with, or submits
to, the SEC and in other public communications made by the
registrant;

(3) compliance with applicable governmental laws, rules, and reg-
ulations;

(4) the prompt internal reporting of violations of the code to an
appropriate person or persons identified in the code; and

(5) accountability for adherence to the code.**

The Sentencing Guidelines impose more general requirements for
a code of conduct. They require that the company establish standards
and procedures to prevent and detect criminal conduct, and take rea-
sonable steps to communicate periodically and in a practical manner
its standards and procedures to all employees and agents by conduct-
ing training programs and otherwise disseminating information.

Q2.6.2  What are the elements of a good code of conduci?

A corporate code of ethical conduct should accomplish several
distinct, but related, objectives:

1. Address, in a direct, practical manner, the compliance risk issues
that are relevant to the particular company. The code should alert
employees to the principal risks and spell out their duty to avoid
them. Some of the most effective codes follow up their discussion
of the relevant standards with sample questions and answers applying
the standard(s) to common situations that employees are likely to
encounter.

2. Identify the personnel who administer the company’s compliance
program, from the senior executive(s) in charge of the program down
through any lower-level contact personnel. In addition, the code should
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outline the system for reporting suspected misconduct. Employees
and agents must be able to report or seek guidance regarding poten-
tial or actual criminal conduct without fear of retaliation.

Furthermore, it is desirable (and sometimes required) that the
system permit confidential, anonymous reporting.*> The code should
state unequivocally that any employee may contact compliance person-
nel to discuss potential violations of the code without fear of retribu-
tion and, if applicable, that anonymous reporting is an option. The
code should encourage employees to contact compliance personnel
whenever an ethical issue arises and they are uncertain about whether
or how the code applies.

3. Announce that employees who violate code provisions will be
sanctioned for their misconduct, indicating the range of sanctions that
may be applied. The sanctions may range from a reprimand for minor
or unintentional violations up to termination for cause for serious viola-
tions. The Sentencing Guidelines note that disciplinary actions some-
times may need to be taken not only against the actual offender but
also against individuals who fail to take reasonable steps to prevent
or detect the misconduct.* Thus, the code should also state that an
employee who witnesses a violation and fails to report it may be sub-
ject to discipline, as may a supervisor or manager to the extent that
the violation reflects inadequate supervision or lack of diligence.

4.  Be distributed to all company employees and agents in writing
and/or by making it available on the company’s website. Many compa-
nies require that employees certify that they have received and read
the code of conduct. Some companies make this an annual ritual. Such
certifications can provide useful evidence of the company’s good faith
and diligence if an issue ever arises. However, the certifications can
end up undercutting the company’s position if they are incomplete or
out of date. Thus, if a company decides to utilize employee certifica-
tions, it must diligently monitor them to ensure that they are complete
and up to date.

Q2.6.3 How many codes of conduct should a
company have?

Sarbanes-Oxley mandates a code of ethics only for a select group
of senior corporate officials: a company’s principal executive officer,

2-16



Compliance Programs & U.S. Sentencing Guidelines Q27

principal financial officer, principal accounting officer or controller,
or persons performing similar functions. In contrast, the Sentencing
Guidelines and the NYSE and NASDAQ rules require a code that is
broadly applicable to a company’s officers, employees, and (as appro-
priate) agents.

For most companies, it would seem simplest to have only one code
of conduct that applies to all officers, employees, and agents, and that
either applies the Sarbanes-Oxley standards to all such persons, or
else “adds on” the specific Sarbanes-Oxley requirements for the speci-
fied senior officers who are subject to them. Multiple codes of conduct
applicable to different groups of officers and/or employees are likely
to breed problems for the company.

Compliance Program Administration

Q 2.7 How do we administer and enforce a
compliance program?

1. Establish comprehensive written policies and procedures that
implement the Code of Conduct and that address the specific risk areas
you have identified.

2. Conduct effective training programs and otherwise disseminate
information about the compliance program to officers and employees.

3. Establish and publicize a system for reporting violations.

4. Promptly and carefully investigate any reports of suspected
misconduct and take corrective action if appropriate.

5. Provide feedback to employees who have reported suspected
misconduct so that they know that you took their allegations seri-
ously and that an appropriate resolution was reached. Employees who
believe that you have ignored their complaints are far more likely to
become “whistleblowers” initiating litigation against the company than
are employees who believe that their complaints have been consid-
ered and addressed.

6. Document the complaints you receive and the steps that you
take to resolve them. Although there is a risk that such documenta-
tion may later be discoverable by adverse parties, it is simply not an
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option for the company to keep no records regarding the workings of
its compliance program. Among other things, a failure to keep records
would make it difficult or impossible to audit the workings of the pro-
gram, which is a process required by Sarbanes-Oxley and the Sentenc-
ing Guidelines.

7. Actively check for misconduct and periodically evaluate the
effectiveness of its compliance program.

TIP: Be mindful that the results of an internal investigation can
end up providing a roadmap of corporate misconduct to adverse
parties such as the government, civil litigants, or disaffected share-
holders. It may be wise to place an attorney in charge of investi-
gating matters that appear to involve serious misconduct in order
to secure the protections of the attorney-client privilege and attor-
ney work-product doctrines insofar as possible. To the extent that
the compliance program, or any aspect(s) thereof, is administered
by non-legal personnel, such as the audit department or H.R., it
is likely that the results of their work will be discoverable in sub-
sequent proceedings.

In addition to investigating reports of suspected misconduct, the
Sentencing Guidelines require a company to engage in proactive enforce-
ment efforts by monitoring and auditing to detect criminal conduct.*
Sarbanes-Oxley requires management to evaluate and disclose the
effectiveness of the company’s internal control over financial report-
ing by utilizing a recognized control framework such as the COSO Inter-
nal Control—Integrated Framework. The assessment of a company’s
internal control must be based on procedures sufficient both to evalu-
ate its design and test its operating effectiveness.

Q27.1 Who should administer the compliance program?

The Sentencing Guidelines provide that the company must appoint
senior managers who must have overall responsibility for the com-
pliance program. Additionally, several different departments within
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the company may have significant roles to play in administering the
compliance program. These include the inside audit or accounting
department, the security department, human resources, and the legal
department. They probably already perform compliance functions in
their respective areas. Their various compliance efforts must be coor-
dinated as part of a single program and specific senior manager(s) must
be responsible—and accountable—for overseeing compliance efforts.*

Q27.2 Which senior executive(s) should be placed in
charge of the compliance program?

For public companies, Sarbanes-Oxley makes the audit committee
(and, by extension, the entire board of directors) directly responsible
for ensuring that a company’s internal control over financial reporting
functions properly and that all requisite disclosures are made. Other-
wise, there is no single, required approach for assigning responsibility
for management of the compliance program. Many companies, espe-
cially smaller ones, will designate one compliance officer. Larger organi-
zations often designate individual compliance officers by substantive
areas and may utilize a compliance committee in lieu of a single com-
pliance officer, or a combination of an individual compliance officer
who is supported by a committee from different areas. Increasing the
number of compliance officers presents problems of communication,
possible inconsistency, and lack of accountability.?

Q2.7.3  What role does top management have in
administering a compliance program?

The Sentencing Guidelines require that the company’s governing
authority (board of directors, etc.) understand the content and opera-
tion of the compliance program and exercise reasonable oversight
with respect to its implementation and effectiveness. At least annually,
but more often if practicable, the board should receive an update as to
the status and operation of the compliance program, including usage
of reporting mechanisms, reports of wrongdoing, reports of disciplin-
ary action, reports of new risk areas, and other pertinent information.

Specific senior manager(s) must be assigned overall responsibility
to ensure the implementation and effectiveness of the program. The
individuals delegated day-to-day operational responsibility shall be
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given adequate resources and authority. Moreover, they shall report
periodically to senior management and shall have direct access to the
board of directors.!

Sarbanes-Oxley places responsibility for the creation and opera-
tion of a company’s compliance program on both senior management
and the audit committee of the board of directors, which it requires to
be comprised of outside, independent directors.??> The audit committee
must establish procedures for (1) the receipt, retention, and treatment
of complaints about accounting, internal accounting controls, or auditing
matters, and (2) the confidential, anonymous submission by employee
of concerns regarding questionable accounting or auditing matters.>?

Sarbanes-Oxley imposes compliance responsibilities on senior cor-
porate officials by requiring the principal executive officer and the
principal financial officer, or persons performing similar functions, to
make a series of certifications in each annual and quarterly report
filed with the SEC. Each of these officers must certify that:

(1) he/she has reviewed the report;

(2) based on his/her knowledge, the report does not contain any
untrue statement of a material fact or omit to state a material
fact;

(3) based on his/her knowledge, the financial information in the
report fairly presents in all material respects the financial con-
dition, results of operations, and cash flows of the company;

(4) he/she and the company’s other certifying officials are respon-
sible for establishing and maintaining the company’s disclo-
sure controls and internal control over financial reporting;

(5) the disclosure controls and procedures have been designed
to ensure that material information relating to the company
and its consolidated subsidiaries is made known to the certi-
fying officials by others in the company;

(6) the internal control over financial reporting has been designed
to provide reasonable assurance regarding the reliability of
financial reporting and the preparation of financial statements
for external purposes in accordance with generally accepted
accounting principles;

(7) he/she and the company’s other certifying officials have eval-
uated the effectiveness of the disclosure controls and proce-
dures and presented in this report their conclusions about
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their effectiveness as of the end of the period covered by the
report;
(8) he/she and the company’s other certifying officials have dis-
closed in the report any change in the company’s internal
control over financial reporting that occurred during the most
recent fiscal quarter that has materially affected or is reason-
ably likely to materially affect the company’s internal control
over financial reporting; and
(9) he/she and the company’s other certifying officials have dis-
closed to the company’s outside auditors and the audit com-
mittee of the board of directors
(@) all significant deficiencies and material weaknesses in
the design or operation of internal control over financial
reporting that are reasonably likely to adversely affect
the company’s ability to record, process, summarize, and
report financial information; and

(b) any fraud, whether or not material, that involves man-
agement or other employees who have a significant role in
the company’s internal control over financial reporting.>*

The overriding need to protect the investing public drives the
Sarbanes-Oxley requirement for disclosure of any material weaknesses
in the company’s internal control over financial reporting or in its dis-
closure controls and procedures.

Q2.7.4  What is meant by a “culture” of compliance?

Government enforcement authorities look to determine if there is
executive “buy-in” regarding compliance programs and expect com-
pany officers to set the tone. As one SEC official stated,

We’re trying to get the fundamentally honest, decent CEO or CFO
or General Counsel—the one who wouldn’t break the law—to say
to herself when she wakes up in the morning: “I'm going to spend
part of my day today worrying about, and doing something about,
the culture of my company.”

This is what is meant by a “culture” of ethics and compliance, and of

the top setting the tone. Chapter 3 also offers an in-depth discussion
of assessing and managing an ethical culture.
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Q275 How can we demonstrate a culture of ethics and
compliance?

When the DOJ evaluates a compliance program, it asks whether
and how senior leaders, through their words and actions, have discour-
aged misconduct, and what concrete actions they have taken to lead
compliance efforts. It asks whether the board of directors (or external
auditors if there is no board) has held private sessions with the indi-
viduals in charge of the company’s compliance and control functions.
It asks how the compliance function compares with other functions in
the company in terms of stature, compensation levels, rank/title, report-
ing line, resources, and access to key decision makers. It asks whether
compliance and control personnel have the appropriate experience and
qualifications. And it asks whether compliance personnel have inde-
pendence to conduct their investigations and report their findings.

Thus, in order to demonstrate a culture of compliance and ethics, a
company should:

o ensure that top management is invested in compliance and
demonstrates this on a regular basis;

e  ensurethat the head of compliance reports (on either a straight
line or dotted line basis) to the board of directors and/or its
audit committee, and meets with them regularly;

e ensure that the board of directors receives periodic compli-
ance program reports;

e  ensure that compliance and control personnel have the appro-
priate qualifications and experience, and receive the necessary
resources;

o ensure that compliance personnel have appropriate stature
within the company; and

e  ensure, if possible, that the chief compliance officer does not
have managerial responsibilities apart from the compliance
function (this may not be feasible in small companies).

Q27.6 What are reasonable efforts to exclude bad actors?

There is no sure-fire way to root out each and every employee who
possibly could act improperly. Companies are, however, expected to
make reasonable efforts not to hire or retain as managers or other
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higher-level employees any individuals who have engaged in illegal or
unethical conduct.

TIP: Background Checks and Other Due Diligence

Potential employers should check lists of “excluded persons”
within their particular industry.

For example, healthcare companies should check their employ-
ees against the Department of Health and Human Services Office
of Inspector General List of Excluded Individuals/Entities, https://
exclusions.oig.hhs.gov. Government contractors should utilize
the General Services Administration’s Excluded Parties List Sys-
tem (EPLS), accessible via www.sam.gov.

Training

Q 2.8 What is required in the way of training and
communication?

Training should be provided upon hiring or transfer of an exist-
ing employee to a new position. Training should be provided at least
annually thereafter, but more often if the circumstances dictate. Train-
ing can be provided using any number of means. It can be in-person,
computer-/Internet-based, lecture-style, or by any other method that
is appropriate to the content and reasonably calculated to provide a
meaningful training experience.

It should never be forgotten that Enron seemed on the surface to
have a compliance program, including a code of conduct. As it turned
out, however, all Enron had was a “paper” program, and nothing of
substance. In the words of Enron whistleblower Sharon Watkins, “It’s
not just a snappy little code of conduct or code of ethics that makes
sure things are done right.”" Instead, a company must ensure that all
employees receive training on the code and policies that are relevant
and applicable to their particular jobs within the company.
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Good training is the cornerstone of an effective compliance and
ethics program. A company can have the best-drafted code of conduct
and the most thorough ethics policies money can buy, but if the com-
pany’s employees are not trained on them, they are worthless paper.

Q2.38.1 Who within our organization needs to be trained?

The Sentencing Guidelines state that, for an effective compliance
and ethics program, the following individuals must receive training:

o members of the company’s governing authority (for example,
board of directors);

o high-level personnel;

o substantial authority personnel;

o employees; and

e  agents, as appropriate.

Q2.8.2 Do we need to educate every employee about
every policy?

No; that would be a waste of the company’s resources. A front-line
cashier of a nationwide retailer does not need to be trained on the com-
pany’s import/export controls policy. Instead, the company should
determine which categories of employees (for example, sales, human
resources, management) need training on the company’s various poli-
cies. In particular, the company should identify high-risk and control
employees and provide tailored training to them. Key gatekeepers (for
example, the persons who issue payments or review approvals) in the
control processes should receive training relevant to their roles.

Q2.8.3  We hold a training session for new employees. Is
a thorough, one-time training session on our code
and policies enough?

No. The Sentencing Guidelines require periodic communication
of the company’s written standards and procedures. A company that
trains its employees only during an orientation program does not
have an effective compliance program. As time goes by, laws and regu-
lations affecting a company will change, sometimes dramatically, and
the company’s written standards and policies must change accordingly.
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Even if the applicable law or the company’s policies have not changed,
periodic retraining is valuable. And it is required.

Audits

Q2.9 How can my company maintain the
compliance program’s effectiveness?

Conducting regular, periodic audits and monitoring of its program
are effective means for a company to determine whether its compli-
ance program is actually being followed. The audit can be done inter-
nally under the direction and supervision of the compliance officer, or
it can be done externally. If an external audit is performed, it should be
performed by outside counsel, due to the protections of the attorney-
client privilege. The audit should be performed by evaluators with
expertise in the relevant federal and state laws and regulations that
affect the company’s business.

In addition, a company’s monitoring procedures should include a
reporting system, discussed in greater detail below. Additionally, the
company should conduct an investigation any time potential wrong-
doing is revealed through the company policy.

Q2.9.1 What should an audit of the program be
examining?

The audit should be the company’s method of determining whether
the company does indeed have all of the elements of an effective com-
pliance and ethics program in place. The following is just a sampling
of the questions that auditors should be asking in an evaluation of the
program:

O Does the company have in place all of the standards and pro-
cedures that are necessary, given the applicable legal and
regulatory framework?

(0 Has the company appropriately distributed those written
standards and procedures, including its code of conduct?

0 Has the company provided ongoing training programs to edu-
cate its employees, officers, and (where appropriate) agents
and contractors?
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a

Has the company devoted adequate resources to the opera-
tions of its compliance program, and does the compliance
officer have sufficient authority within the organization?

Are employees actually following the company program?
Have there been any internal investigations of alleged non-
compliance with the program? If so, what were the results?

If internal investigations have taken place, were the proper
procedures for investigations followed?

0 Were remedial actions taken upon discovery of wrongdoing?

a Qaq

Q2.9.2 What is internal auditing?38

The Institute of Internal Auditors has developed the globally
accepted definition of internal auditing:

Internal Auditing is an independent, objective assurance and con-
sulting activity designed to add value and improve an organiza-
tion’s operations. It helps an organization accomplish its objective
by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control, and gover-
nance process.

Independence is established by the organizational and reporting
structure while objectivity is achieved by an appropriate mind-set.
The internal audit activity evaluates risk exposures relating to the
organization’s governance, operations, and information systems for:
effectiveness and efficiency of operations; reliability and integrity of
financial and operational information; safeguarding of assets; and com-
pliance with laws, regulations, and other legal documents.

Q29.3  Why should an organization have internal
auditing?>

A cornerstone of strong governance, internal auditing bridges the
gap between management and the board, assesses the ethical climate
and the effectiveness and efficiency of operations, and serves as an
organization’s safety net for compliance with rules, regulations, and
overall best business practices.

Management is responsible for establishing and maintaining a sys-
tem of internal controls within an organization. Internal controls are
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those structures, activities, processes, and systems which help man-
agement effectively mitigate the risks to an organization’s achieve-
ment of objectives. Management is charged with this responsibility on
behalf of the organization’s stakeholders and is held accountable for
this responsibility by an oversight body (for example, board of direc-
tors, audit committee, elected representatives).

Q29.4  What is internal auditing’s role in preventing,
detecting, and investigating fraud?®

Internal auditors support management’s efforts to establish a cul-
ture that embraces ethics, honesty, and integrity. They assist manage-
ment with the evaluation of internal controls used to detect or miti-
gate fraud, devalue the organization’s assessment of fraud risk, and are
involved in any fraud investigations.

Although it is management’s responsibility to design internal con-
trols to prevent, detect, and mitigate fraud, the internal auditors are
an appropriate resource for assessing the effectiveness of the internal
control structure that management has implemented.

Q2.9.5  Whatis the appropriate relationship between the
internal audit activity and the audit committee of
the board of directors?¢!

The audit committee of the board of directors and the internal audi-
tors are interdependent and should be mutually accessible, with the
internal auditors providing objective opinions, information, support,
and education to the audit committee; and the audit committee pro-
viding validation and oversight to the internal auditors.

Reporting Systems/Whistleblowing/Non-Retaliation

Q 2.10 What type of reporting system does my
company need to have?

The Sentencing Guidelines require a reporting system that allows
employees (1) to report ethical or legal concerns or (2) to seek guidance
on particular ethical or legal matters. To achieve these goals, compa-
nies typically use a hotline. However, the reporting system a company
chooses should be tailored to the size and geographical range of the
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company. A smaller company may decide to set up an internal telephone
extension as its hotline, or—better yet—may use a toll-free number that
allows callers to leave a voicemail message. A larger, geographically
diverse company should at the very least have a toll-free number. Com-
panies may also choose to set up an email account for the reporting of
potential violations or seeking guidance.

Some external vendors can manage the reporting system, setting
up internal and external websites that allow for anonymous reporting
but also allow employees to check back in with the system to deter-
mine whether their reports are being investigated by the company.
This type of two-way communication can provide employees with con-
fidence that their concerns are being taken seriously by the company,
and thus tends to cultivate company loyalty.

Although reporting systems may vary depending on the company,
there are some across-the-board requirements. The system must:

o allow for anonymous and/or confidential reporting;
o be accompanied by a non-retaliation policy.

In order for a hotline to be effective, employees must have confidence
that confidentiality and anonymity will be respected.

Q2.10.1  What is a non-retaliation policy?

A non-retaliation policy should explain that a company will not
retaliate against any employee who, in good faith, reports a potential
violation. All employees should be made aware that any attempt at retali-
ation against an employee who uses the reporting system or engages
in any kind of whistleblowing in good faith will result in immediate
disciplinary action. A company should also instruct employees to con-
tact the compliance officer immediately if they feel they are being retali-
ated against.

A non-retaliation policy is critical if your reporting system is to
be more than “just for show.” Without such a policy, employees and
others will not feel secure reporting potential problems internally. In
addition, they will not feel comfortable seeking guidance on some of
the complex laws and regulations that govern many businesses and
will, therefore, be less likely to prevent problems.
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Rewards/Discipline

Q 2.11 How can my company effectively enforce
the compliance program?

With both discipline and positive reinforcement. Companies should
make compliance and ethics an integral part of employee evaluations.
The promotions process should also take into account an employee’s
commitment to compliance. For example, has the employee been coop-
erative when asked to answer questions as part of an internal investi-
gation? Has the employee brought ethical concerns to the attention of
his or her supervisor, in an effort to ensure that the company’s opera-
tions were aboveboard?

Conversely, companies need to dispense punishment as necessary
and appropriate where employees have broken the law, have violated
the company’s written standards and procedures, or have otherwise
acted counter to the goals of the compliance and ethics program. Com-
panies will need to administer disciplinary actions that are suitable for
given violations (for example, suspensions without pay or termination).

When the DOJ evaluates a compliance program, it pays particular
attention to the issue of accountability. It asks whether and how the
wrongdoer was dealt with. It also asks whether managers were held
accountable for misconduct that occurred under their supervision. It
asks about the company’s overall record on employee discipline (or
discipline relating to the type of conduct at issue), including the num-
ber and types of disciplinary actions. It asks whether the company
has ever terminated or otherwise disciplined anyone for the same or
similar misconduct. And it asks whether disciplinary actions have been
fairly and consistently applied across the organization.5?

Q2.11.1  Despite our best efforts to promote a culture of
honesty and integrity, some criminal or unethical
conduct has occurred. How should the company
respond?

Promptly discipline individuals who engage in criminal or unethi-
cal conduct.
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Second, consider whether the company should take steps to rem-
edy any harm that was done, such as making restitution.

Third, take steps to prevent further similar conduct—for example,
by reviewing your compliance and ethics program to determine where
the weak links are (Was there enough training conducted on certain
policies? Were there gaps in your company’s compliance auditing pro-
cess?), and by modifying the program accordingly.

Fourth, depending on the industry involved and the nature and
severity of the misconduct, self-disclosure to regulatory or law enforce-
ment authorities may be prudent or required. For example, govern-
ment contractors and subcontractors must make written disclosure
to the government whenever they have credible evidence of a violation
of federal criminal law or a violation of the civil False Claims Act.®?
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