
CORPORATE  
COMPLIANCE

ANSWER BOOK
2019 Edition

VOLUME 1



PLI’S COMPLETE LIBRARY OF TREATISE TITLES

ART LAW
Art Law: The Guide for Collectors, Investors, Dealers & Artists

BANKING & COMMERCIAL LAW
Asset-Based Lending: A Practical Guide to Secured Financing
Consumer Financial Services Answer Book
Equipment Leasing–Leveraged Leasing
Financial Institutions Answer Book: Law, Governance, Compliance
Hillman on Commercial Loan Documentation
Hillman on Documenting Secured Transactions: Effective Drafting and Litigation
Maritime Law Answer Book

BANKRUPTCY LAW
Bankruptcy Deskbook
Personal Bankruptcy Answer Book

BUSINESS, CORPORATE & SECURITIES LAW
Accountants’ Liability
Anti-Money Laundering: A Practical Guide to Law and Compliance
Antitrust Law Answer Book
Broker-Dealer Regulation
Conducting Due Diligence in a Securities Offering
Corporate Compliance Answer Book
Corporate Legal Departments: Practicing Law in a Corporation
Corporate Political Activities Deskbook
Corporate Whistleblowing in the Sarbanes-Oxley/Dodd-Frank Era
Covered Bonds Handbook
Cybersecurity: A Practical Guide to the Law of Cyber Risk
Derivatives Deskbook: Close-Out Netting, Risk Mitigation, Litigation
Deskbook on Internal Investigations, Corporate Compliance, and White Collar Issues
Directors’ and Officers’ Liability: Current Law, Recent Developments, Emerging Issues
Doing Business Under the Foreign Corrupt Practices Act
EPA Compliance and Enforcement Answer Book
Exempt and Hybrid Securities Offerings
Fashion Law and Business: Brands & Retailers
Financial Product Fundamentals: Law, Business, Compliance
Financial Services Mediation Answer Book
Financial Services Regulation Deskbook
Financially Distressed Companies Answer Book
Global Business Fraud and the Law: Preventing and Remedying Fraud and Corruption
Hedge Fund Regulation
Initial Public Offerings: A Practical Guide to Going Public
Insider Trading Law and Compliance Answer Book
Insurance and Investment Management M&A Deskbook
International Corporate Practice: A Practitioner’s Guide to Global Success
Investment Adviser Regulation: A Step-by-Step Guide to Compliance and the Law
Legal Guide to the Business of Marijuana
Life at the Center: Reflections on Fifty Years of Securities Regulation
Mergers, Acquisitions and Tender Offers: Law and Strategies
Mutual Funds and Exchange Traded Funds Regulation
Outsourcing: A Practical Guide to Law and Business
Privacy Law Answer Book
Private Equity Funds: Formation and Operation
Proskauer on Privacy: A Guide to Privacy and Data Security Law in the Information Age
Public Company Deskbook: Complying with Federal Governance & Disclosure Requirements
SEC Compliance and Enforcement Answer Book
Securities Investigations: Internal, Civil and Criminal

PLI's Complete Treatise Library (6x9 page size).fm  Page i  Wednesday, September 5, 2018  3:55 PM



Securities Law and Practice Deskbook
The Securities Law of Public Finance
Securities Litigation: A Practitioner’s Guide
Social Media and the Law
Soderquist on Corporate Law and Practice
Sovereign Wealth Funds: A Legal, Tax and Economic Perspective
A Starter Guide to Doing Business in the United States
Technology Transactions: A Practical Guide to Drafting and Negotiating Commercial 

Agreements
Variable Annuities and Variable Life Insurance Regulation

COMMUNICATIONS LAW
Advertising and Commercial Speech: A First Amendment Guide
Sack on Defamation: Libel, Slander, and Related Problems
Telecommunications Law Answer Book

EMPLOYMENT LAW
Employment Law Yearbook
ERISA Benefits Litigation Answer Book
Labor Management Law Answer Book

ESTATE PLANNING AND ELDER LAW
Blattmachr on Income Taxation of Estates and Trusts
Estate Planning & Chapter 14: Understanding the Special Valuation Rules
International Tax & Estate Planning: A Practical Guide for Multinational Investors
Manning on Estate Planning
New York Elder Law
Stocker on Drawing Wills and Trusts

HEALTH LAW
FDA Deskbook: A Compliance and Enforcement Guide
Health Care Litigation and Risk Management Answer Book
Health Care Mergers and Acquisitions Answer Book
Medical Devices Law and Regulation Answer Book
Pharmaceutical Compliance and Enforcement Answer Book

IMMIGRATION LAW
Fragomen on Immigration Fundamentals: A Guide to Law and Practice

INSURANCE LAW
Business Liability Insurance Answer Book
Insurance Regulation Answer Book
Reinsurance Law

INTELLECTUAL PROPERTY LAW
Copyright Law: A Practitioner’s Guide
Faber on Mechanics of Patent Claim Drafting
Federal Circuit Yearbook: Patent Law Developments in the Federal Circuit
How to Write a Patent Application
Intellectual Property Law Answer Book
Kane on Trademark Law: A Practitioner’s Guide
Likelihood of Confusion in Trademark Law
Patent Claim Construction and Markman Hearings
Patent Law: A Practitioner’s Guide
Patent Licensing and Selling: Strategy, Negotiation, Forms
Patent Litigation
Pharmaceutical and Biotech Patent Law
Post-Grant Proceedings Before the Patent Trial and Appeal Board
Substantial Similarity in Copyright Law
Trade Secrets: A Practitioner’s Guide

PLI's Complete Treatise Library (6x9 page size).fm  Page ii  Wednesday, September 5, 2018  3:55 PM



LITIGATION
Arbitrating Commercial Disputes in the United States
Class Actions and Mass Torts Answer Book
Depositions Answer Book
Electronic Discovery Deskbook
Essential Trial Evidence: Brought to Life by Famous Trials, Films, and Fiction
Expert Witness Answer Book
Evidence in Negligence Cases
Federal Bail and Detention Handbook
How to Handle an Appeal
Medical Malpractice: Discovery and Trial
Product Liability Litigation: Current Law, Strategies and Best Practices
Sinclair on Federal Civil Practice
Trial Handbook

REAL ESTATE LAW
Commercial Ground Leases
Friedman on Contracts and Conveyances of Real Property
Friedman on Leases
Holtzschue on Real Estate Contracts and Closings: A Step-by-Step Guide to Buying and 

Selling Real Estate
Net Leases and Sale-Leasebacks

TAX LAW
The Circular 230 Deskbook: Related Penalties, Reportable Transactions, Working Forms
The Corporate Tax Practice Series: Strategies for Acquisitions, Dispositions, Spin-Offs, 

Joint Ventures, Financings, Reorganizations & Restructurings
Foreign Account Tax Compliance Act Answer Book
Internal Revenue Service Practice and Procedure Deskbook
International Tax & Estate Planning: A Practical Guide for Multinational Investors
International Tax Controversies: A Practical Guide
International Trade Law Answer Book: U.S. Customs Laws and Regulations
Langer on Practical International Tax Planning
The Partnership Tax Practice Series: Planning for Domestic and Foreign Partnerships, 

LLCs, Joint Ventures & Other Strategic Alliances 
Private Clients Legal & Tax Planning Answer Book
Transfer Pricing Answer Book

GENERAL PRACTICE PAPERBACKS
Anatomy of a Mediation: A Dealmaker’s Distinctive Approach to Resolving Dollar 

Disputes and Other Commercial Conflicts
Attorney-Client Privilege Answer Book
Drafting for Corporate Finance: Concepts, Deals, and Documents
Pro Bono Service by In-House Counsel: Strategies and Perspectives
Smart Negotiating: How to Make Good Deals in the Real World
Thinking Like a Writer: A Lawyer’s Guide to Effective Writing & Editing
Working with Contracts: What Law School Doesn’t Teach You

Order now at www.pli.edu
Or call (800) 260-4754 Mon.–Fri., 9 a.m.–6 p.m.

Practising Law Institute
1177 Avenue of the Americas

New York, NY 10036

When ordering, please use Priority Code NWS9-X.

PLI's Complete Treatise Library (6x9 page size).fm  Page iii  Wednesday, September 5, 2018  3:55 PM



CORPORATE  
COMPLIANCE

ANSWER BOOK
2019 Edition

VOLUME 1

HOLLAND & KNIGHT LLP

Edited by  
Christopher A. Myers  

&  
Kwamina Thomas Williford

Practising Law Institute  
New York City

#239466



This work is designed to provide practical and useful 
information on the subject matter covered. However, it is sold 
with the understanding that neither the publisher nor the 
author is engaged in rendering legal, accounting, or other 
professional services. If legal advice or other expert assistance 
is required, the services of a competent professional should be 
sought.

QUESTIONS ABOUT THIS BOOK?

If you have questions about billing or shipments, or would 
like information on our other products, please contact our 
customer service department at info@pli.edu or at 
(800) 260-4PLI.

For any other questions or suggestions about this book, 
contact PLI’s editorial department at plipress@pli.edu.

For general information about Practising Law Institute, please 
visit www.pli.edu.

Legal Editor: Jacob Metric

Copyright © 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018 by 
Practising Law Institute. All rights reserved. Printed in the United 
States of America. No part of this publication may be reproduced, 
stored in a retrieval system, or transmitted in any form by any means, 
electronic, mechanical, photocopying, recording, or otherwise, 
without the prior written permission of Practising Law Institute.

LCCN: 2010924112
ISBN: 978-1-4024-3119-7



vii

About the Editors

Christopher A. Myers is chair of Holland & Knight’s Compliance 
Services Team and a member of the firm’s White Collar Defense Team. 
He is a former federal prosecutor and has experience in a broad range 
of complex matters affecting heavily regulated industries, including 
healthcare, government contracts, financial institutions, real estate, 
securities, and other companies. He has represented clients with 
respect to matters involving civil and crimi nal fraud investigations, 
corporate governance, anti-money laun dering, design and implemen-
tation of compliance programs, and administrative litigation. In addi-
tion to his practice, Mr. Myers has been a faculty member at a wide 
variety of continuing legal education and law school programs relat-
ing to enforcement and compliance issues, investigations, records 
retention programs, e-discovery issues, and risk assessments. He was 
selected to both Washington, D.C. Super Lawyers and Virginia Super 
Lawyers in the fields of White Collar Criminal Defense and Corporate 
Governance and Compliance. Mr.  Myers also has been selected for 
inclusion in The Best Lawyers in America guide in the field of white col-
lar criminal defense since 2013.

KwAMinA thoMAs williford is a partner with Holland & Knight’s 
Litigation Department and a member of the firm’s Compliance 
Services Team. She represents clients in internal investigations 
responding to and anticipating inquiries by various government agen-
cies related to alleged fraudulent activity, such as the False Claims 
Act. Ms. Williford draws upon her experience to advise clients on the 
design and implementation of compliance programs for institutions 
of higher education, government contractors, healthcare companies, 
and other highly regulated entities. Prior to joining Holland & Knight, 
Ms. Williford served as a law clerk for the Honorable Gerald Bruce Lee 
in the U.S. District Court for the Eastern District of Virginia.





ix

About the Contributors

Nathan “Nate” A. Adams IV represents public and private educa tional 
institutions. For public institutions, his practice includes providing 
advice on diversity in admissions, financial aid, and hiring; compli-
ance with Title VI, Title VII, and Title IX; distance learning; and aca-
demic freedom and tenure. He has experience working with the U.S. 
Department of Education, the Florida Department of Education, the 
Board of Governors, and the Florida Commission for Independent 
Education. Dr. Adams holds a Ph.D. in international political economy 
from the University of Florida, a J.D. from the University of Texas 
School of Law, and a B.A. from Wheaton College in Wheaton, Illinois. 
He is a Florida Bar-Certified Specialist in Education Law and the past 
Chair of the Florida Bar Education Law Committee. He is also a fre-
quent guest lecturer, has published extensively in law reviews and 
trade journals, and has argued multiple federal and state educational 
cases in trial and appellate courts. Dr. Adams is admitted to the U.S. 
Supreme Court and multiple federal appellate and district courts, as 
well as all courts in Florida, Colorado, and the District of Columbia.

Ariadna Alvarez has almost twenty years of experience practicing in 
the areas of ERISA, employee benefits law, and executive compensa-
tion. Ms. Alvarez’ practice includes designing retirement and welfare 
plans, handling all employee benefits aspects in corporate transac-
tions, and counseling clients on various employee benefits issues, 
including the exercise of fiduciary duties, tax controversies surround-
ing qualified retirement plans, and benefit plan compliance before the 
U.S. Internal Revenue Service, the U.S. Department of Labor, and the 
Puerto Rico Treasury Department.

Gregory Baldwin has specialized in anti-money laundering since 
1982, when he became a federal anti-money laundering prosecutor in 
Miami, Florida. As a federal prosecutor in Miami, Mr. Baldwin was 
assigned to “Operation Greenback,” the first federal multi-agency anti- 
money laundering prosecution task force in the United States, and 
served as its Chief in 1985 and 1986. Mr. Baldwin served as Assistant 



Corporate ComplianCe answer Book 2019

x

Counsel to the United States Permanent Subcommittee on Investigations 
from 1980–82 and as Special Trial Attorney with the U.S. Department 
of Justice Organized Crime and Racketeering Section from 1974–80. 
Mr. Baldwin has been a frequent speaker and lecturer at national and 
international conferences on anti-money laundering criminal and regu-
latory compliance. He is a Certified Anti-Money Laundering Specialist 
and a member of the American Bar Association Task Force on the Gate-
keeper Initiative. He has also been elected by his peers to appear in 
The Best Lawyers in America (2006–13) for Corporate Governance and 
Compliance Law and for White Collar Criminal Defense, in the South 
Florida Legal Guide as a “Top Lawyer” (2007–13), and in Florida’s Super 
Lawyers magazine (2010–13). Mr. Baldwin received his law degree from 
Cornell Law School in 1974. He joined Holland & Knight in 1986 and was 
made a partner in 1989. He continues to specialize in anti-money laun-
dering, particularly the USA PATRIOT Act, the Bank Secrecy Act, and 
the Money Laundering Control Act. He also specializes in anti-money 
laundering compliance program development and implementation.

Mitchell A. Bashur is a litigation attorney in Holland & Knight’s Tysons 
office who focuses his practice on government contracts, including 
small and disadvantaged business issues, claims and disputes, domes-
tic preference programs, as well as compliance issues. He is expe-
rienced in conducting internal investigations in response to Small 
Business Administration debarments, prosecuting and intervening 
in numerous bid protests before the U.S. Government Accountability 
Office, and pursuing Contract Disputes Act claims before the Civilian 
Board of Contract Appeals and Armed Services Board of Contract 
Appeals. He also advises clients on eligibility for small and disad-
vantaged business programs, on the creation of maintenance of men-
tor/protégé relationships, as well as on compliance with the Foreign 
Acquisition Regulation requirements.

Timothy D. Belevetz is a partner in Holland & Knight’s Washington, 
D.C. and Northern Virginia offices. A former assistant U.S. attorney 
and U.S. Securities and Exchange Commission attorney, he focuses 
his practice on white collar criminal defense, SEC enforcement mat-
ters, internal investigations, government investigations, and compli-
ance matters. He has extensive trial and investigative experience, 



 About the Contributors  

xi

having served as counsel in numerous federal trials and investiga-
tions involving Foreign Corrupt Practices Act violations, securities 
and corporate fraud, tax offenses, healthcare fraud, fraudulent invest-
ment schemes, money laundering, bank fraud, and arson. Mr. Belevetz 
also assists companies and individuals facing government scrutiny 
for criminal, civil, and regulatory enforcement matters and advises 
clients with regard to compliance policies and procedures.

Thomas H. Bentz, Jr. practices insurance law with a focus on cyber 
liability, D&O liability, and other management liability insurance 
policies. Mr. Bentz leads Holland & Knight’s D&O and Management 
Liability Insurance Team, which provides insight and guidance on 
ways to improve policy language and helps insureds maximize their 
possible insurance recovery. Using an extensive library of insurance 
forms and endorsements, along with the experience of reviewing 
numerous insurance policies each year, Mr. Bentz analyzes policy 
forms and works with brokers to negotiate improvements to policy 
wordings. He also provides policy comparisons and coverage summa-
ries for management and boards of directors. In the event of a claim, 
Mr. Bentz offers policyholders strategic and technical advice on cov-
erage matters such as notice, “duty to defend,” retention of defense 
counsel, rescission, and severability. Mr. Bentz also advises clients 
on policy interpretation and how to respond to reservation of rights 
and denial letters from insurers, and provides advice on risk miti-
gation and management, coordination of coverage (including cyber 
insurance), and crisis management. He has extensive experience with 
insurance issues related to mergers and acquisitions and other high-
risk transactions, including extended reporting periods (or “tail” cov-
erage), reps and warranties insurance, and indemnification agreements. 
He also assists clients with their bylaw indemnification provisions. 
Mr. Bentz regularly publishes articles on cyber and D&O insurance 
and is a frequent commentator on insurance issues.

Libby Bloxom is a member of Holland & Knight’s International Trade 
Group in Washington, D.C. Ms. Bloxom assists clients on numerous reg-
ulatory matters, including foreign direct investment, industrial secu-
rity, export controls, sanctions, customs matters, and anti-dumping 
and countervailing duties. Ms. Bloxom also advises on corporate and 



Corporate ComplianCe answer Book 2019

xii

transactional matters, primarily in the maritime and transportation sec-
tors. Prior to working at Holland & Knight and law school, Ms. Bloxom 
served as a Peace Corps Volunteer in Swaziland, where she lived and 
taught at the Siteki Primary School for the Deaf.

Maximillian J. Bodoin is a member of Holland & Knight’s Intellectual 
Property Group and the Data Privacy and Security Team. Mr. Bodoin 
focuses his practice on intellectual property licensing, information 
technology, and outsourcing transactions and electronic commerce. 
He advises clients on a variety of intellectual property and informa-
tion technology matters including software development and licens-
ing, IT outsourcing, master services agreements for IT professional 
services, online social networking, commercialization of technology 
and IT, and security-related employee policies. Mr. Bodoin also has 
significant experience advising clients on data security compliance 
efforts as well as preparing for and responding to data security inci-
dents. Such advice includes assisting with preparing and implement-
ing information security programs, policies and procedures, oversee-
ing internal investigations, notifying impacted data subjects and 
regulators, responding to regulator investigations, as well as develop-
ing and implementing mitigation efforts following data breaches.

Gregory K. Brown is a partner in Holland & Knight’s Chicago office. 
He focuses his practice on employee stock ownership plans (ESOP), 
ERISA fiduciary matters, tax-qualified retirement plans, executive 
compensation, and ERISA litigation. In addition, Greg handles matters 
involving employer securities as a plan investment, fiduciary status, 
and duties and remedies under ERISA.

Thomas M. Brownell is a partner in Holland & Knight’s Northern 
Virginia office. He has over thirty-five years of experience in all aspects 
of government contract law, including bid protests, claims and dis-
putes, subcontractor litigation, False Claims Act litigation, and state 
and local contracts. He is admitted to practice and tries cases in the 
courts of Virginia, Maryland, and the District of Columbia, as well as 
the Court of Federal Claims and the Boards of Contract Appeals.

Christopher K. Buch is a Chicago business attorney who focuses on 
a wide range of employee benefits and executive compensation mat-
ters. Mr. Buch represents national Fortune 500 companies, publicly 



 About the Contributors  

xiii

traded companies, private corporations, and closely held entities on a 
wide range of employee benefits matters including matters related 
to: qualified plans, including employee stock ownership plans; non-
qualified plans; health and welfare benefits, including Affordable Care 
Act compliance; HIPAA compliance; vendor contracting; fringe ben-
efits; fiduciary investment advice; prohibited transactions; and cor-
porate transactions.

Elizabeth R. Burkhard is a member of Holland & Knight’s Litigation 
Practice Group and Cybersecurity and Privacy Team, and focuses 
her practice in the areas of intellectual property licensing, electronic 
commerce and information technology, data security and privacy, 
and intellectual property portfolio protection. Ms. Burkhard advises 
clients on a variety of intellectual property and information technol-
ogy matters, including software development and integration, open 
source software issues, IT outsourcing transactions, online social net-
working, electronic contracting, as well as regulatory compliance. She 
also has significant experience advising clients regarding “best prac-
tices” in data privacy and protection, including internal investigations 
and assessments of risk and compliance with state privacy and secu-
rity laws, developing and writing company policies and procedures, 
and establishing international compliance frameworks for companies.

John A. Canale is an associate in Holland & Knight’s Los Angeles 
office, practicing in the area of general commercial litigation. He rep-
resents clients in a variety of commercial disputes, including litiga-
tion matters involving product liability, construction defects, contract 
disputes, and unfair trade practices. Mr. Canale represents clients at 
the trial and appellate level and in state and federal courts. He has 
co-authored several articles regarding compliance issues.

Eric Crusius is a partner with Holland & Knight who focuses his prac-
tice on a wide range of government contract matters, including bid 
protests, claims and disputes, compliance issues, and sub-prime issues. 
Mr. Crusius has extensive experience in government contract litiga-
tion, including successfully prosecuting and intervening in numer-
ous bid protests before the U.S. Court of Federal Claims, Government 
Accountability Office (GAO), boards of contract appeals and other 
federal agencies. He counsels clients regarding the Service Contract 
Act (SCA) and other labor issues, trade agreements, export controls, 



Corporate ComplianCe answer Book 2019

xiv

subcontracting and teaming agreements, and compliance with the 
Federal Acquisition Regulation (FAR). Mr. Crusius also represents con-
tractors in investigations, suspension and debarment proceedings, 
and in federal and state courts. He also regularly counsels companies 
regarding compliance with various cybersecurity regulatory require-
ments in the government contracts industry.

Christopher DeLacy is the leader of the Political Law Group at Holland 
& Knight. He advises clients on compliance issues related to lobby-
ing, ethics, pay-to-play, and campaign finance. He represents clients 
before the Federal Election Commission, House and Senate Ethics 
Committees, the Office of Congressional Ethics, and related state and 
local agencies. Prior to entering private practice, Mr. DeLacy worked 
in the U.S. Senate, the U.S. House of Representatives, and the Virginia 
General Assembly. Mr. DeLacy received his J.D. from the William & 
Mary School of Law and his B.A. from the University of Virginia.

Andrew Emerson is a member of Holland & Knight’s Political Law 
Group. His practice focuses on implementing effective compliance 
strategies with respect to rules and regulations governing political 
activity and lobbying. He advises political law clients on lobbying, 
campaign finance and pay-to-play compliance issues related to the 
Federal Election Campaign Act, the Lobbying Disclosure Act, House 
and Senate gift and travel rules, as well as related state and local laws. 
Mr. Emerson’s political law clients include individuals, corporations, 
trade associations, political action committees, and nonprofit enti-
ties. He has particular experience establishing and advising lobbying 
coalitions, nonprofit advocacy groups, educational foundations and 
other nonprofit groups operating at the nexus between federal, state, 
and local political and tax laws. He writes and speaks regularly on 
these topics, and serves as editor of Holland & Knight’s Political Law 
Blog.

Jonathan M. Epstein is a partner in Holland & Knight’s Washington, 
D.C. office. His practice focuses on international trade and aviation 
law and includes advising clients in the aerospace, electronics, 
agrochem-ical, biochemical, and other high-technology industries 
on export, import, and related trade issues. His aviation practice 
also focuses on representing clients before the Federal Aviation 
Administration and the Department of Transportation, and assisting 
clients in corporate 



 About the Contributors  

xv

jet transactions and structuring of corporate aircraft operations to 
comply with FAA regulations.

Vince Farhat is a partner in Holland & Knight’s Los Angeles office and 
is a member of the West Coast Litigation Group, Compliance Services 
Team, and Healthcare & Life Sciences Team. Mr. Farhat has exten-
sive jury trial experience and focuses his practice on representing 
companies in criminal and civil investigations and prosecutions by 
government enforcement agencies, as well as healthcare enforcement 
matters and complex federal litigation. He also advises companies in 
connection with complex and sensitive internal investigations. Prior 
to joining Holland & Knight, Mr. Farhat served as an assistant U.S. 
attorney in the Major Frauds Section of the U.S. Attorney’s Office for the 
Central District of California. While in Major Frauds, Mr. Farhat served 
as the criminal healthcare fraud coordinator for the U.S. Attorney’s 
Office and oversaw the investigative activities of the U.S. Department 
of Justice Medicare Fraud Strike Force for the Central District. Before 
becoming a criminal prosecutor, Mr. Farhat was an assistant U.S. 
Attorney in the Civil Division of the U.S. Attorney’s Office, where he 
represented the United States in commercial litigation and other civil 
cases. He served as a law clerk to U.S. District Court Judge Edward 
Rafeedie.

Mark A. Flessner is a partner in Holland & Knight’s Chicago office. He 
has a broad range of industry experience, having represented clients 
in many areas, including healthcare, retail, manufacturing, insurance, 
and finance. He also has substantial experience investigating wrong-
doing within the corporate world. Mr. Flessner has extensive trial 
experience—this includes bringing more than forty cases to verdict 
and arguing more than thirty-five cases on appeal. He advises clients 
on litigation risk and assists clients facing government scrutiny for 
criminal, civil, and regulatory matters. Additionally, Mr. Flessner repre-
sents clients facing complex commercial litigation, internal corporate 
investigations, grand jury inquiries, and issues involving the Foreign 
Corrupt Practices Act. Prior to entering private practice, Mr. Flessner 
was a federal prosecutor at the U.S. Attorney’s Office in Chicago for 
twelve years. He led major investigations involving sophisticated and 
complex financial funds. His prosecutions included public corruption, 
bank fraud, insurance fraud, securities fraud, white collar crime, gangs, 



Corporate ComplianCe answer Book 2019

xvi

and narcotics cases. Mr. Flessner has also investigated international 
money laundering, terrorism, and cases involving national security.

Robert J. Friedman is a partner in Holland & Knight’s Miami office 
and practices in the area of ERISA, employee benefits, and executive 
compensation. Since 1996, he has been the head of the firm’s national 
Employee Benefits, Executive Compensation and ERISA Practice Group. 
Mr. Friedman is also co-chair of the ESOP (Employee Stock Ownership 
Plans) Practice Group. His clients include private, nonprofit, and gov-
ernmental employers.

David Gebler is Senior Manager of Ethics Engagement and Integrated 
Education at Lockheed Martin. He develops, maintains, and imple-
ments integrated education strategies for ethics awareness and busi-
ness conduct compliance training, including both formal and informal 
training and related communications. Prior to his position at Lockheed 
Martin, Mr. Gebler was a founder and President of Skout Group, LLC, 
a global consultancy focused on reducing people-based risks while 
improving productivity and corporate reputation. He advised global 
organizations on understanding how culture impacts ethics and com-
pliance risks, and then developed strategies to reduce those risks by 
aligning the values of the organization’s people with business goals. 
The results were training programs and leadership strategies that are 
targeted to an organization’s specific risk factors. Mr. Gebler is the 
author of The 3 Power Values: How Commitment, Integrity and Transparency 
Clear the Roadblocks to Performance (Jossey-Bass 2012) and is also 
a Senior Lecturer on Business Ethics at Suffolk University, where he 
serves on the International Advisory Board of Suffolk University’s 
Graduate Program in Ethics and Public Policy.

Steven D. Gordon practices in the areas of white collar crime and 
complex civil litigation, including appeals. He conducts internal investi-
gations and represents companies and individuals who are being audited 
or investigated or who have been charged with criminal offenses. Many 
of his cases involve suspected fraud, waste, or abuse with respect 
to federal contracts or programs. He has substantial experience in 
defending government contractors and program participants against 
civil False Claims Act suits brought by the Department of Justice or 
by whistleblowers. He also has represented numerous clients facing 



About the Contributors  

xvii

suspension or debarment from participating in federal contracting or 
other federal programs.

William F. Gould is a partner in Holland & Knight’s National White Collar 
Defense and Investigations team and co-chair of the firm’s Healthcare 
& Life Sciences Industry Team. He represents corporations and indi-
viduals in civil and criminal matters, with a focus on responding to 
government investigations, litigation, and negotiations, particularly 
in heavily regulated industries such as healthcare and government 
contracts. Prior to joining Holland & Knight, Mr. Gould was a federal 
prosecutor with the Department of Justice and on the faculty of the 
University of Virginia School of Law, where he taught trial practice 
and criminal law. He also served as a law clerk for federal District 
Court Judge Morton A. Brody. He graduated from the University of 
Virginia School of Law.

Lynne M. Halbrooks is a member of Holland & Knight’s White Collar 
Defense & Investigations and Government Contracts Teams. She is a 
former federal prosecutor and acting inspector general, and her prac-
tice focuses on representing corporate and individual clients respond-
ing to inquiries, audits, and investigations by the federal government. 
Many of her cases involve defending government contractors against 
false claims act allegations and conducting internal investigations on 
their behalf. Prior to joining Holland & Knight, Ms. Halbrooks held a 
number of senior positions in the federal government. From 2009 
through April 2015, she was general counsel and then principal deputy 
inspector general at the Department of Defense’s Office of Inspector 
General. During this time, she served as the acting inspector general 
for twenty-one months. She was previously the general counsel for the 
Office of the Special Inspector General for Iraq Reconstruction and 
spent four years with the U.S. Senate sergeant at arms, first as general 
counsel and then as deputy sergeant at arms. She began her federal 
career as a prosecutor in the Eastern District of Wisconsin and also 
served as a deputy director in the Executive Office for U.S. Attorneys 
at the Department of Justice.

Shannon B. Hartsfield is board-certified in Health Law in Florida, 
advising clients on state and federal healthcare regulatory matters, 
including compliance, data privacy, licensure, prescription drug distri-
bution, and fraud and abuse. She is a past Chair of the eHealth Privacy 



Corporate ComplianCe answer Book 2019

xviii

and Security Interest Group of the American Bar Association’s Health 
Law Section. The clients she serves include assisted living facilities, 
health plans, medical technology companies, clinics, data analytics 
companies, nursing homes, pharmaceutical manufacturers and dis-
tributors, tissue banks, hospitals, medical management companies, 
and other members of the healthcare industry.

Nicholas M. Hasenfus is a Boston intellectual property attorney who 
concentrates his practice on intellectual property licensing (IP), data 
privacy and security, and information technology (IT). Mr. Hasenfus 
drafts and negotiates agreements and advises clients on a wide range 
of IP and IT matters, including software development and licensing, 
cloud computing, master services agreements, online terms of use, 
and privacy policies. Mr. Hasenfus advises clients on best practices 
in data privacy and information security, including policies related 
to data security, privacy, and acceptable use. Prior to attending law 
school, Mr. Hasenfus was a sergeant in the U.S. Marine Corps where 
he deployed to Iraq and Afghanistan and he currently serves on, and 
is the national co-vice chair of, Holland & Knight’s Veterans Group.

Mitchell E. Herr exclusively concentrates his practice in securities 
litigation, primarily SEC and FINRA enforcement matters, in which he 
defends corporate clients and their directors and officers, financial 
institutions including broker-dealers, registered investment advisers 
and their associated registered persons, mutual funds, and hedge 
funds. Mr. Herr joined Holland & Knight in 2000, after serving for over 
five years as the chief trial counsel for the SEC’s regional office in 
Miami, where he was responsible for its litigation in eight states and 
two territories. At the SEC, he successfully handled many significant 
and complex SEC cases, including several of first impression. Mr. Herr 
graduated with honors from the University of Chicago Law School, 
where he served as associate editor of the Law Review and was elected 
to the Order of the Coif.

Claudia L. Hinsch is a partner in Holland & Knight’s Tysons office. She 
practices in the area of corporate services, with a particular emphasis 
on employee benefits as well as executive compensation. Ms. Hinsch 
represents employers, including private, public, and tax-exempt entities, 
on a wide range of employee benefits issues, from qualified retirement 



 About the Contributors  

xix

plans and fringe benefits to health and welfare plans arising under 
ERISA, the Internal Revenue Code, and the Affordable Care Act.

Jerome W. Hoffman is a partner at Holland & Knight practicing in 
the area of commercial litigation, with special emphasis on antitrust, 
consumer fraud, RICO, government investigations, Medicaid and 
Medicare fraud, and healthcare regulatory matters.

John S. Irving IV is a partner in the Washington, D.C. office of Holland 
& Knight. He is a former federal prosecutor with significant trial and 
investigative experience whose practice focuses on corporate internal 
investigations, effective compliance and ethics programs, and white 
collar defense in a variety of substantive areas, including the Foreign 
Corrupt Practices Act, False Claims Act, environmental statutes, and 
congressional investigations.

Kenneth A. Jenero is a partner in Holland & Knight’s Labor, Employ-
ment & Benefits Practice Group. He serves as the leader of that group’s 
national Healthcare & Life Sciences Team and co-leader of the group 
in the firm’s Chicago office. Mr. Jenero is an experienced trial lawyer 
and business advisor, who has devoted his entire professional career 
to litigation and client counseling in all areas of labor and employment 
law, including employment discrimination, civil rights, and affirmative 
action; wage-and-hour law; union-management relations; wrongful dis-
charge, retaliation, and common law employment torts; trade secrets, 
non-compete agreements, and other post-employment restrictive cov-
enants; and occupational safety and health. Mr. Jenero represents 
employers nationally in a wide range of industries, including health-
care, manufacturing, distribution, temporary staffing, transportation 
and inter-modal operations, construction, landscaping, environmental 
services and recycling, security, insurance, financial services, not-for-
profit organizations, commercial printing, retail, travel and tourism, 
hospitality, restaurants and food service, and professional services. 
Throughout his career, Mr. Jenero has served as outside labor and 
employment counsel for a wide range of business clients, including 
large publicly held companies, middle-market companies, and family-
owned businesses. His practice includes auditing companies’ labor 
and employment policies, rules, and practices to identify potential 
areas of exposure and develop comprehensive compliance plans and 
strategies.



Corporate ComplianCe answer Book 2019

xx

Charles E. Joern, Jr. (charles.joern@joernlaw.com), based in Oak 
Brook, Illinois, focuses his practice in the area of consumer product 
safety laws and product liability. During his more than thirty years in 
practice, he has served as lead trial counsel for a number of Fortune 
500 corporations in high-value product liability and commercial litiga-
tion cases, obtaining favorable results at both the trial and appellate 
levels. He has represented clients in a wide range of matters, includ-
ing consumer product safety compliance, product liability litigation, 
punitive damages, RICO litigation, and commercial claims, in jurisdic-
tions across the country. A significant portion of his work involves 
counseling clients on the application of the U.S. Consumer Product 
Safety Improvement Act and representing businesses before the U.S. 
Consumer Product Safety Commission.

Louis L. Joseph is a senior counsel in Holland & Knight’s Chicago office 
and a member of the firm’s Employee Benefits and Executive Compen-
sation Team. Mr. Joseph’s background as a former counselor in the 
Office of the Solicitor of the U.S. Department of Labor enables him to 
advise employers, financial institutions, and vendors on fiduciary and 
prohibited transaction issues arising under ERISA.

Bonni F. Kaufman is a partner in the Public Policy and Regulation Group 
of Holland & Knight, where she focuses on the practice of environmen-
tal law. Ms. Kaufman represents clients in a wide variety of matters 
relating to regulatory enforcement and compliance, environmental 
aspects of corporate and real estate transactions, and litigation. She 
has counseled clients with respect to compliance with requirements 
under FIFRA, the Clean Air Act, RCRA, CERCLA, TSCA, and state law and 
has successfully resolved many substantial enforcement actions and 
litigation related to violations of environmental regulations and migra-
tion of contamination.

Paul G. Lannon, Jr. is a partner in the Litigation Section of Holland & 
Knight, the Co-Chair of the firm’s Education Team, a member of the 
firm’s national Labor, Employment, and Benefits practices, Educa-
tion and Energy practices, and is Chair of the Non-Competition, Trade 
Secrets, and Employee Defection Team. Mr. Lannon represents public 
and private companies in complex civil litigation, counsels businesses 
on asset protection and workplace issues, and advocates for manage-
ment in employment disputes. Mr. Lannon devotes a large part of his 



 About the Contributors  

xxi

practice to advising private educational institutions on a broad range 
of matters, including tenure disputes, campus security, student safety 
and discipline, policies and handbooks, Title IV compliance, gover-
nance, contracts, regulatory issues, and preventative training. He acts 
as general outside counsel to several colleges and secondary schools. 
He also represents educational institutions in state and federal courts 
and before the U.S. Department of Education and other administra-
tive agencies. Mr. Lannon is a member of the National Association of 
College and University Attorneys, a Steering Committee member and 
former Co-Chair of the Boston Bar Association Section on College and 
University Law, a former editor of the Journal of College and University 
Law, and a former Chair of the Editorial Board for the Boston Bar Journal. 
United Educators named Mr. Lannon a select counsel for the defense 
of secondary and post-secondary institutions. He has written and pre-
sented widely on education issues. Mr. Lannon has been honored in 
education law as one of the Best Lawyers in America, Boston’s Best 
Lawyers, Massachusetts Super Lawyers, and Who’s Who. Mr. Lannon 
clerked for the Honorable Joseph R. Nolan, Associate Justice of the 
Supreme Judicial Court of Massachusetts (1992–93).

Hwi Harold Lee is an associate in the Intellectual Property Group of 
Holland & Knight. Mr. Lee has represented clients in a wide range of 
matters that involve intellectual property and information technology 
transactions, data privacy and security, and corporate compliance. 
Prior to joining Holland & Knight, Mr. Lee attended Boston College 
Law School, where he served as an editor on the Environmental Affairs 
Law Review and the Intellectual Property and Technology Forum.

Ieuan G. Mahony is a partner at Holland & Knight concentrating his 
practice in intellectual property licensing and litigation and electronic 
commerce. Mr. Mahony is the firm-wide Technology Partner and Chair 
of the firm’s Technology Advisory Council. Mr. Mahony has counseled 
clients on, and has litigated, a wide range of intellectual property and 
technology matters, including matters involving traditional and open-
source software, software development and integration, IT outsourc-
ing transactions, distance education, “best practices” in data privacy 
and protection, value-added medical and financial data, traditional 
and online media, medical devices, and domain names. Mr. Mahony’s 
cases and licensing matters have involved rights under patent, copy-
right, trade secret, and trademark law, as well as rights of publicity. 



Corporate ComplianCe answer Book 2019

xxii

Mr. Mahony is active in community service, focusing his efforts on 
tutoring grade school students at the nearby Boston Renaissance 
Charter School.

Michael Manthei is a partner in Holland & Knight’s Boston office. 
He represents clients exclusively in the healthcare and life sciences 
industries, and his practice is focused primarily on healthcare litiga-
tion. With more than twenty-five years of experience, he represents 
clients in healthcare fraud, abuse, and compliance matters, as well as 
in privacy matters and in other healthcare regulatory proceedings. 
Mr. Manthei’s clients include companies in the supply chain for drugs 
and devices, such as drug and device manufacturers, drug wholesal-
ers, and a wide variety of pharmacies. He also represents provider 
entities, and payer entities such as pharmacy benefits managers and 
health plans. He routinely represents clients in state and federal courts 
and before state and federal regulatory and law enforcement authori-
ties, including the U.S. Department of Justice, U.S. Attorney’s offices, 
state attorneys general offices, the Center for Medicare & Medicaid 
Services, and the Office of Inspector General for the Department of 
Health and Human Services. In the last ten years, Mr. Manthei has 
been lead counsel in over two dozen federal False Claims Act cases. 
Mr. Manthei also regularly advises clients in connection with internal 
investigations, self-disclosures, and payer audits. Adjunct to his litiga-
tion practice, Mr. Manthei advises clients on state and federal health-
care regulatory matters as they impact business operations and, in 
particular, sales and marketing strategies.

Stacy Watson May practices environmental law in the Jacksonville, 
Florida office of Holland & Knight, and is a Florida Qualified Arbitrator 
and a Florida Supreme Court Certified Circuit Mediator in all judicial 
circuits of the State of Florida. She previously served as in-house 
counsel with CSX Transportation. Ms. Watson May counsels clients in 
environmental compliance and enforcement actions across multiple 
states as well as at the federal level, regularly negotiating reduced pen-
alties. She represents property owners in litigation and transactions 
involving the purchase, sale, and redevelopment of environmentally 
impacted properties, including due diligence in mergers and acquisi-
tions, and property acquisition for significant residential, commercial, 
and condominium developments. She has handled numerous CERCLA 



About the Contributors  

xxiii

matters including litigation and remediation projects. She also han-
dles litigation involving environmental cost recovery claims, indoor 
air quality issues, Legionnaires’ disease, and toxic torts.

Andrew K. McAllister is a Washington, D.C. attorney and member of 
Holland & Knight’s International Trade Group and Foreign Corrupt 
Practices Act (FCPA) Team. He focuses on export controls, sanctions, 
customs, antidumping (AD) and countervailing duties (CVD), anti-
corruption, and industrial security. In the area of export controls, he 
counsels clients on a broad range of licensing, compliance, and enforce-
ment issues under the International Traffic in Arms Regulations (ITAR) 
and Export Administration Regulations (EAR). In the area of sanc-
tions, he has extensive experience in laws administered by the U.S. 
Department of the Treasury Office of Foreign Assets Control (OFAC) and 
the U.S. Department of State, particularly with respect to Cuba, Iran, 
Sudan, and Syria.

Jeffrey W. Mittleman is a partner in the Business Section of Holland 
& Knight, is the Transactions leader of the firm’s national Health and 
Life Sciences Team, and is a member of the firm’s Compliance Services 
Team. He practices in the area of health, regulatory, and corporate 
law. With over ten years’ experience, he represents clients in a variety 
of sectors of the healthcare industry including health plans (both fully 
and self-insured), PPOs, HMOs, insurers, pharmaceutical manufac-
turers, medical device companies, retail pharmacies, long-term care 
pharmacies, specialty pharmacies, mail order pharmacies, wholesale 
drug distributors, e-health, disease management, and healthcare 
technology companies. Mr. Mittleman represents clients in a variety 
of corporate and contractual transactions, including mergers and 
acquisitions, joint ventures, licensing, financing, and services-related 
transactions. He also advises clients in fraud and abuse defense, the 
structuring of compliance and ethics programs, Medicare, Medicaid, 
ERISA, HIPAA, licensing, state insurance, and managed care law. In 
addition, Mr. Mittleman has significant experience in advising health 
plans on drafting of plan documents, ASO contracting, and other reg-
ulatory issues.

Andrew Namkung is an attorney in Holland & Knight’s Boston office 
and a member of the firm’s Healthcare & Life Sciences and Mergers 
and Acquisitions Teams. He advises clients on healthcare regulatory 



Corporate ComplianCe answer Book 2019

xxiv

issues, including fraud abuse, compliance, and corporate transac-
tional matters. He is also well-versed in matters involving federal and 
state anti-kickback statutes, Stark Law, and the False Claims Act in 
both transactional and litigation contexts.

David G. O’Leary is senior counsel in Holland & Knight’s Chicago 
office and serves as co-chair of the ESOP (Employee Stock Ownership 
Plans) Practice Group. His practice is concentrated primarily in the 
areas of ESOPs, employee benefits law, executive compensation, estate 
planning, and related taxation. A member of the Private Wealth Ser-
vices Group, he has considerable experience advising clients in these 
matters.

Ronald A. Oleynik is chair of Holland & Knight’s International Trade 
Regulatory Group. His experience involves a broad range of indus-
trial security, customs, export, FCPA, and international trade matters. 
In the area of customs, his experience includes custom classification 
and valuation, rules of origin, and special duty programs such as GSP, 
NAFTA, CBI, and CBPTA, as well as trade policy representation before 
the Executive Branch and Congress regarding the WTO, CBI, CBPTA, 
and other multilateral and bilateral trade negotiations. In the area of 
U.S. export control, Mr. Oleynik counsels a broad range of clients on 
licensing, compliance, and enforcement issues under the export con-
trol regimes of the Departments of State, Commerce, and Treasury. 
In the area of industrial security, Mr. Oleynik has been involved in a 
significant percentage of all foreign investment review proceedings 
before the Committee on Foreign Investment in the United States and 
is one of the leading practitioners in the area of foreign direct invest-
ment in the U.S. defense industry under the U.S. regulations regarding 
foreign ownership, control, and influence.

William Pezzolo is an associate in Holland & Knight’s Boston office. 
He is a member of the firm’s Healthcare & Life Sciences Team and 
advises clients on healthcare regulatory matters, fraud, abuse and 
compliance matters, and corporate transactional matters in various 
sectors of the healthcare industry. His clients include pharmaceutical 
and medical device manufacturers, pharmacies (retail, specialty, long- 
term care, and mail order), pharmacy benefits managers, insurers, as 
well as e-health and wholesale drug distributors.



About the Contributors  

xxv

Jenna C. Phipps Bigornia is an associate in Holland & Knight’s Litiga-
tion Practice Group. She is a graduate, cum laude, of Suffolk University 
Law School, where she was Editor-in-Chief of the Suffolk Journal of 
Trial & Appellate Advocacy and served on the Moot Court Board. She 
received a Master’s degree in Public Health from Boston University 
and graduated cum laude from Simmons College with a degree in Bio-
chemistry. She is admitted to practice in Massachusetts.

William N. Shepherd is a partner in Holland & Knight’s West Palm 
Beach office and is a member of the Litigation Group, Compliance Ser-
vices Team, and White Collar Team. Mr. Shepherd is a trial lawyer who 
defends individuals and corporations in state and federal government 
investigations and grand jury investigations. He also assists the gen-
eral counsel of public and private companies in conducting sensitive 
internal inquiries. Mr. Shepherd’s extensive trial practice background  
also serves to support his practice in complex civil litigation involv-
ing fraud and the False Claims Act. Prior to joining Holland & Knight,  
Mr. Shepherd served, at the appointment of the attorney general, as 
the Statewide Prosecutor of Florida and earlier in his career, as a pros-
ecutor in Miami, Florida. Mr. Shepherd is the chair of the American Bar 
Association’s 20,000-member Criminal Justice Section, a member of its 
Global Anti-Corruption Task Force, and former division director of its 
White Collar Crime Division. He served as a law clerk to U.S. District 
Court Judge Stephen N. Limbaugh.

Jose P. Sierra practices in the areas of white collar criminal defense, 
healthcare fraud and abuse, corporate investigations, FCPA/foreign brib-
ery, and compliance. Mr. Sierra has advised healthcare and pharma-
ceutical industry executives, audit committees, and boards of direc-
tors on legal, employment, compliance, and business strategies. Mr. 
Sierra previously served as the Chief Ethics and Compliance Officer 
for Kos Pharmaceuticals and Sepracor Inc., establishing those compa-
nies’ com pliance programs and departments, and also was Director 
of Litigation for Schering-Plough Corporation. He also spent a dozen 
years as an Assistant U.S. Attorney in New Jersey, leading investigations 
and serving as first-chair trial counsel in numerous high-profile cases 
involving organized crime, corruption, and fraud. Following law school, 
Mr. Sierra served as a judicial law clerk to the late Honorable Reynaldo 
G. Garza of the U.S. Court of Appeals for the Fifth Circuit. He has also 



Corporate ComplianCe answer Book 2019

xxvi

served as an adjunct law professor at Rutgers Law School, where 
he taught White Collar Crime, and has been a frequent speaker and 
author on corporate compliance, the False Claims Act, whistleblow-
ing, and corporate investigations.

Daniel I. Small practices in the area of litigation, focusing on witness 
preparation, government and internal investigations, white collar crim-
inal law, and complex civil litigation. He has extensive investigation, 
jury trial, and other litigation experience. Prior to entering private 
practice, Mr. Small was a prosecutor for the U.S. Department of Justice, 
during which time he tried RICO, corruption, financial, and regulatory 
cases. Mr. Small received various awards and commendations for his 
work. He also was General Counsel for a publicly traded healthcare 
management firm, where he oversaw in-house legal and risk manage-
ment staff, outside counsel, litigation, compliance, and facility, entity, 
and physician contracting. Mr. Small has written several books on liti-
gation for the ABA, including Preparing Witnesses (4th ed. 2014) and 
Going To Trial, used in CLE programs he gives throughout the country, 
and was a Lecturer on Law at Harvard Law School. He is a frequent 
television, radio, and newspaper commentator. Mr. Small has repre-
sented witnesses, plaintiffs, and defendants in a wide range of internal 
and external investigations, administrative proceedings, and civil and 
criminal litigation. These have included issues of healthcare, education, 
regulation, insider trading, revenue recognition, and others.

Austin K. Stack is a member of Holland & Knight’s Employee Benefits 
Group and represents clients on a wide range of employee benefit mat-
ters. Mr. Stack’s experience includes assisting clients on ERISA com-
pliance and plan qualification issues for defined benefit and defined 
contribution plans, compliance matters for Code section 403(b) plans, 
executive compensation and Code section 409A matters, health and 
welfare plan compliance matters, drafting and restating plan documents, 
and assisting with employee benefit issues in merger and acquisition 
transactions. Mr. Stack also has experience with securities law mat-
ters, including drafting and filing SEC mandated reports and forms. He 
is a member of the Florida Bar and a graduate of Harvard Law School.

Ilenna J. Stein is an associate in Holland & Knight’s Boston office, 
and she is a member of the firm’s Healthcare & Life Sciences Team. 



 About the Contributors  

xxvii

Ms. Stein advises clients in various sectors of the healthcare indus-
try on healthcare regulatory matters; fraud, abuse, and compliance 
matters; and corporate transactional matters. In particular, she coun-
sels pharmaceutical manufacturers, medical device manufacturers, 
pharmacies (retail, specialty, long-term care, mail order, and compound-
ing), pharmacy benefits managers, dialysis companies, home health 
agencies, private duty companies, healthcare technology companies, 
insurers, and wholesale drug distributors. Specifically, Ms. Stein pro-
vides guidance on matters concerning the Health Insurance Portability 
and Accountability Act (HIPAA), the federal Anti-Kickback Statute, Medi-
care, Medicaid, and other federal and state healthcare laws. Ms. Stein 
advises clients in a variety of corporate and contractual transactions, 
including mergers and acquisitions, licensing matters, and structur-
ing transactions. She also has experience handling and responding to 
Medicare and state Medicaid payment audits, as well as HIPAA inves-
tigations by the Office for Civil Rights.

Jeremy Sternberg is a former federal prosecutor, and now a partner 
in Holland & Knight’s Boston office with a practice focused on health-
care. Mr. Sternberg advises clients on government enforcement issues, 
including civil and criminal investigations, and healthcare regulatory 
and compliance matters.

Sonya Strnad practices in the litigation department of Holland & Knight 
and has experience in both federal and state courts, regulatory investi-
gations, congressional investigations, and internal investigations. Her 
practice encompasses internal and government investigations into FCPA 
compliance, fraud, and embezzlement, as well as securities class actions, 
federal securities fraud, and derivatives litigation. Ms. Strnad is a Cer-
tified E-Discovery Specialist. She is a member of the Sedona Working 
Groups on Electronic Document Retention and Production (WG1) 
and International Electronic Information Management, Discovery and 
Disclosure (WG6), as well as the firm’s National Electronic Data Discov-
ery Team. She has extensive experience in e-discovery, and forensic 
and document retention arenas, and frequently lectures on these top-
ics for businesses, for Continuing Legal Education classes, and inter-
nally within the firm. Ms. Strnad also counsels clients on document 
management practices outside of litigation.



Corporate ComplianCe answer Book 2019

xxviii

Timothy J. Taylor serves as Senior Counsel and Policy Advisor at the 
U.S. Department of Labor. Prior to that, he was a litigation attorney in 
Holland & Knight’s Northern Virginia office. His practice focused on 
civil and criminal litigation, appeals, and related enforcement issues, 
including False Claims Act defense, federal and internal investiga-
tions, and corporate compliance. He has particular experience repre-
senting and advising clients in the government contracts and life sci-
ences industries. Before joining Holland & Knight, Mr. Taylor served 
as a judicial clerk to the Honorable Harris Hartz of the U.S. Court of 
Appeals for the Tenth Circuit and the Honorable Charles Lettow of the 
U.S. Court of Federal Claims. While attending Harvard Law School, 
Mr. Taylor served as a research assistant to professors John Manning, 
Jim Greiner, and the late Bill Stuntz. He also served as an editor of the 
Harvard Law Review.

Paul Thompson is an associate in the Intellectual Property Group of 
Holland & Knight. Mr. Thompson focuses his practice on intellectual 
property licensing (IP), data privacy and security, litigation, and infor-
mation technology (IT). Prior to joining Holland & Knight, Mr. Thompson 
attended Fordham University School of Law, where he served as an 
associate editor on the Fordham Intellectual Property, Media & Enter
tainment Law Journal.

Sepedeh Tofigh serves as the associate general counsel at Carnival 
Corporation. Prior to that, she was an attorney in Holland & Knight’s 
Miami office and a member of the firm’s Public Companies and Secu-
rities Group. Ms. Tofigh focused her practice on representing public 
and private companies in the areas of ERISA compliance, employee ben-
efits, executive compensation, mergers and acquisitions, and a broad 
range of general corporate matters.

Antonia I. Tzinova practices in the areas of international trade, foreign 
direct investment, and industrial security. She advises on defense and 
high-technology exports, U.S. trade embargoes and economic sanc-
tions, and customs matters. She regularly represents clients before 
the Committee on Foreign Investment in the United States (CFIUS) 
and advises on measures to mitigate Foreign Ownership, Control, or 
Influence (FOCI) in cross-border mergers and acquisitions of U.S. gov-
ernment and defense contractors. She counsels foreign investors on 



 About the Contributors  

xxix

structuring investments in the defense, high-tech, and critical infra-
structure sectors of the U.S. economy. Recent transactions include 
advising on measures to mitigate FOCI in portfolio investments by 
private equity firms in government contractors with security clear-
ances for performance on classified contracts, as well as represen-
tation before the CFIUS in foreign government investment in a U.S. 
port and refueling facility. Ms. Tzinova also has extensive experi-
ence in assisting technology exporters, government contractors, and 
research universities in developing and implementing export com-
pliance programs and conducting company-wide compliance train-
ing. Enhancing compliance under the International Traffic in Arms 
Regulations (ITAR), the Export Administration Regulations (EAR), 
and Office of Foreign Assets Control (OFAC) regulations often includes 
conducting confidential internal investigations and submission of vol-
untary disclosures to mitigate potential export compliance violations. 
Ms. Tzinova also advises on inbound movement of goods in import 
matters, including classification, valuation, country of origin, and import 
licensing under the U.S. Customs and Border Protection, the U.S. Bureau 
of Alcohol, Tobacco, Firearms and Explosives, and other U.S. trade 
regulations.

James D. Wing is a senior litigator in Miami experienced in represent-
ing officers and directors of public companies in a variety of contexts. 
He also represents accountants and accounting firms in tax, Sarbanes-
Oxley 404, and indemnity and document access issues arising from 
government white collar enforcement activities. Mr. Wing is the Chair-
man of the D&O Insurance Subcommittee of the ABA Business Section’s 
Director and Officer Liability Committee and a national speaker on 
these issues. He is also a frequent speaker and active practitioner in 
the area of commercial arbitration. Mr. Wing is a summa cum laude, 
Phi Beta Kappa graduate of Beloit College, holds an M.A. degree from 
the University of Chicago in Germanic Languages as a Ford Foundation 
scholar, holds a law degree from the University of Chicago Law School, 
and is listed in The Best Lawyers in America (2008) and Who’s Who in 
the World.

Don Zarin is a partner in the International & Cross Border Transactions 
practice group in the Washington, D.C. office of Holland & Knight. 
He is co-head of the International Trade Practice Group and head of 



Corporate ComplianCe answer Book 2019

xxx

the Foreign Corrupt Practices Act Team, a part of the White Collar 
Defense and Corporate Compliance Team. Mr. Zarin has represented 
and counseled U.S. and foreign companies on a wide range of interna-
tional trade and international commercial matters, including multilat-
eral and bilateral trade agreements, anti-dumping duty proceedings 
and other trade remedy laws, customs matters, export control issues, 
U.S. anti-boycott laws, and trade legislative issues, as well as over-
seas joint venture projects and international commercial agreements. 
He has represented foreign governments on trade policy matters, in 
treaty negotiations, and in the drafting of a constitution. Mr. Zarin is 
a leading attorney in the area of the Foreign Corrupt Practices Act 
and anti-corruption practices. He is the author of PLI’s Doing Business 
Under the Foreign Corrupt Practices Act, a leading textbook on this sub-
ject, and has been appointed by the Department of Justice to serve 
as an independent Compliance Monitor in a major FCPA enforcement 
case.

Victoria H. Zerjav is an executive compensation and employee ben-
efits attorney who focuses on executive compensation, employee ben-
efits, and employee relations, including in connection with mergers 
and acquisitions whether in the private equity context or a strategic 
transaction. Ms. Zerjav has substantive experience in identifying and 
resolving issues in advance of a transaction and integrating employ-
ees and benefits post transaction. She counsels management and 
boards in corporate governance and designing effective compensa-
tion arrangements, and counsels individual executives on compensa-
tion-related concerns that arise before, during, and after employment 
relationships.



xxxi

Table of Chapters

VOLUME 1

Chapter 1 The Business Case for Compliance Programs
Chapter 2 Implementation of Effective Compliance  

and Ethics Programs and the Federal  
Sentencing Guidelines

Chapter 3 Assessing and Managing an Ethical Culture
Chapter 4 Risk Assessment and Gap Analysis
Chapter 5 Records Management
Chapter 6 Internal Investigations
Chapter 7 Electronic Discovery
Chapter 8 Voluntary Disclosure of Wrongdoing
Chapter 9 Witness Preparation
Chapter 10 Settling with the Government
Chapter 11 Corporate Compliance Monitors
Chapter 12 The False Claims Act
Chapter 13 Privacy and Security of Personal Information
Chapter 14 Procuring Computing Resources: IP Licensing,  

Outsourcing, and Cloud Computing
Chapter 15 Government Contractors
Chapter 16 Suspension and Debarment from Federal  

Contracting and Programs
Chapter 17 International Investigations
Chapter 18 Foreign Corrupt Practices Act
Chapter 19 Export Controls
Chapter 20 Corporate Political Activity



Corporate ComplianCe answer Book 2019

xxxii

Chapter 21 Environmental Law
Chapter 22 Consumer Product Safety Act
Chapter 23 Food Safety

VOLUME 2

Chapter 24 Healthcare Organizations and Providers
Chapter 25 Medicare Part D
Chapter 26 Managed Care Organizations
Chapter 27 Pharmaceutical and Medical Device Manufacturers
Chapter 28 HIPAA Security and Privacy
Chapter 29 The Affordable Care Act: Compliance and  

Enforcement
Chapter 30 The Affordable Care Act: Employer Obligations
Chapter 31 Anti-Money Laundering
Chapter 32 Sarbanes-Oxley Act of 2002
Chapter 33 The Law and Accounting: The Convergence of  

Sarbanes-Oxley, COSO, the Federal Sentencing  
Guidelines, and Caremark Duties

Chapter 34 SEC Investigations of Public Companies
Chapter 35 Directors and Officers Liability Insurance
Chapter 36 Cyber Liability Insurance
Chapter 37 Executive Compensation
Chapter 38 Institutions of Higher Education
Chapter 39 Labor and Employment Law
Chapter 40 Anti–Human Trafficking and Forced Labor



xxxiii

Table of Contents

VOLUME 1

About the Editors ........................................................................................... vii
About the Contributors .................................................................................ix
Table of Chapters .........................................................................................xxxi
Table of Contents ...................................................................................... xxxiii
Acknowledgments .................................................................................. clxxiii
Introduction .................................................................................................. clxxv

Chapter 1 The Business Case for Compliance Programs
Christopher A. Myers & Michael Manthei

Compliance and Ethics Programs Overview ......................................................1-2

Definitions ...............................................................................................................1-2

Q 1.1 What is a compliance program? ........................................................1-2
Q 1.1.1 What does the Federal Sentencing Guidelines’  

definition mean by “due diligence”? ......................................1-3
Q 1.1.2 Should the primary focus of a compliance program  

be on criminal conduct? ..........................................................1-4

“Effective” Compliance Programs .......................................................................1-4

Q 1.2 What makes a compliance program “effective”? .............................1-4

The Role of a Compliance and Ethics Program ..................................................1-7

Ethical Conduct and the Corporate Culture .......................................................1-7

Q 1.3 How does a compliance program help prevent unethical or  
illegal conduct from occurring? .........................................................1-7

Q 1.3.1 How can a program change a corporate culture? ................1-7

Why Businesses Need Compliance and Ethics Programs ...............................1-8

Q 1.4 Why does my organization need a compliance and  
ethics program? ...................................................................................1-8

Q 1.4.1 Can’t we just start a compliance program after we  
get hit with a government investigation? ..............................1-9



Corporate ComplianCe answer Book 2019

xxxiv

Q 1.4.2 What happens if we don’t have a compliance program,  
learn of a government investigation, and still don’t  
implement a program? ...........................................................1-10

Compliance and the Law ....................................................................................1-11

Q 1.5 Does the law require businesses to have compliance and  
ethics programs? ...............................................................................1-11

Q 1.5.1 Are there state law requirements related to  
compliance and ethics programs? .......................................1-11

Q 1.5.2 Do some agencies require (rather than recommend) 
compliance programs? ..........................................................1-12

Q 1.5.3 What have the courts said about compliance  
programs?................................................................................1-14

Your Compliance Program ..................................................................................1-15

The Costs ...............................................................................................................1-15

Q 1.6 Can our business afford a program? ...............................................1-15
Q 1.7 What are the potential costs of an investigation? .........................1-16

Q 1.7.1 Why not just pay the fine and move on? .............................1-18
Q 1.7.2 Shouldn’t compliance programs be viewed as  

cost centers? ...........................................................................1-19

The Benefits ...........................................................................................................1-20

Q 1.8 What other benefits does an effective compliance  
program provide? ..............................................................................1-20

Q 1.8.1 What is the proof that there is a link between  
corporate governance and corporate performance? ........1-22

Q 1.8.2 What if I have a program and wrongdoing  
still occurs? .............................................................................1-29

Identifying Whether You Already Have One ..................................................1-30

Q 1.9 How do I tell if my company already has a compliance  
program? ............................................................................................1-30

Q 1.9.1 If we do not already have a functioning compliance  
program in place, how do we start from “zero”  
to build one? ...........................................................................1-31

Q 1.9.2 What happens as my business grows and changes  
over time? ................................................................................1-34



 Table of Contents  

xxxv

Chapter 2 Implementation of Effective Compliance and Ethics 
Programs and the Federal Sentencing Guidelines
Steven D. Gordon

Sentencing Guidelines Basics ...............................................................................2-2

Q 2.1 What are the Federal Sentencing Guidelines? .................................2-2
Q 2.2 How do the Sentencing Guidelines relate to an effective 

compliance program? .........................................................................2-3
Q 2.2.1 Why should my company care about the Sentencing 

Guidelines if it conducts business honestly and is  
unlikely ever to face criminal prosecution? ..........................2-4

Components of an Effective Compliance Program ............................................2-4

Q 2.3 What policies and procedures should my company implement  
to meet the Sentencing Guidelines’ requirements? ........................2-4

Q 2.3.1 What are the elements of an effective compliance  
program that will satisfy the Sentencing Guidelines? .........2-5

Q 2.3.2 What specific steps must our company take to create  
an effective compliance program? .........................................2-5

Q 2.3.3 Is there a standard compliance program that most 
companies can use? .................................................................2-6

Designing and Implementing a Compliance Program ......................................2-7

Relevant Factors and Considerations ..................................................................2-7

Q 2.4 Are industry practice and standards considered in  
assessing the effectiveness of a compliance program? ..................2-7

Q 2.4.1 Does the company size matter? .............................................2-8
Q 2.4.2 What are the differences between compliance programs  

for large companies and small companies? ..........................2-8

Requirements; Risk Areas......................................................................................2-8

Q 2.5 When it comes to putting a compliance program together,  
where do we start? ..............................................................................2-8

Q 2.5.1 What are the most common risk areas that we may  
need to address in our compliance program? ......................2-9

Code of Conduct .................................................................................................2-14

Q 2.6 Is a code of conduct a required part of a compliance  
program? ............................................................................................2-14

Q 2.6.1 What are the legal requirements for a code of conduct? ..... 2-15



Corporate ComplianCe answer Book 2019

xxxvi

Q 2.6.2 What are the elements of a good code of conduct? ...........2-15
Q 2.6.3 How many codes of conduct should a company have? ...... 2-17

Compliance Program Administration ................................................................2-17

Q 2.7 How do we administer and enforce a compliance program? ......2-17
Q 2.7.1 Who should administer the compliance program?............2-19
Q 2.7.2 Which senior executive(s) should be placed in  

charge of the compliance program? ....................................2-19
Q 2.7.3 What role does top management have in administering  

a compliance program? .........................................................2-19
Q 2.7.4 What is meant by a “culture” of compliance? .....................2-22
Q 2.7.5 How can we demonstrate a culture of ethics  

and compliance? .....................................................................2-22
Q 2.7.6 What are reasonable efforts to exclude bad actors? .........2-23

Training .................................................................................................................2-24

Q 2.8 What is required in the way of training and communication? ......2-24
Q 2.8.1 Who within our organization needs to be trained? ...........2-24
Q 2.8.2 Do we need to educate every employee about  

every policy? ...........................................................................2-25
Q 2.8.3 We hold a training session for new employees. Is a 

thorough, one-time training session on our code  
and policies enough? .............................................................2-25

Audits .....................................................................................................................2-25

Q 2.9 How can my company maintain the compliance program’s 
effectiveness? .....................................................................................2-25

Q 2.9.1 What should an audit of the program be examining? ........2-26
Q 2.9.2 What is internal auditing? .....................................................2-27
Q 2.9.3 Why should an organization have internal auditing? ........2-27
Q 2.9.4 What is internal auditing’s role in preventing,  

detecting, and investigating fraud? ......................................2-28
Q 2.9.5 What is the appropriate relationship between the  

internal audit activity and the audit committee of  
the board of directors? ..........................................................2-28

Reporting Systems/Whistleblowing/Non-Retaliation.....................................2-28

Q 2.10 What type of reporting system does my company  
need to have? .....................................................................................2-28

Q 2.10.1 What is a non-retaliation policy? ..........................................2-29



 Table of Contents  

xxxvii

Rewards/Discipline .............................................................................................2-30

Q 2.11 How can my company effectively enforce the compliance 
program? ............................................................................................2-30

Q 2.11.1 Despite our best efforts to promote a culture  
of honesty and integrity, some criminal or  
unethical conduct has occurred. How should  
the company respond? ..........................................................2-30

Chapter 3 Assessing and Managing an Ethical Culture
David Gebler

The Linkage of Culture and Compliance .............................................................3-3

Q 3.1 If a company has a compliance program and employees  
know they must act in accordance with those standards,  
why does misconduct still occur? .....................................................3-3

Q 3.2 Why should compliance officers focus on culture? ........................3-4
Q 3.3 How do we know if our implementation of the elements  

of the Federal Sentencing Guidelines is sufficient? .........................3-5
Q 3.3.1 What do regulators and prosecutors think  

about culture? ...........................................................................3-6
Q 3.3.2 How can an organization evaluate behavior as part  

of its compliance program? ....................................................3-7

Framework of an Ethical Culture .........................................................................3-8

Essential Characteristics ........................................................................................3-8

Q 3.4 What are the elements of an ethical culture/a culture  
of compliance? .....................................................................................3-8

Figure 3-1 Ethical Cultural Framework ........................................................3-10

Organizational and Individual Goals ..............................................................3-11

Q 3.5 How do individual and organizational goals help create  
an ethical cultural framework? ........................................................3-11

Q 3.5.1 How are goals rewarded? ......................................................3-12
Q 3.5.2 How are business goals and ethics linked? .........................3-12
Q 3.5.3 Can challenges to business goals be safely raised? ...........3-12



Corporate ComplianCe answer Book 2019

xxxviii

Behaviors/Organizational Tone ........................................................................3-13

Q 3.6 What is organizational tone, and what is its role in  
supporting a culture of ethics and compliance? ...........................3-13

Q 3.6.1 What is the role of top management and organizational 
leaders in setting the appropriate tone? .............................3-14

Q 3.6.2 What is the role of middle management in setting  
the appropriate tone? ............................................................3-14

Q 3.6.3 What is the role of regular employees in setting the 
appropriate tone? ...................................................................3-14

Q 3.6.4 Is the organizational tone always set from the  
top down? ................................................................................3-15

Organizational, Individual, and Shared Values .............................................3-15

Q 3.7 Which values are important to an ethical culture framework? ...... 3-15
Q 3.7.1 What is the role of collective/shared values in an  

ethical culture framework? ...................................................3-16
Table 3-2 Seven Levels of Consciousness (The Barrett Model) ........3-16

Aligning Goals, Behaviors, and Values ............................................................3-18

Q 3.8 How do the elements of the ethical culture framework  
work together? ...................................................................................3-18

Q 3.8.1 How do you align goals and values? ....................................3-18
Q 3.8.2 … goals and behaviors? ........................................................3-18
Q 3.8.3 … behaviors and values? ......................................................3-19

Barriers to an Ethical Culture ..............................................................................3-19

Risk Factors ...........................................................................................................3-19

Q 3.9 What are the barriers to an ethical culture? ..................................3-19
Q 3.9.1 What risk factors exist, and how should they  

be addressed? .........................................................................3-20
Table 3-3 Risk Areas ................................................................................3-20

Assessing the Risks ..............................................................................................3-24

Q 3.10 How do we know if our culture creates ethics and  
compliance risks? ..............................................................................3-24

Q 3.10.1 Can’t we use our existing employee survey data to  
assess our compliance risk? .................................................3-24

Q 3.10.2 What is the goal of a culture risk assessment?...................3-25
Q 3.10.3 What information are we looking for in a culture  

risk assessment?.....................................................................3-26



 Table of Contents  

xxxix

Creating an Ethical Culture .................................................................................3-27

Q 3.11 How do we reduce risks to an ethical culture? ..............................3-27

Identifying Ethics Issues .......................................................................................3-27

Q 3.11.1 What are our top ethics issues? ...........................................3-27

Identifying Risk Factors........................................................................................3-28

Q 3.11.2 What are the risk factors? .....................................................3-28
Table 3-4 Identifying Risk Factors in an Ethical Cultural  

Framework ..............................................................................3-28
Q 3.11.3 Why are these risk factors permitted to flourish? .............3-30

Developing a Specific Action List ......................................................................3-31

Q 3.11.4 What’s needed to address the root cause problem? .........3-31

Linking Cultural Factors to Ethics Risks .............................................................3-32

Q 3.11.5 How can we link the solution back to the ethics  
issues?......................................................................................3-32

Table 3-5 Linking Solutions to Ethics Issues ........................................3-32
Q 3.12 What is the easiest first step in addressing culture issues? ........3-33

Chapter 4 Risk Assessment and Gap Analysis
Kwamina Thomas Williford

Risk Assessments ....................................................................................................4-2

The Basics ...............................................................................................................4-2

Q 4.1 What is a risk assessment? ................................................................4-2
Q 4.1.1 What are the goals of a risk assessment?..............................4-2
Q 4.1.2 Why should our company perform a “risk assessment”? ......4-3
Q 4.1.3 What is senior management’s role in a risk assessment? .......4-3
Q 4.1.4 Who should perform the risk assessment?...........................4-3

Identifying Risks ......................................................................................................4-4

Q 4.2 What risk areas should our company be assessing in the  
first place? ............................................................................................4-4

Gathering Data ......................................................................................................4-5

Q 4.3 What are the different methods we should use to gather  
the data? ...............................................................................................4-5



Corporate ComplianCe answer Book 2019

xl

Q 4.3.1 What documents should we review as part of the  
risk assessment?.......................................................................4-6

Q 4.3.2 How much data is enough? When can we stop  
gathering data and start using it? ..........................................4-6

Processing the Data; Responding to Assessed Risks .........................................4-7

Q 4.4 What should our company do once the data has been  
gathered? ..............................................................................................4-7

Q 4.4.1 What should we consider when assessing “likely  
occurrence”? .............................................................................4-7

Q 4.4.2 What should we consider when assessing  
likely impact? ............................................................................4-7

Table 4-1 Sample Likely Occurrence Scale ............................................4-8
Table 4-2 Sample Likely Impact Scale .....................................................4-9
Q 4.4.3 How should we prioritize the risks? ....................................4-10
Table 4-3 Sample Risk Prioritizing Scale ..............................................4-10
Table 4-4 Sample Risk Matrix .................................................................4-11

Gap Analysis ........................................................................................................4-11

Q 4.5 What is a compliance “gap analysis,” and how does it differ  
from a risk assessment? ...................................................................4-11

Q 4.5.1 How do we perform a gap analysis? ....................................4-11
Q 4.5.2 What should we do if a gap exists in our compliance  

and ethics program? ..............................................................4-13

Chapter 5 Records Management
Ieuan G. Mahony & Paul Thompson

Records Management Program Basics ...............................................................5-2

Q 5.1 What are the benefits of a records management program? ...........5-2
Q 5.1.1 What are the constituent parts of a records  

management program? ............................................................5-4
Q 5.1.2 Our organization already has a records “destruction” 

program; do we still need a records “management” 
program? ...................................................................................5-5

Q 5.1.3 Does the geographic location of the ESI matter? .................5-5
Figure 5-1 Core Components of a Records Management Program ......5-6



 Table of Contents  

xli

Designing a Program ............................................................................................5-7

Q 5.1.4 When it comes to designing a records management 
program, where should we begin? .........................................5-7

Q 5.1.5 What role should senior management play? ........................5-7

Records ....................................................................................................................5-8

Determining What Your Relevant Records Are ..................................................5-8

Q 5.2 What is meant by a “record” in “records management”? ...............5-8
Q 5.2.1 Does our records management program need to  

apply to all of our records? .....................................................5-9

Email ........................................................................................................................5-9

Q 5.3 How should we handle email? ...........................................................5-9

Other Electronically Stored Information (ESI) ..................................................5-10

Q 5.4 Should our records management program cover electronic  
information? .......................................................................................5-10

Q 5.4.1 What is metadata and how is it relevant to a  
records management policy? ................................................5-11

Q 5.4.2 How can ESI be used to support a records  
management program? ..........................................................5-12

Q 5.4.3 Should blockchain technology be used to store  
electronic information? .........................................................5-14

Determining the Lifecycle of Relevant Records ................................................5-15

Q 5.4.4 For management purposes, should all records be  
treated the same? ...................................................................5-15

Q 5.4.5 How should we handle duplicate records? .........................5-15

Creating a Records Management Policy ...........................................................5-16

Q 5.5 What do we do once we have determined the lifecycle for  
each record type? ..............................................................................5-16

Q 5.5.1 What specific goals should an effective records  
management policy accomplish? .........................................5-16

Figure 5-2 Lifecycle of a Record ..............................................................5-19

Record Retention Schedules ...............................................................................5-21

Q 5.6 What should a retention schedule look like? .................................5-21
Figure 5-3 Sample Retention Schedule ........................................................5-22



Corporate ComplianCe answer Book 2019

xlii

Q 5.6.1 What happens when a privacy law requires the  
deletion of a record that the records management  
policy requires the retention of? ..........................................5-23

Q 5.6.2 How should we determine retention periods for a  
particular category of records? ............................................5-23

Q 5.6.3 Should we retain metadata? ..................................................5-24
Q 5.6.4 Does the statute of limitations play a role in setting 

retention periods? ..................................................................5-25
Q 5.6.5 When a retention period expires for a record,  

is the record destroyed? .......................................................5-26

Implementing the Policy ......................................................................................5-26

Q 5.7 What if we make mistakes here and there in following our  
records management policy? ...........................................................5-26

Q 5.7.1 Should we have a training program? ...................................5-27
Q 5.7.2 Should we consider sanctions for noncompliance? ..........5-27

Employee Use of Personal Devices for Company Business ...........................5-28

Q 5.8 How should employers address the issue of employee  
use of personal devices for company business? ...........................5-28

Backup Systems/Disaster Recovery ..................................................................5-29

Q 5.9 How is our organization’s Disaster Recovery Plan different  
from a records management program? ..........................................5-29

Q 5.9.1 Can’t we just rely on our Disaster Recovery Plan’s  
backup system for records management? ..........................5-30

Litigation Issues/Discovery .................................................................................5-31

Requests for “Not Reasonably Accessible” ESI ...............................................5-31

Q 5.10 How do ESI rules affect policy?........................................................5-31

Responding to a Request for ESI........................................................................5-32

Q 5.10.1 How can we be best prepared to respond to  
requests for ESI? .....................................................................5-32

Q 5.10.2 How should concerns about litigation inform our  
retention of records? .............................................................5-34

Spoliation of Evidence ........................................................................................5-35

Q 5.10.3 What if requested records have already been destroyed  
in accordance with our retention schedule? ......................5-35



 Table of Contents  

xliii

Litigation Holds ....................................................................................................5-35

Q 5.11 What is a litigation hold? ..................................................................5-35
Q 5.11.1 How do we put a litigation hold in place? ...........................5-36
Q 5.11.2 How long should a litigation hold last? ...............................5-37

Chapter 6 Internal Investigations
Gregory Baldwin

Pre-Investigation ....................................................................................................6-3

Allegations of Wrongdoing .................................................................................6-3

Q 6.1 What triggers an internal investigation? ..........................................6-3
Q 6.1.1 What kinds of allegations trigger an investigation? .............6-4
Q 6.1.2 Are all allegations of wrongdoing subject to  

investigation? ............................................................................6-4

Determining the Type of Investigation .................................................................6-5

Q 6.2 What determines the type of internal investigation to  
conduct? ...............................................................................................6-5

Q 6.2.1 How is the decision about the appropriate type of  
internal investigation made?...................................................6-5

Initiating an Investigation .....................................................................................6-6

Determining the Type of Investigation .................................................................6-6

Q 6.3 How should low-risk allegations of misconduct be  
investigated? ........................................................................................6-6

Q 6.3.1 How should high-risk allegations of misconduct be 
investigated? .............................................................................6-7

Q 6.3.2 How do internal allegations affect the investigation? .........6-8
Q 6.3.3 How do external allegations from government  

authorities affect the investigation? ......................................6-8
Q 6.3.4 When subject to a government investigation, how does  

a company determine the scope of the government’s  
inquiry and its own investigative response? ........................6-9

Q 6.3.5 What does the issuance of a search warrant tell us  
about the government’s intentions? ......................................6-9

Q 6.3.6 What does the service of a grand jury subpoena or  
CID say about the intended scope of the government’s 
investigation? ............................................................................6-9



Corporate ComplianCe answer Book 2019

xliv

Q 6.3.7 What information can a government agent or  
attorney provide? ...................................................................6-10

Q 6.3.8 How do allegations from external nongovernment  
sources affect the type of investigation to be pursued? ......6-11

Defining the Purpose of the Investigation .........................................................6-12

Q 6.4 What steps does the company need to take once a  
decision to investigate is reached? .................................................6-12

Q 6.4.1 How does the company determine the logistical needs  
of and methods to be used in an investigation? .................6-13

Timing ....................................................................................................................6-14

Q 6.5 When should a company initiate an investigation? ......................6-14
Q 6.5.1 Is it beneficial to commence an investigation  

immediately? ...........................................................................6-14

Scope .....................................................................................................................6-15

Q 6.6 What kinds of inquiries will be involved in an investigation? .....6-15
Q 6.6.1 What factors should the company consider in  

determining the scope of an investigation? ........................6-15
Q 6.6.2 When should the scope of the investigation be  

determined? ............................................................................6-16

Leadership .............................................................................................................6-17

Q 6.7 Who should be in charge of an internal investigation? ................6-17
Q 6.7.1 How does legal counsel maintain the confidentiality  

of the investigation? ...............................................................6-18
Q 6.7.2 Who is in charge of the investigation—inside  

counsel or outside counsel? .................................................6-18

Staffing ..................................................................................................................6-20

Q 6.8 How are an investigation’s staffing needs determined? ...............6-20
Q 6.8.1 What circumstances warrant the services of  

professional investigators? ...................................................6-20
Q 6.8.2 Is the work of a professional investigator protected? .......6-20
Q 6.8.3 What circumstances warrant the services of  

forensic experts? ....................................................................6-21
Q 6.8.4 Is the work of a forensic expert protected? ........................6-22

Gathering Facts ....................................................................................................6-22

Q 6.9 How are the facts in an investigation determined? .......................6-22



 Table of Contents  

xlv

Document and Data Preservation and Collection ...........................................6-22

Q 6.10 How should a company approach its documents and  
e-data at the initiation of an investigation? ....................................6-22

Q 6.10.1 How does an investigation affect a company’s  
routine document destruction policies? .............................6-23

Q 6.10.2 Is e-data subject to the same ban on destruction? ............6-23
Q 6.10.3 Is the e-data preservation directive confined to the  

on-site locations?....................................................................6-24
Q 6.10.4 How can documents/data be classified as relevant? .........6-24
Q 6.10.5 Where can we look for guidance in identifying  

relevant documents/data in external allegations of  
criminal misconduct? ............................................................6-25

Q 6.10.6 What steps should the company take to collect  
relevant documents for review by counsel? .......................6-26

Q 6.10.7 What is a “litigation hold”?....................................................6-26
Q 6.10.8 When should a litigation hold be imposed? .......................6-27
Q 6.10.9 What are the responsibilities of the “records  

custodian”? .............................................................................6-27

Interviews ..............................................................................................................6-28

Q 6.11 Who must be interviewed? ..............................................................6-28
Q 6.11.1 When should interviews take place? ...................................6-28
Q 6.11.2 Who should conduct the interviews? ..................................6-29
Q 6.11.3 Who do the interviewers represent? ...................................6-29
Q 6.11.4 What should the interviewers tell persons who are  

interviewed?............................................................................6-30
Q 6.11.5 How are Upjohn warnings given to a witness? ...................6-30
Q 6.11.6 What should be included in the Upjohn warnings? ...........6-30
Q 6.11.7 Is there a standard form for Upjohn warnings? ..................6-32
Q 6.11.8 Is a witness allowed to have separate counsel? .................6-32
Q 6.11.9 What happens if the witness refuses to cooperate? ..........6-33
Q 6.11.10 Is the interview privileged? ...................................................6-33
Q 6.11.11 Is the witness covered by the privilege? .............................6-34
Q 6.11.12 Can the confidentiality of the information disclosed  

during an interview be waived? ...........................................6-34

Company Disclosure of the Investigation to Employees .................................6-35

Q 6.12 Should notice be given to the entire company that an  
internal investigation is under way? ...............................................6-35

Q 6.12.1 Should the notice identify the investigated employees  
or group of employees? .........................................................6-35



Corporate ComplianCe answer Book 2019

xlvi

Q 6.12.2 How should the notice be circulated? .................................6-36
Q 6.12.3 Should a notice include a statement in defense of  

the company?..........................................................................6-36
Q 6.12.4 What information should be included in the notice? ........6-36
Q 6.12.5 What information should be included in a notice if  

the company is under a criminal investigation? ................6-37
Q 6.12.6 What are an employee’s rights if he is approached by  

law enforcement agents for an interview? ..........................6-37
Q 6.12.7 Should the company obtain and pay for legal  

representation for officers, directors, or employees  
who may be interviewed by law enforcement agents? ........6-38

Q 6.12.8 If the company obtains counsel for officers, directors,  
or employees, should it enter into a joint defense  
agreement with that counsel?...............................................6-39

Q 6.12.9 What if an officer, director, or employee is named as  
a subject or target of a criminal investigation? ..................6-39

Q 6.12.10 What other information should be contained in the  
notice to employees? .............................................................6-40

Privileged Information .........................................................................................6-42

Privileges ...............................................................................................................6-42

Q 6.13 Should internal investigations be kept confidential? ....................6-42
Q 6.13.1 How are internal investigations protected? ........................6-43

Attorney-Client Privilege ......................................................................................6-43

Q 6.14 When does the attorney-client privilege attach? ..........................6-43
Q 6.14.1 Does the privilege apply to communications with  

former employees? .................................................................6-44
Q 6.14.2 Does the privilege apply to communications with  

third parties? ..........................................................................6-44
Q 6.14.3 Is the attorney-client privilege absolute? ............................6-45
Q 6.14.4 Does the crime-fraud exception apply to all disclosures  

of criminal activity?................................................................6-45
Q 6.14.5 May a disclosing witness prevent a company from 

disclosing their admission of past criminal conduct? .......6-45

Work-Product Doctrine ........................................................................................6-46

Q 6.15 What is protected under the work-product doctrine?..................6-46
Q 6.15.1 How does the scope of the work-product doctrine  

compare to that of the attorney-client privilege? ..............6-46



 Table of Contents  

xlvii

Q 6.15.2 Must a company release its entire work product upon  
a third party’s showing of substantial need and  
undue hardship? .....................................................................6-47

Waiver of the Attorney-Client Privilege and Work-Product Protection .........6-47

Q 6.16 Can the attorney-client privilege and work-product  
protection be waived? ......................................................................6-47

Q 6.16.1 What motivates companies to waive their privileges? ......6-47
Q 6.16.2 What is required under a voluntary disclosure? ................6-48
Q 6.16.3 What is the scope of a waiver of the attorney-client  

privilege or work-product protection? ................................6-48

Federal Prosecutorial Guidelines on Waiver ...................................................6-49

Q 6.17 What guidelines do federal prosecutors follow when seeking  
a waiver of the attorney-client privilege and the attorney  
work-product protection? ................................................................6-49

Q 6.17.1 What is the Holder Memorandum? ......................................6-49
Q 6.17.2 What is the Thompson Memorandum? ...............................6-49
Q 6.17.3 What is the McNulty Memorandum? ...................................6-50
Q 6.17.4 What is the Filip Memorandum? ..........................................6-51
Q 6.17.5 What is the current policy? ...................................................6-52

Chapter 7 Electronic Discovery
Sonya Strnad

Overview ................................................................................................................7-2

Q 7.1 Why is electronic data so significant? ..............................................7-2
Q 7.2 What is e-discovery? ...........................................................................7-3

Q 7.2.1 In what context does e-discovery usually occur? ................7-4

Records Management ...........................................................................................7-5

Q 7.3 What can our company do now so that we are in a better  
position if we are ever sued? .............................................................7-5

Preservation ............................................................................................................7-6

Q 7.4 What data should be preserved? ......................................................7-6
Q 7.4.1 How is ESI preserved? .............................................................7-7

Avoiding Inadvertent Deletion or Alteration of Data ........................................7-7

Q 7.4.2 How do we prevent data from being unintentionally  
deleted or altered? ...................................................................7-7



Corporate ComplianCe answer Book 2019

xlviii

Litigation Holds ......................................................................................................7-8

Q 7.5 When is the duty to preserve or issue a “litigation hold”  
triggered? ..............................................................................................7-8

Q 7.5.1 In what format should a litigation hold be issued? ..............7-8
Q 7.5.2 Who should receive the litigation hold notice?....................7-9
Q 7.5.3 How do we determine who the “key players” are? ..............7-9
Q 7.5.4 What should the litigation hold cover? ...............................7-10

Litigation Hold/Data Preservation Obligations ...............................................7-11

Q 7.5.5 What are in-house counsel’s or upper management’s 
obligations with respect to implementing and  
maintaining a litigation hold? ...............................................7-11

Q 7.5.6 What are outside counsel’s obligations? .............................7-12

Pitfalls in Data Preservation/Consequences of Failure to  
Preserve Data .......................................................................................................7-13

Q 7.6 What can happen if I fail to take reasonable steps to  
preserve data? ...................................................................................7-13

Q 7.6.1 What is spoliation? .................................................................7-13
Q 7.6.2 What are some of the hazards to be aware of in  

trying to implement a litigation hold? .................................7-13
Q 7.6.3 What kinds of sanctions can result from a failure to  

preserve data? ........................................................................7-14
Q 7.6.4 When can we lift the litigation hold? ...................................7-14

Collection ...............................................................................................................7-17

Q 7.7 How soon after preservation will we need to start collecting 
documents? ........................................................................................7-17

Q 7.7.1 How should we begin collecting the internal  
documents that our litigation counsel will need? ..............7-17

Keyword Searching .............................................................................................7-17

Q 7.7.2 Is keyword searching an effective way to collect ESI? .......7-17

Imaging .................................................................................................................7-19

Q 7.7.3 What is “imaging”? .................................................................7-19

E-Discovery Vendors ............................................................................................7-19

Q 7.8 What is an e-discovery vendor? ......................................................7-19
Q 7.8.1 When should I consider hiring one? ....................................7-19
Q 7.8.2 Are there any special concerns with regard to using  

an e-discovery vendor for data collection? ........................7-20



 Table of Contents  

xlix

Backup Tapes .......................................................................................................7-20

Q 7.8.3 Do I have to collect data from backup tapes? ....................7-20

Pitfalls, Potential Hazards, and Other Considerations ...................................7-21

Q 7.9 What are some of the document collection hazards I  
should be aware of? ..........................................................................7-21

Q 7.9.1 What can happen if data that the other side wants  
in the litigation was destroyed? ...........................................7-21

Q 7.9.2 Are there special considerations for collecting  
data outside the United States? ............................................7-22

Processing and Production .................................................................................7-22

Narrowing the Dataset; Technology-Assisted Review ....................................7-22

Q 7.10 How do I determine what documents to review and/or  
produce? .............................................................................................7-22

Q 7.10.1 What tools are useful in further review of collected 
documents? .............................................................................7-23

Format ...................................................................................................................7-24

Q 7.11 In what format should my data be produced? ...............................7-24
Q 7.11.1 What are my options regarding data production  

format? .....................................................................................7-24

Cost ........................................................................................................................7-25

Q 7.12 How much does it all cost? ..............................................................7-25

Chapter 8 Voluntary Disclosure of Wrongdoing
Michael Manthei

The Basics ................................................................................................................8-2

Q 8.1 What is a voluntary disclosure of wrongdoing? ..............................8-2

Benefits and Risks ..................................................................................................8-3

Q 8.1.1 Why would a corporation disclose wrongdoing rather  
than simply fix the problem? ..................................................8-3

Q 8.1.2 Does voluntary disclosure of wrongdoing preclude  
criminal prosecution? ..............................................................8-4



Corporate ComplianCe answer Book 2019

l

Making a Voluntary Disclosure ............................................................................8-4

Contents of the Disclosure ....................................................................................8-4

Q 8.2 What are the basic elements of a voluntary disclosure? ...............8-4
Q 8.2.1 What information should be included in the initial 

disclosure? ................................................................................8-5

After the Voluntary Disclosure .............................................................................8-6

Internal Investigation/Self-Assessment ................................................................8-6

Q 8.3 What happens after the initial disclosure? ......................................8-6
Q 8.3.1 What should an internal investigation cover? ......................8-6

Internal Investigation Report .................................................................................8-7

Q 8.3.2 What information should be reported regarding the  
scope of the activity? ...............................................................8-7

Q 8.3.3 What information should be reported regarding the 
discovery and response to the problem? .............................8-7

Q 8.3.4 How does the company assess the financial impact  
of the disclosed activities? ......................................................8-8

Government’s Verification Investigation .............................................................8-9

Q 8.3.5 What happens after the company submits its  
disclosure and self-assessment reports? ..............................8-9

Privilege Concerns ...............................................................................................8-10

Q 8.4 How does voluntary disclosure affect the attorney-client  
and work-product privileges? ..........................................................8-10

Waiving Attorney-Client and Work-Product Protections .................................8-11

Q 8.5 When are requests for privileged information permitted? ..........8-11
Q 8.5.1 What is the Holder Memorandum? ......................................8-11
Q 8.5.2 What is the Thompson Memorandum? ...............................8-11
Q 8.5.3 What is the McNulty Memorandum? ...................................8-12
Q 8.5.4 What is the Filip Memorandum? ..........................................8-13
Q 8.5.5 What is the current policy? ...................................................8-13

Resolving the Investigation .................................................................................8-14

Cooperation .........................................................................................................8-14

Q 8.6 What happens if I change my mind after disclosure? ...................8-14

Settlements/Corporate Integrity Agreements ...................................................8-15

Q 8.7 How are voluntary disclosures finally resolved? ..........................8-15



 Table of Contents  

li

Chapter 9 Witness Preparation
Daniel I. Small

Importance of Witness Preparation.....................................................................9-2

Q 9.1 Why is witness preparation important? ...........................................9-2
Q 9.1.1 Is witness preparation unethical? ..........................................9-3
Q 9.1.2 Isn’t witness preparation expensive? ....................................9-4

Initial Planning .......................................................................................................9-4

Q 9.2 What can a company do in advance? ...............................................9-4

Counsel for Company Employees ........................................................................9-5

Q 9.3 Why do our own employees need counsel for an internal 
investigation? .......................................................................................9-5

Q 9.4 Is it more efficient for in-house counsel to represent  
company employees? .........................................................................9-6

Upjohn Warnings ..................................................................................................9-7

Q 9.4.1 Don’t the Upjohn warnings protect company counsel? ......9-7
Q 9.5 What is the process for obtaining outside counsel for  

witnesses in an internal investigation? .............................................9-8

Preparing the Witness for Testimony ...................................................................9-9

Q 9.6 What is the difference between witness preparation and  
witness coaching? ...............................................................................9-9

Q 9.7 What is “real” witness preparation?..................................................9-9
Q 9.7.1 How can effective witness preparation help “level  

the playing field”? ...................................................................9-11
Q 9.8 What are the ten most important rules for witnesses? ................9-11

Chapter 10 Settling with the Government
Mark A. Flessner, Simon B. Auerbach &  
Steven D. Gordon

The Role of Compliance in Settlements .............................................................10-2

Prior Compliance Efforts .....................................................................................10-2

Q 10.1 What role does compliance play in settling with  
the government? ................................................................................10-2



Corporate ComplianCe answer Book 2019

lii

Q 10.2 Can settlement agreements impose additional compliance 
provisions on an already effective compliance program? ...........10-3

Ongoing Compliance Monitoring .....................................................................10-4

Q 10.2.1 How does the government ensure ongoing  
compliance monitoring? ........................................................10-4

Q 10.2.2 Who selects the monitor and who pays for it? ...................10-4

Parallel Proceedings and Global Resolutions...................................................10-5

Q 10.3 What are parallel proceedings? .......................................................10-5
Q 10.4 What is a global resolution? .............................................................10-6

Q 10.4.1 What are the key considerations in pursuing a  
global resolution? ...................................................................10-6

Settling with the SEC ............................................................................................10-7

Q 10.5 How are settlements with the SEC different from those  
with other administrative agencies? ...............................................10-7

Q 10.5.1 What are the mechanisms for settling with the SEC? ........10-8
Q 10.5.2 What kinds of sanctions may be imposed? .........................10-8

Settling in Civil Actions ........................................................................................10-9

Compliance and Reporting Provisions..............................................................10-9

Q 10.6 Can a civil settlement agreement include compliance and  
reporting provisions? ........................................................................10-9

When an Agency Joins .....................................................................................10-10

Q 10.6.1 What happens when an agency joins a civil settlement 
agreement? ............................................................................10-10

Q 10.6.2 Will an administrative agency always join in a civil 
settlement agreement? ........................................................10-11

Settling in Criminal Procedures ........................................................................10-11

Plea Agreements ................................................................................................10-11

Q 10.7 Do plea agreements contain compliance and reporting  
provisions? .......................................................................................10-11

Deferred Prosecution Agreements and Non-Prosecution Agreements .......10-12

Q 10.7.1 What are deferred prosecution agreements and  
non-prosecution agreements? ............................................10-12

Q 10.7.2 What are the advantages of a deferred prosecution 
agreement? ............................................................................10-12



 Table of Contents  

liii

Q 10.7.3 What are the drawbacks of a deferred prosecution 
agreement? ............................................................................10-13

Settling with Administrative Agencies .............................................................10-13

Q 10.8 How do settlements with an administrative agency differ  
from those with an enforcement agency? ....................................10-13

Q 10.8.1 What compliance-related provisions might an 
administrative agency seek to include in a  
settlement agreement? ........................................................10-14

Q 10.8.2 What are some common types of settlement  
agreements? ..........................................................................10-14

Corporate Integrity Agreements ......................................................................10-15

Q 10.8.3 What is a corporate integrity agreement?.........................10-15
Q 10.8.4 What compliance-related provisions can a  

CIA mandate? ........................................................................10-15

Certificate of Compliance Agreements ...........................................................10-16

Q 10.8.5 What is a certification of compliance agreement? ...........10-16

Administrative Compliance Agreements ........................................................10-17

Q 10.8.6 What is an administrative compliance agreement? .........10-17
Q 10.8.7 What does an administrative compliance agreement 

specifically require? .............................................................10-17

Chapter 11 Corporate Compliance Monitors
Jose P. Sierra & Lynne M. Halbrooks 

Monitors Generally ..............................................................................................11-2

Q 11.1 When is a monitor used? ..................................................................11-2
Q 11.2 What standards govern monitors? ..................................................11-3
Q 11.3 What qualifications do monitors need to have? ............................11-4
Q 11.4 What are a monitor’s principal duties? ..........................................11-4

Types of Monitors .................................................................................................11-5

Q 11.5 What is a court-appointed monitor? ...............................................11-5
Q 11.6 What is a corporate compliance monitor? .....................................11-6
Q 11.7 What Is a Voluntarily Retained Independent Monitor? .................11-7



Corporate ComplianCe answer Book 2019

liv

Important Considerations in Using a Monitor ..................................................11-8

Q 11.8 Is a monitor’s work privileged? .......................................................11-8
Q 11.9 Is a monitor’s work confidential? ....................................................11-9

The Mechanics of Monitorships ........................................................................11-11

Q 11.10 How is a monitor selected? ............................................................11-11
Q 11.11 How does a monitor work with the corporation’s internal 

“gatekeepers”? .................................................................................11-11
Q 11.12 What does the monitor report? .....................................................11-11
Q 11.13 Who pays for a monitor? ................................................................11-12
Q 11.14 What is the duration of a monitorship? ........................................11-12

Chapter 12 The False Claims Act
Lynne M. Halbrooks

Basics of the False Claims Act ............................................................................12-3

Q 12.1 What kinds of actions are typically brought under the  
False Claims Act? ...............................................................................12-3

Provisions of the FCA ..........................................................................................12-3

Q 12.2 What specifically does the FCA prohibit? ......................................12-3
Q 12.2.1 What is a “claim” for purposes of the FCA? ........................12-4
Q 12.2.2 What is a false claim? .............................................................12-5

Q 12.3 What does it mean to present a false claim “knowingly”? ...........12-5

Penalties for False Claims ...................................................................................12-6

Q 12.4 What are the penalties for violating the FCA? ...............................12-6

Conduct That Gives Rise to False Claims Liability ..........................................12-7

Q 12.5 What conduct most commonly leads to FCA liability? .................12-7

Qui Tam/Whistleblower Actions ......................................................................12-10

Q 12.6 What is a “whistleblower” or “relator”? .......................................12-10
Q 12.7 Who can be a whistleblower? ........................................................12-11
Q 12.8 How much can the whistleblower make? .....................................12-11

Filing a Claim......................................................................................................12-12

Q 12.9 What is the procedure for filing a qui tam action? ......................12-12
Q 12.9.1 How long does the complaint remain under seal? ...........12-12



 Table of Contents  

lv

Q 12.9.2 How and when does the government become  
involved in the prosecution of a qui tam action? .............12-12

Q 12.9.3 How does a defendant learn that an FCA action  
is pending? ............................................................................12-13

The Lifecycle of an FCA Case ............................................................................12-14

Q 12.10 What happens after the defendant learns that an FCA  
case has been filed? ........................................................................12-14

Document Production ........................................................................................12-14

Q 12.11 Our company has just received a subpoena indicating that  
the government is investigating a potential FCA violation;  
what should we do? ........................................................................12-14

Q 12.11.1 The government refuses to narrow the scope of its  
broad requests; what can we do? .......................................12-15

Q 12.11.2 The government has narrowed the scope of its  
requests; what do we do? ....................................................12-15

Q 12.11.3 What use can the government make of our documents  
once produced? ....................................................................12-15

Parallel Internal Investigation ...........................................................................12-16

Q 12.12 Why should we conduct an internal investigation? ....................12-16
Q 12.12.1 Would we ever choose to disclose our findings to  

the government attorneys? .................................................12-16

Interviewing Witnesses .....................................................................................12-17

Q 12.13 Who should be interviewed during an internal investigation? ......12-17
Q 12.13.1 What should we do if, during the course of our 

investigation, we discover that an employee has  
engaged in illegal or unethical conduct? ...........................12-17

Getting Information from the Government .....................................................12-18

Q 12.14 What kind of information can we get from the government,  
and how should we go about getting it? .......................................12-18

Pre-Intervention Presentations ...........................................................................12-19

Q 12.15 When is it in our interest to share information with  
the government? ..............................................................................12-19

Motions Practice.................................................................................................12-19

Q 12.16 What happens once the complaint is unsealed? .........................12-19



Corporate ComplianCe answer Book 2019

lvi

Negotiating Damages .......................................................................................12-20

Q 12.17 How are damages and penalties calculated under the FCA? .......12-20
Q 12.17.1 How should we approach damages in the context  

of settlement? .......................................................................12-20

Settlements ..........................................................................................................12-21

Q 12.18 Is the process of negotiating a settlement in an FCA case  
different from that in any other litigation? ...................................12-21

Retaliation ...........................................................................................................12-21

Q 12.19 What should we do if we learn that the whistleblower is a  
current employee of our company? ..............................................12-21

Q 12.19.1 What should we do if we learn that the whistleblower  
works for one of our contracting partners? ......................12-22

Defending an FCA Claim ...................................................................................12-22

Q 12.20 What are the most common defenses to an FCA claim? ............12-22

Statute of Limitations .........................................................................................12-25

Q 12.21 What is the statute of limitations for an FCA violation? .............12-25

FCA Compliance Programs ...............................................................................12-25

Q 12.22 Can a compliance program prevent FCA claims? ........................12-25

Regulating Compliance .....................................................................................12-26

Q 12.23 What is the Deficit Reduction Act of 2005 and how does it  
affect the FCA and compliance programs? ..................................12-26

Chapter 13 Privacy and Security of Personal Information
Maximillian J. Bodoin, Harold H. Lee &  
Ieuan G. Mahony

Data Privacy Laws ...............................................................................................13-3

An Overview ........................................................................................................13-3

Q 13.1 What are the particular concerns that drive privacy law? ..........13-3

Definitions .............................................................................................................13-5

Q 13.1.1 What is the legal definition of “personal information”? ......13-5



 Table of Contents  

lvii

Compliance ..........................................................................................................13-8

Q 13.1.2 What steps should our organization take to ensure 
compliance with data protection laws?...............................13-8

Figure 13-1 Personal Information Checklist ..........................................13-10
Figure 13-2 NIST Incident Response Lifecycle ......................................13-11

Your Organization’s Privacy Policy .................................................................13-12

Q 13.2 Should we implement a privacy policy? .......................................13-12
Q 13.2.1 Where should our organization place its  

privacy policy? .....................................................................13-12
Q 13.2.2 What principles should inform our privacy policy? ........13-12
Q 13.2.3 What types of choices should data subjects  

be allowed? ...........................................................................13-14
Q 13.2.4 How should my organization administer its  

privacy policy? .....................................................................13-14
Q 13.2.5 What happens if we modify the privacy policy? ..............13-15
Q 13.2.6 Should our organization display any third-party  

seals of approval? .................................................................13-15
Q 13.2.7 Are there any state-specific requirements to consider?......13-15

Your Employees’ Privacy ...................................................................................13-16

Q 13.3 What privacy rules apply to our organization’s employees?.....13-16
Q 13.3.1 What criminal sanctions does the ECPA provide for? .....13-16

Bring Your Device to Work Policies .................................................................13-16

Q 13.3.2 What are some security and privacy issues to  
consider when implementing a “Bring Your  
Device to Work” policy?.......................................................13-16

Monitoring Employee Email .............................................................................13-17

Q 13.3.3 Are we allowed to monitor our employees’ email? ..........13-17
Q 13.3.4 Do we need a written email policy? ...................................13-17

Data Security ......................................................................................................13-17

Identity Theft .......................................................................................................13-17

Q 13.4 What is identity theft? .....................................................................13-17
Q 13.4.1 Are states taking actions to require organizations  

to protect individuals against identity theft? ...................13-18
Q 13.4.2 Are there federal regulations that require organizations  

to protect individuals against identity theft? ...................13-19



Corporate ComplianCe answer Book 2019

lviii

Q 13.4.3 What should our information security program  
include? .................................................................................13-19

Q 13.4.4 Do we need an information security program for our  
service providers? ................................................................13-20

Third-Party Security Audits ................................................................................13-21

Q 13.5 What security protections should we have in place? .................13-21
Figure 13-3 Recommended Clauses for Your Company’s Email Policy .....13-22
Figure 13-4 Data Security Checklist .............................................................13-23

Compliance Programs .......................................................................................13-24

Q 13.6 What should our privacy and security program look like? ........13-24
Q 13.7 Are public companies required to take additional steps in  

terms of compliance with privacy obligations? ..........................13-24
Q 13.8 Do we need to be concerned in our compliance program  

about class action cases seeking to enforce  
privacy obligations? ........................................................................13-25

Cybersecurity Insurance ....................................................................................13-25

Q 13.9 Is coverage available to insure against risks associated  
with data privacy and security? ....................................................13-25

New Technologies ..............................................................................................13-26

Advertising Identifiers ........................................................................................13-26

Q 13.10 What is the “advertising identifiers” technology? ......................13-26

Chapter 14 Procuring Computing Resources: IP Licensing,  
Outsourcing, and Cloud Computing
Elizabeth Burkhard, Nicholas Hasenfus &  
Ieuan G. Mahony 

Procuring Computing Resources ........................................................................14-3

The Basics .............................................................................................................14-3

Q 14.1 What are “computing resources”?...................................................14-3

Procurement Models ............................................................................................14-4

Q 14.2 What alternatives are generally available to my organization  
for procuring computing resources? ..............................................14-4



 Table of Contents  

lix

Q 14.2.1 What is the “in-house model” for obtaining computing 
resources? ...............................................................................14-4

Q 14.2.2 What is the “outsourcing model” for obtaining  
computing resources? ...........................................................14-4

Q 14.2.3 How does “cloud computing” relate to my organization’s 
computing resources? ...........................................................14-5

Choosing the Appropriate Model .....................................................................14-7

Q 14.3 What are the key considerations when comparing the  
options for obtaining computing resources? .................................14-7

Q 14.4 Are there specific processes that I can use to procure  
computing resources?.......................................................................14-8

Intellectual Property Rights ..................................................................................14-8

Q 14.5 In these transactions, what vendor intellectual property  
rights, if any, should my organization be concerned with? .........14-8

Q 14.6 Should my organization be concerned about its own  
intellectual property rights? ..........................................................14-10

Q 14.6.1 My organization engages a range of other vendors in 
connection with its computing resources. Do we need  
to address system access by these third parties? ...........14-11

“Agile Development” Model ............................................................................14-12

Q 14.6.2 A vendor proposes to develop software for my  
organization using an “agile development”  
methodology. What does this mean for us? ......................14-12

Cloud Deployment Models ...............................................................................14-13

Q 14.7 My company is considering migrating certain network  
services to the cloud. Are there particular deployment  
models that we should consider? .................................................14-13

Replacing Computing Resources or Integrating New Computing  
Resources into Existing Systems .......................................................................14-14

Q 14.8 Are there any special considerations our organization  
should be aware of when replacing computing resources  
or integrating a new computing resource within our  
existing systems? .............................................................................14-14

Q 14.8.1 What are “rights in interfaces”?..........................................14-15

Open-Source Software ......................................................................................14-15

Q 14.8.2 What is open-source software? ...........................................14-15



Corporate ComplianCe answer Book 2019

lx

Q 14.8.3 What open-source software considerations may  
affect our system? ................................................................14-16

Legacy Data ........................................................................................................14-17

Q 14.8.4 What concerns are raised by legacy data? .......................14-17

System Cutover ...................................................................................................14-17

Q 14.8.5 What is system cutover and how can I minimize  
risks associated with system cutover? ..............................14-17

Maintaining Computing Resources ..................................................................14-19

Service Level Agreements and Service Level Objectives .............................14-19

Q 14.9 What factors affect maintenance of our computing resource  
assets and monitoring of performance? .......................................14-19

Q 14.9.1 What role do SLAs and SLOs play in maintaining  
computing resources? .........................................................14-19

Audit Requirements ............................................................................................14-21

Q 14.9.2 How can we use audit requirements to enhance 
maintenance of our system? ...............................................14-21

Employee Policies ..............................................................................................14-21

Q 14.9.3 Can company policies enhance system maintenance? ...... 14-21

Managing Risk ...................................................................................................14-22

Q 14.10 As we expand access to our computing resources, how  
should we approach risks arising from this expansion? ............14-22

Compliance Issues ..............................................................................................14-24

Q 14.11 How do computing resources relate to our compliance  
obligations? ......................................................................................14-24

Responsibility for Third Party ............................................................................14-24

Q 14.11.1 Can an organization procuring computing resources  
be held responsible for actions of a service provider? ......14-24

Multiple Jurisdictions/Regulatory Regimes ....................................................14-25

Q 14.11.2 How do we address conflicting regulatory  
requirements for cross-border operations? ......................14-25

Special Considerations for Electronically Stored Information .....................14-26

Q 14.12 What compliance risks are raised by storing data with a  
third party? ......................................................................................14-26

Q 14.12.1 What data security protections should be in place? .......14-26



 Table of Contents  

lxi

Special Considerations for Electronically Signed Documents .....................14-28

Q 14.13 What laws govern electronically signed documents? ................14-28

Disengaging from a Licensor or Service Provider .........................................14-29

Vendor Lock-In ....................................................................................................14-29

Q 14.14 How do we disengage from a licensor or service provider? ......14-29
Q 14.15 How can an organization seeking to terminate its relationship  

with a vendor reduce the threat of vendor lock-in?....................14-29
Q 14.15.1 How do we get unconditional access to portable  

data? .......................................................................................14-30

Transition Assistance .........................................................................................14-30

Q 14.15.2 What is transition assistance? ............................................14-30

Source Code Escrow Agreements ...................................................................14-31

Q 14.15.3 What are escrow agreements? ............................................14-31

Chapter 15 Government Contractors
Thomas M. Brownell, Eric S. Crusius & Mitchell A. Bashur

Overview ..............................................................................................................15-3

Q 15.1 What are the benefits to contractors of developing,  
implementing, and maintaining a compliance program? .............15-3

Q 15.2 Generally speaking, what should a government contractor’s 
compliance program aim to do? ......................................................15-4

Compliance Programs and the FAR ...................................................................15-5

Q 15.3 Does the Federal Acquisition Regulation (FAR) include  
provisions requiring compliance programs? .................................15-5

Q 15.3.1 Who is subject to these rules? ..............................................15-6

Code of Business Ethics and Conduct ..............................................................15-7

Q 15.3.2 How must contractors fulfill the code of conduct 
requirement? ...........................................................................15-7

Internal Controls System/Training Program .....................................................15-7

Q 15.3.3 What is required in an internal controls system and  
training program? ...................................................................15-7

Q 15.3.4 Who should participate in a training program? .................15-9



Corporate ComplianCe answer Book 2019

lxii

Internal Reporting and Hotline Posters .............................................................15-9

Q 15.3.5 What is required for an internal reporting system and 
hotline poster? ........................................................................15-9

Reporting of Violations......................................................................................15-10

Q 15.3.6 What are the mandatory disclosure requirements? ........15-10
Q 15.3.7 What is the time frame for disclosure?..............................15-10
Q 15.3.8 How is disclosure made? .....................................................15-11
Q 15.3.9 To whom is disclosure made? ............................................15-11
Q 15.3.10 What must be disclosed? ....................................................15-11
Q 15.3.11 What is “knowing” failure to disclose? ..............................15-11

Full Cooperation with the Government ...........................................................15-12

Q 15.3.12 What is required for “full cooperation”? ...........................15-12

Knowing Failure to Disclose Violations ..........................................................15-13

Q 15.3.13 What are the implications of suspension and  
debarment for knowing failure to make mandatory  
disclosures? ..........................................................................15-13

Q 15.3.14 What constitutes failure to report “significant 
overpayments”? ....................................................................15-13

Practical Considerations ....................................................................................15-13

Subcontractors ....................................................................................................15-13

Q 15.4 Are contractors required to flow-down the clauses into 
subcontracts? ..................................................................................15-13

Performance Evaluations ..................................................................................15-14

Q 15.5 Will a contractor’s compliance program be considered in 
performance evaluations? ..............................................................15-14

Noncompliance ..................................................................................................15-14

Potential Liability ................................................................................................15-14

Q 15.6 What does a government contractor risk by not having  
a compliance program? ..................................................................15-14

Q 15.6.1 Can a contractor be found liable for the acts of  
its employees? ......................................................................15-15

Q 15.6.2 What types of liability might government  
contractors incur? ................................................................15-15



 Table of Contents  

lxiii

Criminal and Civil Penalties .............................................................................15-16

Q 15.7 What criminal and civil penalties may government  
contractors face? .............................................................................15-16

Q 15.7.1 What makes a case criminal rather than civil? .................15-16
Q 15.7.2 How are criminal fines determined? ..................................15-17
Q 15.7.3 How can contractors be held liable under the  

False Claims Act? ..................................................................15-17
Q 15.7.4 What constitutes a false statement violation?..................15-17
Q 15.7.5 What constitutes a criminal mail fraud violation? ...........15-18
Q 15.7.6 What constitutes a wire fraud violation? ..........................15-18
Q 15.7.7 What constitutes a major fraud violation? ........................15-19
Q 15.7.8 How can the conspiracy statute affect government  

contractors? ..........................................................................15-19
Q 15.7.9 What behaviors can subject a government contractor  

to obstruction of justice liability? ......................................15-20
Q 15.7.10 What is required to avoid liability under the Truth  

in Negotiations Act? .............................................................15-20
Q 15.7.11 What are “cost or pricing data”? ........................................15-20
Q 15.7.12 What are the requirements for providing cost or  

pricing data to the government? ........................................15-21
Q 15.7.13 How might a contractor incur liability? ............................15-22
Q 15.7.14 What civil remedies can the government seek for  

such violations? ....................................................................15-22
Q 15.7.15 What are the civil penalties for violations of the  

Program Fraud Civil Remedies Act?...................................15-22
Q 15.7.16 What are the civil penalties for violations of the  

Foreign Assistance Act? .......................................................15-23
Q 15.7.17 What other civil penalties might government  

contractors be subject to? ..................................................15-23

Administrative Penalties ....................................................................................15-23

Q 15.8 What administrative penalties may government  
contractors face? .............................................................................15-23

Q 15.8.1 What are the implications of suspension? ........................15-23
Q 15.8.2 What are the implications of debarment? .........................15-24
Q 15.8.3 What kinds of contractor acts can result in  

suspension and/or debarment? ..........................................15-24
Q 15.8.4 What administrative penalties are available under  

the Program Fraud Civil Remedies Act? ............................15-25



Corporate ComplianCe answer Book 2019

lxiv

Contractual Remedies .......................................................................................15-25

Q 15.9 What other contractual clauses might trigger penalties in 
government contracts? ...................................................................15-25

Q 15.9.1 What penalties are triggered by “unallowable costs”? ......15-25
Q 15.9.2 How can defective cost or pricing data result in  

price reduction? ...................................................................15-26

Obtaining Government Contracts ....................................................................15-26

Compliance Concerns for Offerors .................................................................15-26

Q 15.10 What compliance issues may arise when preparing bids on 
government contracts? ...................................................................15-26

Q 15.10.1 What kinds of certifications might contractors be  
required to make? ................................................................15-27

Q 15.10.2 When is a contractor eligible to bid on a government 
contract?................................................................................15-28

Q 15.10.3 What makes a contractor “responsible”? ..........................15-28

Organizational Conflicts of Interest ................................................................15-29

Q 15.10.4 What are “organizational conflicts of interest”? ...............15-29
Q 15.10.5 Under what circumstances might an OCI arise? ..............15-30
Q 15.10.6 What can a government contractor do to  

identify OCIs? ........................................................................15-31
Q 15.10.7 How can the impact of organizational conflicts of  

interest be mitigated? ..........................................................15-32

Cost Accounting .................................................................................................15-33

Q 15.10.8 What are a federal contractor’s compliance  
responsibilities regarding accounting for costs? .............15-33

Q 15.10.9 How must a contractor comply with the FAR’s  
“cost principles”? .................................................................15-33

Q 15.10.10 How must a contractor comply with the FAR’s  
Cost Accounting Standards? ...............................................15-34

Q 15.10.11 What are the compliance requirements of the Truth  
in Negotiations Act for government contractors? ...........15-36

Q 15.10.12 What requirements regarding anticompetitive  
behavior must a contractor comply with? ........................15-36

Compliance Issues Arising During Contract Performance ............................15-38

Q 15.11 What potential improper business practice violations  
occur during contract performance? ............................................15-38



 Table of Contents  

lxv

Disclosure of Procurement Information and Documents ...............................15-38

Q 15.11.1 What are the statutes/regulations dealing with  
disclosure of procurement information with which  
a government contractor must comply? ...........................15-38

Bribes/Illegal Gratuities ....................................................................................15-39

Q 15.11.2 What compliance issues does gift-giving raise? ...............15-39
Q 15.11.3 What is the difference between a bribe and  

a gratuity? ..............................................................................15-40
Q 15.11.4 What are acceptable gifts? ..................................................15-40
Q 15.11.5 What are the penalties for illegal giving of “things  

of value”? ...............................................................................15-41

Kickbacks ............................................................................................................15-41

Q 15.11.6 What are a federal contractor’s compliance  
obligations regarding kickbacks? .......................................15-41

Contingent Fees .................................................................................................15-42

Q 15.11.7 What is a contingent fee? ....................................................15-42
Q 15.11.8 What compliance considerations regarding contingent  

fees should a federal contractor be aware of? .................15-42

Payments to Foreign Officials ..........................................................................15-43

Q 15.11.9 What compliance issues should contractors engaging  
in foreign business activities be aware of? .......................15-43

Q 15.11.10 Are there any kinds of payments to officials that  
are permitted? ......................................................................15-44

Q 15.11.11 What are the penalties for violations? ...............................15-44

Personal Conflicts of Interest ............................................................................15-45

Q 15.11.12 What kinds of relationships may create personal  
conflicts of interest? .............................................................15-45

Q 15.11.13 What are the restrictions on current government  
employees seeking employment from government  
contractors? ..........................................................................15-45

Q 15.11.14 What are the restrictions on former government  
employees currently working for government  
contractors? ..........................................................................15-46

Table 15-1 Restrictions on a Federal Employee’s Future  
Activities As a Contractor’s Employee ..............................15-48



Corporate ComplianCe answer Book 2019

lxvi

Q 15.11.15 What are the restrictions on government employees  
who previously worked for government contractors? ...... 15-49

Q 15.11.16 What can a contractor considering hiring a  
government employee do to avoid liability? ....................15-50

Organizational Conflicts of Interest ................................................................15-51

Q 15.11.17 Under what circumstances might organizational  
conflicts of interest arise during the performance  
of a government contract? ..................................................15-51

Lobbying .............................................................................................................15-51

Q 15.11.18 What kinds of lobbying activities are restricted? ............15-51

Lobbying Disclosures .........................................................................................15-52

Q 15.11.19 What kinds of lobbying requirements must federal 
contractors comply with? ...................................................15-52

Unreasonable Restrictions on Subcontractor Sales .......................................15-52

Q 15.12 What are a contractor’s ethical obligations in relation to 
subcontractors? ...............................................................................15-52

Employment/Wage-and-Hour Compliance Issues ........................................15-53

Q 15.13 What wage-and-hour statutes and regulations should a  
compliance program account for? ................................................15-53

Q 15.13.1 What are a government contractor’s obligations  
regarding compliance with the Davis-Bacon Act? ............15-53

Q 15.13.2 What are a government contractor’s obligations  
regarding compliance with the Service Contract  
Labor Standards (formerly, and more commonly,  
known as the Service Contract Act)?.................................15-54

Q 15.13.3 What are a government contractor’s obligations  
regarding compliance with the Walsh-Healey Public  
Contracts Act? ......................................................................15-55

Q 15.13.4 What are a government contractor’s obligations  
regarding compliance with Equal Employment  
Opportunity requirements? ................................................15-56

Q 15.13.5 What are a government contractor’s obligations  
regarding compliance with the Drug-Free  
Workplace Act? .....................................................................15-57

Q 15.13.6 What are a government contractor’s obligations  
regarding compliance under other recent  
executive orders? .................................................................15-57



 Table of Contents  

lxvii

Q 15.14 Are government contractors subject to any special  
employment verification requirements? ......................................15-59

Q 15.15 What is E-Verify? ..............................................................................15-59
Q 15.15.1 Are there E-Verify exemptions? ..........................................15-60
Q 15.15.2 Must a contractor verify its entire workforce? .................15-60
Q 15.15.3 When must a contractor enroll and use E-Verify? ............15-60

Intellectual Property Compliance Issues ..........................................................15-61

Q 15.16 What proprietary intellectual property concerns should  
a compliance program account for? .............................................15-61

Q 15.16.1 What technical data and computer software rights  
should a government contractor be concerned with? ......15-61

Q 15.16.2 What copyright protections should a government 
contractor be concerned with? ..........................................15-64

Q 15.16.3 What rights in patented inventions should a  
government contractor be concerned with? ....................15-65

Domestic and Foreign Preferences ..................................................................15-65

Q 15.17 What are a government contractor’s obligations regarding  
the products/components and services it uses? ........................15-65

Q 15.17.1 What domestic and foreign preference statutes  
and regulations should a compliance program  
account for? ..........................................................................15-66

Q 15.17.2 What are a government contractor’s obligations  
regarding compliance with the Buy American Act? .........15-66

Q 15.17.3 Are there any exemptions to the Buy American Act? ......15-67
Table 15-2 Comparison of Agency Interpretations of Buy  

American Act ........................................................................15-69
Q 15.17.4 What remedies may be sought for violations of  

the Buy American Act? ........................................................15-69
Q 15.17.5 What are a government contractor’s obligations  

regarding compliance with the Trade  
Agreements Act? ...................................................................15-70

Q 15.17.6 What are a government contractor’s obligations  
regarding compliance with the Berry Amendment? ........15-71

Q 15.17.7 What are a government contractor’s obligations  
regarding compliance with the Fly America Act? ............15-72

Q 15.17.8 What are a government contractor’s obligations  
regarding compliance with the Arms Export  
Control Act? ..........................................................................15-72

Q 15.17.9 What are the Arms Export Control Act’s licensing 
requirements? .......................................................................15-73



Corporate ComplianCe answer Book 2019

lxviii

Q 15.17.10 What are the penalties for violations of the Arms  
Export Control Act? .............................................................15-74

Q 15.17.11 What are a government contractor’s obligations  
regarding compliance with the Foreign Military  
Sales Program? .....................................................................15-74

Counterfeit Electronic Parts...............................................................................15-75

Q 15.18 What obligation does a government contractor have to  
ensure that the products it delivers to the government  
do not contain “counterfeit electronic parts”? ............................15-75

Q 15.18.1 What is a “counterfeit electronic part”? ............................15-75
Q 15.18.2 What does DFARS require to prevent incorporation  

of counterfeit electronic parts into equipment  
delivered to the government? .............................................15-76

Q 15.18.3 What is an acceptable counterfeit electronic parts  
detection and avoidance system? ......................................15-76

Q 15.18.4 Are there any exemptions to this rule? .............................15-76
Q 15.18.5 Is a contractor required to flow down these  

requirements to its subcontractors? .................................15-77
Q 15.18.6 Is a contractor required to report to the government 

information concerning suspected or confirmed  
counterfeit electronic parts? ..............................................15-77

Q 15.18.7 Are the costs of dealing with counterfeit electronic  
parts and any required rework or corrective  
action allowable? ..................................................................15-77

Special Considerations ......................................................................................15-78

Compliance Issues Arising Under Particular Types of Contracts ................15-78

Q 15.19 What particular types of government contracts raise  
special compliance issues? ............................................................15-78

Q 15.19.1 What special issues should a small business  
compliance plan address? ...................................................15-78

Q 15.19.2 What issues may arise in GSA contracts? .........................15-79

Compliance Issues Arising Under the Sarbanes-Oxley Act .........................15-82

Q 15.20 How does the Sarbanes-Oxley Act affect government  
contractors? .....................................................................................15-82

Q 15.20.1 What advantages do government contractors  
have in dealing with Sarbanes-Oxley? ...............................15-82

Q 15.20.2 What obligations do officers of government  
contractors have under Sarbanes-Oxley? .........................15-83



 Table of Contents  

lxix

Q 15.20.3 What obligations do program managers and  
product line executives have? ............................................15-83

Q 15.20.4 What are in-house lawyers’ obligations? ...........................15-84

Compliance Issues Arising Under the Freedom of Information Act ............15-84

Q 15.21 What compliance issues may arise under the Freedom of 
Information Act? ..............................................................................15-84

Combating Trafficking in Persons ....................................................................15-85

Q 15.22 What are a government contractor’s responsibilities with  
respect to eliminating human trafficking from the  
supply chain? ...................................................................................15-85

Q 15.22.1 What are the human trafficking activities that are  
required to be prevented? ...................................................15-85

Q 15.22.2 Under what circumstances must a government  
contractor notify the government about human  
trafficking activities it learns of? ........................................15-86

Q 15.22.3 What must a government contractor do if the  
agency inspector general undertakes an investigation  
concerning human trafficking? ...........................................15-87

Q 15.22.4 What are the possible consequences a government 
contractor might face for failing to fulfill the  
anti–human trafficking requirements? ...............................15-87

Q 15.22.5 Should a government contractor’s compliance  
program be revised to account for anti–human  
trafficking requirements? ....................................................15-88

Q 15.22.6 Are there certification requirements concerning  
compliance with anti–human trafficking  
requirements? .......................................................................15-89

Q 15.22.7 Is a government contractor required to flow down  
these requirements to its subcontractors? .......................15-89

Cybersecurity ......................................................................................................15-90

Q 15.23 What are a federal contractor’s compliance responsibilities  
regarding cybersecurity? ................................................................15-90

Q 15.23.1 What are the cybersecurity requirements for  
government contractors with contracts issued  
by the Department of Defense? ..........................................15-91

Q 15.23.2 What are the cybersecurity requirements for  
government contractors with contracts issued by  
civilian agencies? ..................................................................15-92

Q 15.23.3 Are there any other cybersecurity requirements? ...........15-92



Corporate ComplianCe answer Book 2019

lxx

Chapter 16 Suspension and Debarment from Federal 
Contracting and Programs

Steven D. Gordon

The Basics ..............................................................................................................16-2

Q 16.1 What are suspension and debarment? ...........................................16-2

Purposes of Suspension and Debarment ..........................................................16-3

Q 16.2 What is the purpose of debarment or suspension? ......................16-3

Consequences of Suspension and Debarment ................................................16-3

Q 16.3 What are the consequences of suspension and debarment? ......16-3
Q 16.3.1 Does a suspension or debarment affect existing  

contracts or transactions? ....................................................16-4

Regulatory Regime...............................................................................................16-4

Q 16.4 What is the legal authority for agencies to impose  
suspensions and debarments? ........................................................16-4

Imposition of Suspension or Debarment ...........................................................16-5

Agency Role in Decision Making and Implementation ..................................16-5

Q 16.5 How is a determination to impose suspension or  
debarment made? ..............................................................................16-5

Q 16.6 Who actually imposes a suspension or debarment? ....................16-5
Q 16.6.1 Is the impact of a suspension or debarment limited  

to the agency that imposes it? ..............................................16-6
Q 16.6.2 Is there any coordination among the agencies with  

respect to imposing suspension or debarment? ................16-6

Scope of Application of Suspension or Debarment .......................................16-7

Q 16.7 Does a suspension or debarment apply to all divisions or 
subsidiaries of a company? ..............................................................16-7

Conduct Constituting Cause ...............................................................................16-7

Q 16.8 What constitutes “cause” for suspension or debarment? ...........16-7
Q 16.8.1 Can a company (or one of its officers) be debarred  

based on the improper conduct of an employee or  
an affiliated company? ...........................................................16-8

Mitigating Factors in Debarment .......................................................................16-9

Q 16.9 What mitigating factors might outweigh the existence of  
cause for debarment? .......................................................................16-9



 Table of Contents  

lxxi

Term Length .........................................................................................................16-10

Q 16.10 Is there a limit on the length of suspensions and  
debarments? ....................................................................................16-10

Q 16.10.1 Can a debarment be extended? ..........................................16-11
Q 16.10.2 Can a debarment be reduced in length or scope? ...........16-11

Conduct of Proceedings ....................................................................................16-12

Q 16.11 How do suspension/debarment proceedings work? ..................16-12

Avoiding Suspension or Debarment ................................................................16-13

Settlement ............................................................................................................16-13

Q 16.12 Is it possible to settle a suspension/debarment action  
with an agency? ...............................................................................16-13

Administrative Agreements ...............................................................................16-14

Q 16.13 What are administrative agreements and how do  
they work? ........................................................................................16-14

Judicial Review ...................................................................................................16-16

Q 16.14 Can a suspension or debarment be challenged in court? ..........16-16

Chapter 17 International Investigations
Steven D. Gordon

The Basics ..............................................................................................................17-2

Q 17.1 What is an international investigation? ..........................................17-2

Special Issues ........................................................................................................17-3

Q 17.2 What are some of the special issues raised by international 
investigations? ...................................................................................17-3

Document Collection/Review .............................................................................17-3

Q 17.3 What kinds of considerations are raised by special issues  
related to document collection and review? .................................17-3

Witness Interviews ...............................................................................................17-4

Q 17.4 What special issues exist relating to witness interviews? ...........17-4
Q 17.4.1 Can telephone interviews be used? .....................................17-5



Corporate ComplianCe answer Book 2019

lxxii

Attorney-Client Privilege ......................................................................................17-6

Q 17.5 Does the attorney-client privilege apply in an international 
investigation? .....................................................................................17-6

Jurisdiction ............................................................................................................17-6

Q 17.6 When do U.S. courts have jurisdiction over a company’s  
foreign activities? ..............................................................................17-6

Q 17.6.1 Do U.S. laws apply to conduct outside the  
United States? .........................................................................17-6

Travel .....................................................................................................................17-8

Q 17.7 Does travel to the United States by foreign officers raise  
any special issues? ............................................................................17-8

Affected Practice Areas .......................................................................................17-8

Q 17.8 What are some of the major practice areas where  
international investigations typically occur? ................................17-8

Cartel Anticompetitive and Unfair Business Practices ....................................17-9

Q 17.8.1 How frequent and significant are government  
investigations of suspected international cartels? ............17-9

Q 17.8.2 Does the government face special problems in  
investigating and prosecuting international cartels? ........17-9

Q 17.8.3 Why has the government been so successful in  
prosecuting international cartels? .....................................17-10

Noncartel Anticompetitive and Unfair Business Practices ...........................17-10

Q 17.8.4 What are investigation “triggers” in the area of  
noncartel anticompetitive and unfair business  
practices? ..............................................................................17-10

Anti-Bribery .........................................................................................................17-11

Q 17.8.5 What laws address bribery in an international  
context? .................................................................................17-11

Q 17.8.6 Who is subject to the Foreign Corrupt Practices Act? ......17-11
Q 17.8.7 Is there an international consensus on anti-bribery 

regulation? .............................................................................17-11

Export Controls ...................................................................................................17-11

Q 17.8.8 Why do export controls trigger international  
investigations? ......................................................................17-11

Q 17.8.9 Is there a particular industry significantly affected  
by U.S. export controls? ......................................................17-12



 Table of Contents  

lxxiii

Q 17.8.10 What sorts of issues commonly arise in international 
investigations of export control issues? ...........................17-12

Corporate Governance .....................................................................................17-13

Q 17.8.11 What failures in corporate governance trigger an 
investigation? ........................................................................17-13

Q 17.8.12 Are there external triggers for a corporate governance 
investigation? ........................................................................17-13

Intellectual Property ...........................................................................................17-13

Q 17.8.13 What industries are vulnerable to international  
intellectual property rights infringement? ........................17-13

Q 17.8.14 What legal actions are available to a party whose  
IP rights are being infringed abroad? .................................17-14

Conducting an Effective International Investigation ......................................17-15

Initial Steps .........................................................................................................17-15

Q 17.9 What preliminary considerations are necessary prior to  
carrying out an international investigation? ...............................17-15

Conducting the Investigation ............................................................................17-16

Q 17.9.1 Who will conduct the investigation? .................................17-16

Chapter 18 Foreign Corrupt Practices Act
Don Zarin & Timothy D. Belevetz

PART I  
FCPA’s Anti-Bribery Provisions

Prohibition on Bribery .........................................................................................18-3

Q 18.1 What do the anti-bribery provisions of the FCPA prohibit?.........18-3
Q 18.2 Who is subject to prosecution under the FCPA? ...........................18-4

Jurisdictional Prerequisites .................................................................................18-4

“Issuers” ................................................................................................................18-4

Q 18.3 What are the meaning and scope of “issuers”? .............................18-4

“Domestic Concerns” ..........................................................................................18-5

Q 18.4 What are the meaning and scope of “domestic concerns”? ........18-5



Corporate ComplianCe answer Book 2019

lxxiv

“Officer, Director, Employee, Agent, or Stockholder” ...................................18-6

Q 18.5 What are the scope and application of “officer, director,  
employee, agent, or stockholder”? .................................................18-6

Q 18.5.1 What is the scope of an agency relationship and the 
application of principles of agency in determining  
FCPA liability? .........................................................................18-6

Foreign Persons, Foreign Non-Issuer Entities ...................................................18-9

Q 18.6 To what extent does the FCPA apply to foreign natural and  
legal persons? ....................................................................................18-9

Q 18.6.1 What does “territory of the United States”  
encompass? ...........................................................................18-12

Q 18.6.2 Would a person physically outside the United States  
who causes an act to be done within the territory  
of the United States fall under FCPA jurisdiction? ...........18-12

Q 18.6.3 Is a U.S. parent company necessarily liable under the  
FCPA’s anti-bribery provision for improper conduct  
of its foreign subsidiary? .....................................................18-13

“Instrumentality of Interstate Commerce” .......................................................18-14

Q 18.7 What are the meaning and scope of “instrumentality of  
interstate commerce”? ....................................................................18-14

Q 18.7.1 What is nationality jurisdiction? ........................................18-15

“Corruptly” ..........................................................................................................18-18

Q 18.8 What are the meaning and scope of “corruptly”? .......................18-18
Q 18.8.1 What constitutes corrupt intent, and how important  

is intent in establishing the “corruptly” standard? ..........18-18
Q 18.8.2 Does the FCPA apply to payments involving duress  

or extortion? .........................................................................18-19

“Foreign Official” ..............................................................................................18-20

Q 18.9 What is the meaning and scope of “foreign official”? .................18-20
Q 18.9.1 What is the meaning and scope of “officer or  

employee” as used in the definition of  
“foreign official”? ..................................................................18-21

Q 18.9.2 What is the meaning and scope of “agency or 
instrumentality” of a foreign government as used  
in the definition of “foreign official”? .................................18-22

Q 18.9.3 What is the meaning and scope of “acting for or  
on behalf of” as used in the definition of  
“foreign official”? ..................................................................18-25



 Table of Contents  

lxxv

Q 18.9.4 What is the meaning and scope of “public  
international organization” as used in the  
definition of “foreign official”? ............................................18-26

Foreign Political Party; Candidate for Foreign Political Office ...................18-27

Q 18.10 Why does the FCPA prohibit offers or payments to a  
foreign political party or official thereof or any  
candidate for foreign political office? ...........................................18-27

Q 18.10.1 How does the FCPA determine whether a payment  
to a foreign political party/candidate is legitimate  
or corrupt? ............................................................................18-27

Q 18.10.2 Can the foreign agent of a U.S. company make  
contributions to a foreign political party/candidate? ........18-28

“Anything of Value” ...........................................................................................18-28

Q 18.11 What is the meaning and scope of “anything of value”? ............18-28
Q 18.11.1 Does “anything of value” under the FCPA extend to 

payments given to a third party in whose welfare  
the beneficiary is interested? .............................................18-30

Q 18.11.2 Can charitable contributions be construed as  
“anything of value” for purposes of FCPA liability? .........18-31

Influencing a Foreign Official ..........................................................................18-31

Q 18.12 Is the FCPA limited to payments designed to influence a  
foreign official’s acts or decisions? ...............................................18-31

Business Purpose Test ........................................................................................18-32

Q 18.13 What is the business purpose test under the FCPA? ..................18-32
Q 18.13.1 What are some examples of actions taken to obtain  

or retain business? ...............................................................18-33

Payments Through a Third Party .....................................................................18-33

Q 18.14 What liability is there under the FCPA for bribery payments  
made through third parties? ..........................................................18-33

Q 18.14.1 Who falls within the scope of “any person . . .” for  
purposes of third-party payments? ...................................18-34

Knowledge Standard ........................................................................................18-35

Q 18.15 Are individuals and businesses still subject to FCPA  
liability if a bribe is paid by a third party without their  
actual knowing? ...............................................................................18-35

Q 18.15.1 What should a company do if it suspects possible  
wrongdoing by a foreign agent or other third party? ......18-38



Corporate ComplianCe answer Book 2019

lxxvi

Q 18.15.2 What are some examples of “red flags” associated  
with third parties? ................................................................18-39

Standard of Authorization ................................................................................18-41

Q 18.16 What is the standard for authorization of illicit payments  
under the FCPA? ..............................................................................18-41

Q 18.16.1 What constitutes implicit authorization? ..........................18-41
Q 18.16.2 Does passive acquiescence constitute authorization? .....18-41
Q 18.16.3 What should a company do if it suspects that a  

payment it did not authorize has been made? .................18-43

PART II  
FCPA’s Accounting Provisions

Prohibition on Off-the-Books Accounting .......................................................18-44

Q 18.17 What do the accounting provisions of the FCPA prohibit? ........18-44

Books and Records ............................................................................................18-45

Q 18.18 What does the “books and records” provision require? ............18-45
Q 18.18.1 What constitutes “records” covered by the  

books-and-records provision? ............................................18-45
Q 18.18.2 What constitutes “in reasonable detail”? ..........................18-45
Q 18.18.3 What constitutes “accurately and fairly”? ........................18-45
Q 18.18.4 How many years of records must an issuer keep? ...........18-46

Internal Controls .................................................................................................18-46

Q 18.19 What does the “internal controls” provision cover? ..................18-46
Q 18.19.1 What is the standard for assessing an issuer’s  

internal controls? .................................................................18-47
Q 18.19.2 Are there specific internal controls that an issuer is  

required to adopt? ................................................................18-47
Q 18.20 Who is subject to civil exposure under the accounting  

provisions? .......................................................................................18-48
Q 18.20.1 Is there criminal exposure for violations of the  

accounting provisions?........................................................18-49
Q 18.20.2 What constitutes “knowingly and willfully” violating  

the accounting provisions? .................................................18-50

Penalties ..............................................................................................................18-50

Q 18.21 What are the penalties for violations of the accounting  
provisions? .......................................................................................18-50



 Table of Contents  

lxxvii

Chapter 19 Export Controls
Antonia I. Tzinova, Ronald A. Oleynik, Jonathan M. Epstein,  
Andrew McAllister & Libby Bloxom

Overview ..............................................................................................................19-4

Q 19.1 Generally speaking, what do U.S. export laws and regulations  
aim to achieve? ..................................................................................19-4

Q 19.1.1 How do export controls seek to achieve those  
objectives? ..............................................................................19-4

Q 19.1.2 Which U.S. agencies regulate exports from the  
United States? .........................................................................19-5

Export of Defense Articles and Services ...........................................................19-6

Q 19.2 How are defense exports regulated? ...............................................19-6
Table 19-1 United States Munitions List .......................................................19-6

International Traffic in Arms Regulations ..........................................................19-8

Q 19.3 What is the scope of the ITAR? ........................................................19-8
Q 19.3.1 What is a defense article? .....................................................19-8
Q 19.3.2 What is technical data? .........................................................19-9
Q 19.3.3 What are defense services? ..................................................19-9
Q 19.3.4 What is “look through” treatment under the ITAR? ...........19-9
Q 19.3.5 What does the USML cover? .................................................19-9
Q 19.3.6 How can an exporter determine that an item is  

ITAR-controlled? .....................................................................19-9

Exports and Re-Exports .....................................................................................19-10

Q 19.4 What constitutes an export under the ITAR? ...............................19-10
Q 19.4.1 What are re-exports and retransfers? ................................19-11

Registration and Licensing ................................................................................19-11

Q 19.4.2 How can a company obtain DDTC authorization  
to export? ..............................................................................19-11

Q 19.4.3 Are there exemptions to ITAR licensing? ..........................19-12

Brokering .............................................................................................................19-13

Q 19.4.4 What are the requirements for brokering defense  
exports? .................................................................................19-13

Commercial “Dual-Use” Goods and Technology ...........................................19-13

Q 19.5 How are commercial goods and technology exports  
regulated? .........................................................................................19-13



Corporate ComplianCe answer Book 2019

lxxviii

Export Administration Regulations ..................................................................19-14

Q 19.5.1 What is the scope of the EAR? ............................................19-14
Q 19.5.2 What categories of items and technology require a  

license to export under the EAR? .......................................19-14
Q 19.5.3 What are the CCL categories? .............................................19-15
Table 19-2 CCL Categories .....................................................................19-15

Export and Re-Export .........................................................................................19-16

Q 19.5.4 What constitutes an export or re-export? .........................19-16

Licensing ..............................................................................................................19-17

Q 19.5.5 How does an exporter determine if it needs a license  
to export dual-use goods and technology? .......................19-17

Q 19.5.6 How can a license be obtained? .........................................19-18
Q 19.5.7 How are less sensitive military items being  

incorporated into the EAR, and what does this mean? .....19-18

Economic Sanctions Programs .........................................................................19-19

Prohibited Transactions .....................................................................................19-19

Q 19.6 What activities are prohibited by U.S. economic sanctions 
programs? .........................................................................................19-19

Q 19.6.1 Are there exceptions to the prohibition on  
exportation to sanctioned countries? ...............................19-20

Q 19.6.2 What are terrorist and other barred entity lists? .............19-20
Table 19-3 Lists of Barred Entities ........................................................19-20

Administration and Jurisdiction ........................................................................19-21

Q 19.6.3 Who administers economic sanctions programs? ...........19-21
Q 19.6.4 Who is a “U.S. person”? .......................................................19-21
Q 19.6.5 What are the jurisdictional limits of OFAC embargo 

programs?..............................................................................19-22

Penalties for Export Violations .........................................................................19-22

Q 19.7 What are the penalties for violation of the controls on  
defense exports? .............................................................................19-22

Q 19.7.1 What are the penalties for violation of the controls  
on dual-use item exports? ...................................................19-23

Q 19.7.2 What are the penalties for exporting to a sanctioned 
country? ................................................................................19-23

Q 19.7.3 Who is subject to penalties for export violations? ..........19-24



 Table of Contents  

lxxix

Q 19.7.4 How are penalties determined? ..........................................19-24
Q 19.7.5 What factors do the DDTC, BIS, and OFAC take into  

account in assessing penalties? .........................................19-25

Effective Export Compliance Programs ...........................................................19-27

Industry Best Practices .......................................................................................19-27

Q 19.8 What are the industry best practices related to export 
compliance? .....................................................................................19-27

Q 19.8.1 What is the role of management? .......................................19-28
Q 19.8.2 What are the roles of those groups recognized as 

“compliance personnel”? ....................................................19-28
Q 19.8.3 How important is an export compliance program  

manual?..................................................................................19-29
Q 19.8.4 What role should training play? .........................................19-29
Q 19.8.5 What are a company’s record-keeping obligations? ........19-30
Q 19.8.6 How should companies approach compliance in  

light of rapid changes in export laws? ...............................19-30
Table 19-4 How to Create a User-Friendly Compliance Manual ........19-32
Q 19.8.7 What is the importance of internal audits? ......................19-35
Q 19.8.8 How should suspected violations be reported? ...............19-35
Q 19.8.9 Why does a company need clear disciplinary  

procedures? ..........................................................................19-35

Designing an Export Compliance Program ...................................................19-36

Q 19.9 What are the first steps a company should take when  
drafting a compliance program? ...................................................19-36

Q 19.9.1 Isn’t there a one-size-fits-all program companies  
can adopt? .............................................................................19-36

Q 19.9.2 What are the pitfalls to avoid in designing an export 
compliance program? ..........................................................19-37

Q 19.9.3 What key questions should be posed when designing  
an export compliance program? ........................................19-37

Table 19-5 Identifying Risk Factors When Designing an Export 
Compliance Program ...........................................................19-38

Export Controls and Universities .....................................................................19-40

Deemed Exports .................................................................................................19-40

Q 19.10 Why should universities be concerned about  
export controls? ..............................................................................19-40



Corporate ComplianCe answer Book 2019

lxxx

Foreign Students.................................................................................................19-41

Q 19.11 What do export controls concerns related to the defense  
and high-technology sectors have to do with institutions  
of higher education? .......................................................................19-41

Q 19.11.1 Who is a “foreign student” for purposes of  
export controls? ...................................................................19-42

Q 19.11.2 Can an institution’s treatment of foreign students  
differ from that of U.S. students?........................................19-42

Q 19.12 What institution activities may fall under the export  
controls? ...........................................................................................19-43

Regulation of Teaching ......................................................................................19-43

Q 19.13 Is all information taught at universities subject to  
export controls? ..............................................................................19-43

Q 19.13.1 What information qualifies as “publicly available”  
and thus not subject to export controls? ..........................19-44

Q 19.13.2 How is educational information subject to export  
controls? ................................................................................19-45

Regulation of Research .....................................................................................19-46

Q 19.14 Are the results of fundamental research subject to  
export controls? ..............................................................................19-46

Q 19.14.1 How does an institution apply the fundamental  
research exception in practice? .........................................19-47

Q 19.14.2 What are the limitations on publication or  
dissemination of the research results? ..............................19-47

Q 19.14.3 What are some pitfalls to avoid in negotiating  
research grants or funding? ................................................19-48

Teaching Abroad and Foreign Campuses .....................................................19-48

Q 19.15 Can a U.S. university professor teach abroad? ............................19-48
Q 19.16 Are there limitations on setting up a foreign campus? ...............19-49

Export Controls Compliance ............................................................................19-49

Q 19.17 How can an institution set up successful screening  
and compliance procedures? .........................................................19-49



 Table of Contents  

lxxxi

Chapter 20 Corporate Political Activity
Christopher DeLacy & Andrew H. Emerson

Impermissible Corporate Political Activities .....................................................20-3

Q 20.1 May a corporation contribute to a candidate directly  
out of its treasury? ............................................................................20-3

Permissible Corporate Political Activities ..........................................................20-4

Q 20.2 How may corporations participate in the federal  
political process? ..............................................................................20-4

Q 20.3 May a corporation expend any resources in support of a  
candidate for federal election? ........................................................20-4

Political Action Committees (PACs).....................................................................20-5

Basic Requirements and Restrictions .................................................................20-5

Q 20.4 What is a PAC? ...................................................................................20-5
Q 20.4.1 Are there restrictions on who can participate in  

a PAC/SSF? ...............................................................................20-5
Q 20.4.2 Are there limits and restrictions on how a  

corporation can support an SSF? .........................................20-5
Q 20.4.3 What kinds of restrictions are there on solicitation  

of contributions to SSFs? .......................................................20-6
Q 20.4.4 Who makes up the “restricted class”? .................................20-7

Formation and Operation ...................................................................................20-7

Q 20.5 How does a corporation form a PAC? .............................................20-7
Q 20.5.1 What are the disclosure requirements for a PAC? .............20-8
Q 20.5.2 What are contribution limits for PACs? ...............................20-9
Q 20.5.3 How can a corporation ensure PAC compliance? ..............20-9
Q 20.5.4 What should a PAC compliance program look like? ..........20-9

Corporate Communications ..............................................................................20-10

Definitions ...........................................................................................................20-10

Q 20.6 What is express advocacy? ............................................................20-10
Q 20.7 What is issue advocacy? .................................................................20-10
Q 20.8 What is an electioneering communication? .................................20-10
Q 20.9 What is an independent expenditure? ..........................................20-11
Q 20.10 What is coordination? .....................................................................20-11



Corporate ComplianCe answer Book 2019

lxxxii

Requirements and Restrictions ..........................................................................20-11

Q 20.11 What may a corporation communicate about a federal  
candidate to its employees? ..........................................................20-11

Q 20.11.1 What may a corporation communicate about a  
federal candidate outside its restricted class? .................20-12

Q 20.11.2 How is express advocacy regulated? .................................20-13
Q 20.11.3 Is issue advocacy regulated? ..............................................20-14
Q 20.11.4 How are electioneering communications regulated? ......20-14
Q 20.11.5 Is coordination permitted?..................................................20-14
Q 20.11.6 What disclosure requirements apply to corporate 

communications? .................................................................20-14

Super PACs ..........................................................................................................20-17

Q 20.12 What is a Super PAC? ......................................................................20-17
Q 20.12.1 Who can make contributions to a Super PAC? .................20-17
Q 20.12.2 Who is prohibited from making contributions to a  

Super PAC? ............................................................................20-17
Q 20.12.3 What kinds of limitations and restrictions are  

placed on a Super PAC’s activities?....................................20-17
Q 20.13 How are Super PACs regulated? .....................................................20-18

Q 20.13.1 Are Super PACs required to disclose their donors? .........20-18
Q 20.13.2 What steps can a corporation take to vet  

contributions to third parties? ...........................................20-19

Permissible Employee Political Activities .........................................................20-20

Q 20.14 How much can individual employees contribute to federal 
candidates? ......................................................................................20-20

Q 20.14.1 What other limitations and conditions exist for 
contributions from individuals? .........................................20-21

Q 20.15 What is “bundling”? .........................................................................20-22
Q 20.15.1 May corporate employees “bundle” contributions  

to federal candidates? .........................................................20-22
Q 20.16 May corporate employees engage in political activity  

related to a federal election while at work? .................................20-22

Other Permissible Corporate Activities ...........................................................20-23

Q 20.17 May corporate resources or facilities be used in conjunction  
with a federal election? ...................................................................20-23

Q 20.17.1 May a corporation invite a federal candidate to  
its facility? .............................................................................20-23

Q 20.17.2 May a corporation allow a federal candidate to  
fly on its private aircraft? ....................................................20-24



 Table of Contents  

lxxxiii

Lobbying Activities .............................................................................................20-25

Lobbying Disclosure Act of 1995 ....................................................................20-25

Q 20.18 What is the Lobbying Disclosure Act of 1995? ............................20-25
Q 20.18.1 Who must register under the LDA? ....................................20-25
Q 20.18.2 What are the penalties for violating the LDA? ..................20-25

Key LDA Definitions ...........................................................................................20-26

Q 20.18.3 What is a “lobbying contact”? ............................................20-26
Q 20.18.4 What is not a “lobbying contact”? ......................................20-26
Q 20.18.5 What are “lobbying activities”? ..........................................20-26
Q 20.18.6 Who is a “lobbyist”? .............................................................20-26
Q 20.18.7 Who is a “covered official”? ................................................20-26

Registration and Reporting Under the LDA ....................................................20-27

Q 20.19 What is the process for registering under the LDA? ...................20-27
Q 20.19.1 What are the contents of the LDA registration? ...............20-28
Q 20.19.2 What are the contents of the LDA quarterly reports? .......20-28
Q 20.19.3 What are the contents of the LDA semi-annual  

report and certification? .....................................................20-29
Q 20.19.4 What is the filing schedule under the LDA? ......................20-31
Q 20.19.5 What if my corporation only lobbied the executive  

branch? ..................................................................................20-31
Q 20.19.6 Does an in-house lobbyist for a foreign corporation  

also need to register under the Foreign Agents  
Registration Act? ..................................................................20-31

Q 20.20 Has anyone ever been prosecuted for an LDA violation? ..........20-32
Q 20.21 Will my LDA reports be audited by GAO? ....................................20-32
Q 20.22 What should an LDA compliance program include? ...................20-33

Executive Branch Lobbying Restrictions ..........................................................20-34

Q 20.23 Does the executive branch have any lobbying restrictions? .......20-34

House and Senate Gift and Travel Rules .........................................................20-35

Q 20.24 Who is subject to the House and Senate gift and  
travel rules? ......................................................................................20-35

Q 20.24.1 Do other government entities have their own rules? ......20-36
Q 20.24.2 Are House and Senate rules the same?..............................20-36
Q 20.24.3 How can a corporation obtain information about  

House and Senate rules? .....................................................20-36
Q 20.25 What House and Senate rules should a corporation  

be aware of? .....................................................................................20-36



Corporate ComplianCe answer Book 2019

lxxxiv

Gift Rule...............................................................................................................20-37

Q 20.26 What is the gift rule? .......................................................................20-37
Q 20.26.1 What is a “gift”? ....................................................................20-37
Q 20.26.2 What gifts are acceptable? ..................................................20-37
Q 20.26.3 What are some relevant exceptions to the gift rule? .......20-37
Q 20.26.4 May a lobbyist provide a gift?.............................................20-38
Q 20.26.5 What is the “personal friendship” exception? ..................20-38
Q 20.26.6 What is the “widely attended event” exception to  

the gift rule? ..........................................................................20-39
Q 20.26.7 What is the “charitable event” exception? ........................20-39
Q 20.26.8 What is the “commemorative item” exception to  

the gift rule? ..........................................................................20-40
Q 20.26.9 What is the “food or drink of a nominal value”  

exception to the gift rule? ...................................................20-40

Travel Rules .........................................................................................................20-41

Q 20.27 What are the rules for travel? ........................................................20-41
Q 20.27.1 What is “officially connected” travel? ................................20-41
Q 20.27.2 What are “necessary expenses”? .......................................20-41
Q 20.27.3 Who may pay for officially connected travel? ..................20-42
Q 20.27.4 What are the rules for “One-Day Event Trips”? ................20-42

Private Aircraft....................................................................................................20-43

Q 20.28 What are the House and Senate rules for travel on  
private aircraft? ...............................................................................20-43

State and Local Governments...........................................................................20-43

Q 20.29 What do corporations need to know about state and  
local laws and regulations? ............................................................20-43

Pay-to-Play Laws .................................................................................................20-44

Q 20.30 What are pay-to-play laws? ............................................................20-44
Q 20.30.1 Does the federal government have pay-to-play laws? .......20-44
Q 20.30.2 Which states have pay-to-play laws? .................................20-45
Q 20.30.3 Which localities have pay-to-play laws? ............................20-45
Q 20.30.4 Do any other entities have pay-to-play laws? ...................20-46

Q 20.31 How does pay-to-play disclosure work? .......................................20-46
Q 20.32 What should a pay-to-play compliance program include? .........20-46

Tax Consequences of Lobbying and Political Activity ...................................20-48

Q 20.33 Can corporations take a tax deduction for lobbying or  
political expenses? ..........................................................................20-48



 Table of Contents  

lxxxv

Q 20.34 What constitutes lobbying or political activity for the  
purposes of non-deductibility? ......................................................20-48

Q 20.35 What does it mean to “influence legislation” under the IRC? .......20-49
Q 20.36 Who are “covered officials?” under the IRC? ...............................20-49
Q 20.37 What is “grassroots lobbying”? .....................................................20-49
Q 20.38 How should corporations account for dues payments and  

other contributions to trade associations that engage  
in lobbying? ......................................................................................20-50

Q 20.39 How should a corporation track its non-deductible  
lobbying or political expenses? .....................................................20-51

Chapter 21 Environmental Law
Bonni F. Kaufman, Stacy Watson May & John S. Irving IV

Federal Statutes and Regulations ......................................................................21-5

Q 21.1 How are environmental issues regulated in the  
United States? ....................................................................................21-5

Q 21.2 What are the major federal environmental laws with  
general application to business operations that we  
need to be aware of and comply with? ...........................................21-5

Table 21-1 Federal Environmental Laws.......................................................21-6

Enforcement of Environmental Laws .................................................................21-6

Q 21.3 What makes a case criminal instead of civil? ................................21-6
Q 21.4 Can the actions of others be imputed to the company or  

to me personally? ..............................................................................21-8
Q 21.5 What else should I know about criminal enforcement? ...............21-8
Q 21.6 What should I do in the event of an inspection or  

search warrant? .................................................................................21-8

Resource Conservation and Recovery Act ......................................................21-10

Q 21.7 What is the Resource Conservation and Recovery Act? ............21-10
Q 21.7.1 What is “hazardous waste”?................................................21-11
Q 21.7.2 How does a generator properly manage and  

dispose of hazardous waste? ..............................................21-11
Q 21.7.3 What are the reporting requirements for hazardous  

waste generators? ................................................................21-12



Corporate ComplianCe answer Book 2019

lxxxvi

Storage and Accumulation of Hazardous Waste .........................................21-12

Q 21.7.4 What are the allowances for hazardous  
waste storage? ......................................................................21-12

Q 21.7.5 How are underground storage tanks (USTs) for  
hazardous waste regulated? ...............................................21-13

Release of Hazardous Waste ..........................................................................21-14

Q 21.7.6 What am I required to do if I release  
hazardous waste? .................................................................21-14

Q 21.7.7 Is used oil subject to RCRA regulation?.............................21-14
Q 21.7.8 Is lead-based paint subject to RCRA regulation? .............21-15

Compliance and Enforcement ..........................................................................21-15

Q 21.7.9 What are the penalties for RCRA violations? ....................21-15

CERCLA/Superfund ............................................................................................21-15

Q 21.8 What does CERCLA provide? .........................................................21-15

Release Reporting ..............................................................................................21-16

Q 21.8.1 What are CERCLA’s hazardous substance release  
reporting requirements? .....................................................21-16

Property Cleanup Liability ................................................................................21-16

Q 21.8.2 How does CERCLA govern cleanup of property  
containing hazardous substances? ....................................21-16

Q 21.8.3 Who is subject to CERCLA liability for release of  
a hazardous substance? ......................................................21-17

Q 21.8.4 Is anyone exempted from liability? ....................................21-17

Recycling and SREA ..........................................................................................21-17

Q 21.9 What is the Superfund Recycling Equity Act? .............................21-17
Q 21.9.1 What is “recyclable material”? ...........................................21-17
Q 21.9.2 What does the SREA consider “recycling”? ......................21-18

Enforcement ........................................................................................................21-18

Defenses ..............................................................................................................21-19

Q 21.9.3 What are some defenses to CERCLA liability? ..................21-19

Hazardous Chemical Emergencies and EPCRA ..............................................21-20

Q 21.10 What is the EPCRA? .........................................................................21-20



 Table of Contents  

lxxxvii

Compliance and Enforcement ..........................................................................21-20

Q 21.10.1 How does the EPCRA regulate hazardous chemicals? ......21-20
Q 21.10.2 What are the penalties for noncompliance with EPCRA? .....21-21

Clean Air Act (CAA) ...........................................................................................21-22

Q 21.11 What is the intent of the Clear Air Act? ........................................21-22
Q 21.11.1 What kinds of air pollutants does the CAA aim to  

clean up?................................................................................21-22
Q 21.11.2 How does the CAA regulate criteria pollutants? ..............21-22
Q 21.11.3 What are some of the ways the CAA regulates HAPs? .......21-23
Q 21.11.4 How does the CAA regulate greenhouse  

gas emissions? ......................................................................21-24

Compliance/Permits ..........................................................................................21-24

Q 21.11.5 What kinds of CAA reporting/compliance  
requirements should businesses be aware of? .................21-24

Violations and Penalties ....................................................................................21-26

Q 21.11.6 What constitutes a violation of the CAA?..........................21-26
Q 21.11.7 What are the penalties for CAA violations? ......................21-26

Clean Water Act (CWA) .....................................................................................21-27

Q 21.12 What is the aim of the Clean Water Act? ......................................21-27
Q 21.12.1 What kinds of pollutants are regulated by the CWA? ......21-27
Q 21.12.2 How does the CWA protect the nation’s waters? .............21-27
Q 21.12.3 What are point source discharges? ....................................21-27
Q 21.12.4 What are nonpoint sources? ...............................................21-28

NPDES Permits ...................................................................................................21-28

Q 21.12.5 What is an NPDES permit required for? ............................21-28
Q 21.12.6 What are the requirements for a discharging  

facility to be issued an NPDES permit?..............................21-28

Storm Water Discharges ...................................................................................21-29

Q 21.12.7 Which kinds of storm water discharges require an  
NPDES permit? ......................................................................21-29

Publicly Owned Treatment Works ...................................................................21-29

Q 21.12.8 What kind of permits are required for municipal  
sewage treatment plants?....................................................21-29

Wetlands Regulation and Development/Dredge and Fill Permits ..............21-30

Q 21.12.9 What other permits are required by the CWA? ................21-30



Corporate ComplianCe answer Book 2019

lxxxviii

Spill Prevention Control and Countermeasures .............................................21-31

Q 21.12.10 What regulations should facilities dealing with oil  
be aware of? ..........................................................................21-31

Q 21.12.11 What does the SPCC consider “oil”? ..................................21-31
Q 21.12.12 What must an SPCC plan include? .....................................21-31
Q 21.12.13 What other requirements do the SPCC regulations  

impose? ..................................................................................21-32

Enforcement ........................................................................................................21-33

Q 21.12.14 What are the penalties for CWA violations? ......................21-33

Toxic Substances Control Act ............................................................................21-34

Q 21.13 What is the intent of the Toxic Substances Control Act? ...........21-34
Q 21.13.1 What substances does the TSCA address? .......................21-34
Q 21.13.2 Are all substances not on the inventory of existing 

chemicals banned? ...............................................................21-35

Reporting Requirements ....................................................................................21-35

Q 21.13.3 What reporting requirements does TSCA impose? ..........21-35

Regulation of Asbestos ......................................................................................21-36

Q 21.14 How is asbestos regulated? ............................................................21-36

Regulation of Lead-Based Paint .......................................................................21-36

Q 21.15 How is lead-based paint regulated? ..............................................21-36

Regulation of Polychlorinated Biphenyls (PCBs) ............................................21-37

Q 21.16 How are PCBs regulated?................................................................21-37
Q 21.16.1 What uses of PCB-containing materials/equipment  

are permitted? ......................................................................21-37
Q 21.16.2 What are some of the requirements for permitted  

uses of PCBs? ........................................................................21-38

TSCA Enforcement .............................................................................................21-39

Q 21.17 What are the penalties for violations of the TSCA? ....................21-39

Endangered Species Act (ESA) and the Lacey Act .........................................21-39

Q 21.18 What are the ESA and the Lacey Act, and how are  
they related? ....................................................................................21-39

Q 21.18.1 Short of killing an endangered species, how do  
these laws affect businesses? .............................................21-40

Q 21.18.2 Where do I find the Endangered Species List? .................21-40



 Table of Contents  

lxxxix

ESA/Lacey Act Enforcement ............................................................................21-40

Q 21.19 What are the penalties for violations of the ESA? .......................21-40

Other Pertinent Regulations .............................................................................21-41

Homeland Security Chemical Storage Rules .................................................21-41

Q 21.20 What other federal regulations should businesses  
be aware of when considering environmental issues  
and compliance? ..............................................................................21-41

Q 21.20.1 What are covered facilities required to do  
under CFATS? ........................................................................21-41

Q 21.20.2 How does DHS enforce these standards? ..........................21-42

SEC Environmental Liability Disclosure Requirements ...................................21-42

Q 21.21 What other compliance obligations related to  
environmental issues should businesses be aware of? ..............21-42

Contingent Remediation Liabilities ..................................................................21-42

Q 21.21.1 What are Contingent Remediation Liabilities? .................21-42

Environmental Legal Proceedings ....................................................................21-43

Q 21.21.2 What kinds of environmental legal proceedings  
must be disclosed? ...............................................................21-43

Description of Business Disclosures .................................................................21-44

Q 21.21.3 What are “Description of Business” disclosures? ............21-44

Management Discussion and Analysis ...........................................................21-44

Q 21.21.4 What are MD&A disclosures? .............................................21-44

Conditional Asset Retirement Obligations .....................................................21-44

Q 21.21.5 What are “Conditional Asset Retirement Obligations” 
disclosures? ..........................................................................21-44

Climate Change Disclosures ............................................................................21-45

Q 21.22 What does the SEC require companies to report with  
respect to the impact of climate change? ....................................21-45

Recent Regulatory and Enforcement Developments ......................................21-46

Q 21.23 What recent changes have there been to environmental  
regulation and enforcement? .........................................................21-46



Corporate ComplianCe answer Book 2019

xc

Chapter 22 Consumer Product Safety Act
Charles E. Joern, Jr.

Regulatory Framework .......................................................................................22-3

Jurisdiction ............................................................................................................22-3

Q 22.1 How are consumer products regulated in the United States? .......22-3
Q 22.2 What is a “consumer product” for regulatory purposes? ............22-3

Business Application ...........................................................................................22-4

Q 22.3 What businesses are covered by consumer product  
safety laws? ........................................................................................22-4

Statutes ..................................................................................................................22-4

Q 22.4 What consumer product safety laws does the Commission 
enforce? ..............................................................................................22-4

Consumer Product Safety Act Compliance .......................................................22-5

Consequences of Non-Compliance ..................................................................22-5

Q 22.5 How important is consumer product safety law  
compliance? .......................................................................................22-5

Prohibited Acts .....................................................................................................22-5

Q 22.6 What constitutes a violation under the CPSA? ..............................22-5

CPSA Requirements .............................................................................................22-6

Q 22.7 What requirements must a business meet to comply with  
the CPSA? ...........................................................................................22-6

Q 22.7.1 What does it mean for a business to “comply”?.................22-6
Q 22.7.2 What are a business’s specific testing and  

certification obligations? .......................................................22-6
Q 22.7.3 What are a business’s reporting obligations? .....................22-7

Regulatory Compliance ......................................................................................22-7

Q 22.8 Does the Commission certify that products comply with 
applicable product safety laws? ......................................................22-7

Q 22.9 How does a business know what consumer product  
safety laws apply to its product? ....................................................22-7

Q 22.9.1 How do we determine if our product is a “consumer 
product” under the jurisdiction of the Commission? ........22-8



 Table of Contents  

xci

Q 22.9.2 Once we determine that our product is a consumer  
product, how do we decide what specific  
regulations apply? ..................................................................22-8

Q 22.9.3 What are “unregulated” products, and how are  
they treated? ...........................................................................22-8

Q 22.9.4 What sources of information can we use to determine  
what regulations apply to our product? ..............................22-9

Mandatory and Voluntary Standards ...............................................................22-9

Q 22.10 What standards must our product meet? ......................................22-9
Q 22.10.1 What are mandatory standards? ........................................22-10
Q 22.10.2 What are voluntary standards? ..........................................22-10

Children’s Products ............................................................................................22-11

Q 22.11 Is the Commission’s regulation of children’s products  
different from its regulation of general-use products? ...............22-11

Testing and Certification ....................................................................................22-12

Q 22.12 What testing and certification requirements apply to  
our product? ....................................................................................22-12

Q 22.12.1 Are all businesses required to issue certifications? ........22-13

Testing General-Use Products ...........................................................................22-13

Q 22.12.2 What is a “reasonable testing program” as required  
for a General Certificate of Conformity?............................22-13

Testing Children’s Products ...............................................................................22-14

Q 22.13 What testing programs are required for children’s products? .....22-14
Q 22.13.1 What initial certification testing is required for  

children’s products? ............................................................22-14
Q 22.13.2 What “material change testing” is required for  

certification of children’s products? ..................................22-15
Q 22.13.3 What “periodic testing” is required for certification  

of children’s products? ........................................................22-15
Q 22.13.4 What are the “undue influence” requirements that a 

manufacturer/importer of children’s products  
must meet? ............................................................................22-15

Q 22.13.5 What are the record-keeping obligations required for  
a manufacturer/importer of a children’s product? ..........22-16

Component Testing ............................................................................................22-16

Q 22.14 May a company rely on others’ testing of component  
parts in order to fulfill compliance requirements? .....................22-16



Corporate ComplianCe answer Book 2019

xcii

Reporting Requirements ....................................................................................22-17

Q 22.15 What reporting requirements should a business be  
aware of? ...........................................................................................22-17

Q 22.15.1 What type of information can trigger a report? ...............22-17

Substantial Product Hazard ..............................................................................22-18

Q 22.15.2 What is a “substantial product hazard”? ...........................22-18
Q 22.15.3 What should we do if we are uncertain if there is  

an actual product safety problem with a product? ..........22-18
Q 22.15.4 How soon must a company report a problem? ................22-19
Q 22.15.5 What should a firm do to ensure compliance with  

CPSA reporting obligations? ...............................................22-20
Q 22.15.6 If a lawsuit is filed against my company, do I have  

to file a report with the Commission? ...............................22-20
Q 22.15.7 If I report a suspected problem, will my business  

have to recall the product? .................................................22-20

Recalls ..................................................................................................................22-21

Mandatory and Voluntary Recalls ...................................................................22-21

Q 22.16 When does a company have to recall a product? .......................22-21
Q 22.16.1 Under what circumstances does the Commission  

decide that a recall is not necessary at all? ......................22-21

Fast-Track Recalls ...............................................................................................22-22

Q 22.16.2 What is a fast-track recall? ..................................................22-22

Publicly Available Consumer Product Safety Information Database ..........22-22

Q 22.17 Is there a database of consumer product safety  
complaints? ......................................................................................22-22

Q 22.17.1 Does the database affect businesses? ...............................22-22
Q 22.17.2 Is a company notified of reports concerning  

its products? .........................................................................22-23
Q 22.17.3 Can a company submit anything to the database? ..........22-23

Developments and Outlook ..............................................................................22-24

Q 22.18 What aspects of the CPSA have been amended? ........................22-24
Q 22.18.1 Are there any new CPSC regulatory changes and 

developments? ......................................................................22-26
Q 22.18.2 What is the outlook for CPSC enforcement policy? .........22-27
Q 22.18.3 Does the Commission’s emphasis on enforcement  

involve formal compliance programs? ..............................22-28



Table of Contents

xciii

Q 22.19 What is the general outlook for consumer product 
safety regulation? ............................................................................22-29

Chapter 23 Food Safety
Richard T. Williams

Federal Regulation of Food Safety ....................................................................23-7

Overview: History and Statutory Sources ........................................................23-7

Q 23.1 What are the origins of food safety regulation in the 
United States? ....................................................................................23-7

Administrative Bodies/Regulators .....................................................................23-9

Q 23.2 Which federal bodies regulate food safety in the 
United States? ....................................................................................23-9

Q 23.2.1 What are some of the responsibilities of the FDA 
with respect to regulating food? ...........................................23-9

Q 23.2.2 What are some of the regulatory responsibilities of 
the USDA? ................................................................................23-9

Q 23.2.3 What are some of the regulatory responsibilities of 
the EPA? .................................................................................23-10

Q 23.2.4 What role does Customs and Border Protection play 
in food safety? .......................................................................23-10

Outlook: Potential Impact of Trump Administration ......................................23-11

Q 23.3 What impact has the 2016 presidential election had on 
food safety? ......................................................................................23-11

Basic Food Safety Terms ....................................................................................23-12

Q 23.4 What are the eight key food safety terms defined by 
federal food safety laws? ................................................................23-12

“Food” .................................................................................................................23-13

Q 23.4.1 For the purposes of food safety regulation, how 
does U.S. law define “food”?................................................23-13

“Food Additive” .................................................................................................23-13

Q 23.4.2 … “food additive”? ...............................................................23-13

“Dietary Supplement” .......................................................................................23-13

Q 23.4.3 …“dietary supplement”? .....................................................23-13



Corporate ComplianCe answer Book 2019

xciv

“Raw Agricultural Commodity” .......................................................................23-14

Q 23.4.4 … “raw agricultural commodity”?......................................23-14

“Processed Food” ..............................................................................................23-14

Q 23.4.5 … “processed food”? ...........................................................23-14

“Facility” ..............................................................................................................23-14

Q 23.4.6 … “facility”? ..........................................................................23-14

“Adulterated” .....................................................................................................23-15

Q 23.4.7 … “adulterated”? ..................................................................23-15

“Misbranding” ...................................................................................................23-16

Q 23.4.8 … “misbranding”? ................................................................23-16

FDA Food Safety Modernization Act (FSMA) .................................................23-17

Overview: FDA’s Enhanced Authority.............................................................23-17

Q 23.5 What new tools and powers does the FDA Food Safety 
Modernization Act provide to the FDA for ensuring  
food safety? ......................................................................................23-17

Q 23.5.1 What new authority does the FSMA grant the FDA  
regarding inspections and compliance? ............................23-18

Q 23.5.2 … responding to contamination and violations? .............23-19
Q 23.5.3 … enhanced agency cooperation? .....................................23-19

Implementing Rules ............................................................................................23-20

Q 23.6 To date, which FDA rules implement the FSMA? .........................23-20

The “Human Food Rule” ...................................................................................23-20

Q 23.7 What does the Human Food Rule require?...................................23-20

Registration Requirements for Food Facilities ................................................23-21

Q 23.7.1 Under the Human Food Rule, who must register  
with the FDA? ........................................................................23-21

Q 23.7.2 Under the Human Food Rule, how does a covered  
facility register? ....................................................................23-22

Q 23.7.3 What are the possible consequences of not registering? .....23-22

Food Safety Plan ................................................................................................23-22

Q 23.8 What are the Human Food Rule’s “food safety plan”  
requirements? ..................................................................................23-22

Q 23.8.1 What is hazard analysis, and how is it performed? .........23-23



 Table of Contents  

xcv

Q 23.8.2 What are preventive controls? ...........................................23-25
Q 23.8.3 What is a recall plan component of a food  

safety plan? ...........................................................................23-25
Q 23.8.4 What are monitoring procedures? .....................................23-25
Q 23.8.5 What are corrective actions? ..............................................23-26
Q 23.8.6 What are verification procedures? .....................................23-26

Q 23.9 What record-keeping requirements apply to food  
safety plans? .....................................................................................23-27

Recalls .................................................................................................................23-27

Q 23.10 When and how is a recall initiated? ..............................................23-27
Q 23.10.1 What are some possible sources of contamination  

that would cause a food safety recall? ..............................23-28
Q 23.10.2 What is the role of the FDA in the food safety  

recall process? ......................................................................23-29
Q 23.10.3 Are food safety recalls mandatory? ...................................23-30

The “Produce Rule” ............................................................................................23-31

Objectives; Covered Food; Covered Entities.................................................23-31

Q 23.11 What are the objectives of the Produce Rule? .............................23-31
Q 23.11.1 What foods are covered by the Produce Rule? ................23-31
Q 23.11.2 Which farms are subject to the Produce Rule? ................23-32

Minimum Safety Standards for Preventing Contamination ..........................23-32

Q 23.12 What are the potential routes of microbial contamination? ......23-32
Q 23.12.1 Under the Produce Rule, what safety standards  

apply to health and hygiene? ..............................................23-32
Q 23.12.2 … agricultural water? ..........................................................23-33
Q 23.12.3 … biological soil amendments of animal origin? .............23-33
Q 23.12.4 … animal encroachment? ....................................................23-33
Q 23.12.5 … equipment, tools, buildings, and sanitation? ...............23-33

The “Sanitary Transportation Rule” ................................................................23-33

Objectives; Covered Entities ............................................................................23-33

Q 23.13 What is the objective of the Sanitary Transportation Rule? ......23-33
Q 23.13.1 What entities are covered by the Sanitary  

Transportation Rule? ...........................................................23-34

Requirements for Sanitary Transportation ......................................................23-34

Q 23.13.2 What are some of the specific requirements that  
the Sanitary Transportation Rule imposes on  
covered entities? ..................................................................23-34



Corporate ComplianCe answer Book 2019

xcvi

The “Food Defense Rule” ..................................................................................23-35

Objectives; Covered Entities ............................................................................23-35

Q 23.14 What is the objective of the Food Defense Rule? ........................23-35
Q 23.14.1 Which facilities are covered by the Food Defense Rule? ....23-36
Q 23.14.2 Which facilities are exempt from the Food Defense Rule? ....23-36

Requirements for Preventing Intentional Adulteration ...................................23-36

Q 23.15 What requirements apply to plans prepared under the  
Food Defense Rule? .........................................................................23-36

Q 23.15.1 What vulnerabilities put a facility at risk for  
intentional contamination? .................................................23-37

The “FSVP Rule” .................................................................................................23-37

Objectives; Covered Food; Covered Entities.................................................23-37

Q 23.16 What is the objective of the FSVP Rule? .......................................23-37
Q 23.16.1 What foods are covered by the FSVP Rule? ......................23-37
Q 23.16.2 Who is subject to the FSVP Rule? .......................................23-38

Foreign Supplier Verification Requirements ...................................................23-38

Q 23.17 What is a foreign supplier verification program under the  
FSVP Rule? ........................................................................................23-38

Q 23.17.1 What actions must be taken if hazards related to  
food imported from foreign suppliers are identified? .......23-39

The “Accreditation Rule” ...................................................................................23-40

Objectives; Covered Entities ............................................................................23-40

Q 23.18 What are the objectives of the Accreditation Rule? ...................23-40
Q 23.18.1 Who is subject to the Accreditation Rule? ........................23-40

The “Extension of Compliance Dates Rule” ....................................................23-41

Q 23.19 What is the purpose of the Extension of Compliance  
Dates Rule? .......................................................................................23-41

Q 23.19.1 What are the current effective dates for compliance  
with the FDA’s major FSMA rules? ......................................23-41

Food Labels .........................................................................................................23-42

Q 23.20 What is the role of the FDA in regulating food labeling? ............23-42
Q 23.21 What are the labeling requirements for food packages  

and containers? ...............................................................................23-42
Q 23.22 What are the components of a food label? ..................................23-42

Q 23.22.1 What label statements must appear on the PDP? ............23-42



 Table of Contents  

xcvii

Q 23.22.2 What label statements must appear on the  
information panel? ...............................................................23-42

Q 23.22.3 What labeling specifications apply to the “name  
of the food”? ..........................................................................23-43

Q 23.22.4 … the manufacturer’s contact information? .....................23-44
Q 23.22.5 … the statement of ingredients? ........................................23-44
Q 23.22.6 … nutritional information? .................................................23-46

“Organic” Foods and the National Organic Program (NOP) ......................23-46

Overview of Regulatory Framework ...............................................................23-46

Q 23.23 How are organic foods regulated? .................................................23-46
Q 23.24 How does the National Organic Program (NOP) regulate  

organic foods? ..................................................................................23-47

NOP Certification ..............................................................................................23-48

Q 23.25 When is NOP certification required? ............................................23-48
Q 23.25.1 What operations are exempted from NOP certification 

requirements? .......................................................................23-48
Q 23.25.2 What operations are excluded from NOP certification 

requirements? .......................................................................23-49
Q 23.25.3 What does it mean to be NOP-certified? ...........................23-50
Q 23.25.4 What are the steps in the certification process? ..............23-50
Q 23.25.5 Under what circumstances will a certifying agent  

deny an application for certification? ................................23-51

NOP Record-Keeping Requirements ...............................................................23-51

Q 23.26 What are the record-keeping requirements for certified  
and exempted NOP operations? ....................................................23-51

NOP National List of Allowed and Prohibited Substances .........................23-52

Q 23.27 What substances, ingredients, and methods are allowed  
and prohibited by the NOP? ..........................................................23-52

Q 23.27.1 What is a “synthetic,” and can organic products  
contain a synthetic? .............................................................23-52

Q 23.27.2 What is a “nonsynthetic” substance, and can  
organic products contain a nonsynthetic? .......................23-53

Q 23.27.3 What is a “nonagricultural substance,” and can organic  
products contain a nonagricultural substance?...............23-53

NOP Organic Production and Handling Standards ....................................23-54

Q 23.28 What are the NOP’s organic production and handling  
standards? ........................................................................................23-54



Corporate ComplianCe answer Book 2019

xcviii

Q 23.28.1 What are the organic production and handling  
standards with respect to organic system plans? ............23-54

Q 23.28.2 … organic crop production? ...............................................23-55
Q 23.28.3 … organic livestock production? .......................................23-56

NOP Regulation of Labeling, Advertising, Marketing .................................23-56

Q 23.29 How does the NOP regulate organic labels, labeling, and  
marketing information? ..................................................................23-56

Q 23.29.1 When can a food be labeled “organic”? .............................23-57
Q 23.29.2 What different labeling categories apply to foods  

containing organic ingredients? .........................................23-57

NOP Enforcement and Compliance ...............................................................23-58

Q 23.30 How is the NOP enforced? ..............................................................23-58
Q 23.30.1 What are the “general compliance requirements”? .........23-58
Q 23.30.2 What are the NOP procedures for investigating  

issues of potential noncompliance?...................................23-58
Q 23.30.3 What are the NOP procedures in the case of  

mediation or appeal? ...........................................................23-59
Q 23.30.4 What are possible consequences of noncompliance  

with NOP rules? ....................................................................23-60

Food Safety Regulation, Enforcement, and Violations ..................................23-60

Federal Food Safety Law ..................................................................................23-60

Q 23.31 What acts are prohibited by federal food safety laws? ..............23-60
Q 23.32 What enforcement remedies and penalties are available  

to the FDA? .......................................................................................23-61

State and Local Regulation of Food Safety ....................................................23-64

Q 23.33 What state and local regulations affect food safety? ..................23-64
Q 23.33.1 How do states and municipalities use licensing and 

inspection to further food safety objectives? ...................23-64
Q 23.33.2 What role does the Model Food Code play in  

food safety? ...........................................................................23-65
Q 23.33.3 How do states and municipalities use scientific  

research and investigation to further food safety? ..........23-65
Q 23.33.4 How do state water laws and programs affect  

food safety? ...........................................................................23-66

International Institutions and Agreements on Food Safety ...........................23-66

Q 23.34 What are the principal international institutions and  
agreements on food safety? ...........................................................23-66



Table of Contents

xcix

Q 23.34.1 What is Codex, and what role does it play in 
food safety? ...........................................................................23-67

Voluntary Industry Programs for Food Safety ................................................        23-69

Q 23.35 What voluntary industry programs exist to support 
food safety? ......................................................................................23-69

Food Safety Litigation .......................................................................................23-70

Q 23.36 What type of litigation arises from or relies upon food 
safety laws? ......................................................................................23-70

Criminal Prosecutions ........................................................................................23-70

Q 23.37 What are recent developments in federal public 
enforcement litigation involving food safety? .............................23-70

Q 23.38 What personal penalties may be imposed on responsible 
corporate officers in criminal enforcement cases involving 
adulterated foods? ..........................................................................23-72

Injunction Proceedings ......................................................................................23-74

Q 23.39 What are examples of injunction enforcement provisions 
recently sought in public enforcement food safety cases? ........23-74

Civil Liability of Professionals for Negligent Advice .....................................23-76

Q 23.40 In addition to food industry businesses, what professionals 
may be subject to civil liability for negligence in violation 
of professional standards of care? ................................................23-76

Whistleblower Lawsuits .....................................................................................23-77

Q 23.41 What litigation is authorized under FSMA by whistleblowers 
against farms and food processing plants? ..................................23-77

Supply Chain Lawsuits ......................................................................................23-77

Q 23.42 What are recent developments in supply chain litigation 
in the food industry? .......................................................................23-77

Consumer Safety Litigation ...............................................................................23-80

Q 23.43 What are some examples of recent personal injury consumer 
litigation brought against food sellers and processors 
involving food poisoning and personal injury? ...........................23-80

Q 23.44 What are examples of recent consumer safety litigation 
against the food industry involving false advertising and 
unfair competition claims? .............................................................23-82



Corporate ComplianCe answer Book 2019

c

VOLUME 2

Table of Chapters ........................................................................................... vii
Table of Contents .............................................................................................ix

Chapter 24 Healthcare Organizations and Providers
Jeremy Sternberg & William Pezzolo

Healthcare Compliance and Ethics Programs ..................................................24-4

The Basics .............................................................................................................24-4

Q 24.1 Why do healthcare organizations need compliance and  
ethics programs? ...............................................................................24-4

Q 24.1.1 Are there financial incentives for having an effective 
compliance program? ............................................................24-4

Q 24.1.2 Is having an effective compliance program a  
guarantee that we won’t be investigated? ..........................24-5

Q 24.1.3 How can I anticipate federal government  
enforcement actions?.............................................................24-5

Creating an Effective Program ...........................................................................24-5

Q 24.2 How do I begin to create a compliance and ethics program?......24-5

OIG Guidance .....................................................................................................24-6

Q 24.2.1 What industries does the OIG guidance cover? .................24-6
Q 24.2.2 What kind of resources/guidance does the OIG  

offer that might be of value? .................................................24-6
Q 24.2.3 Is the OIG guidance mandatory? ..........................................24-7

Q 24.3 What makes a compliance program effective? ..............................24-7
Q 24.3.1 What specific things does an effective compliance  

program need? ........................................................................24-8

Investigations of Healthcare Industry Violations ...........................................24-10

The Role of the OIG ..........................................................................................24-10

Q 24.3.2 What is the OIG’s role in investigations of healthcare 
organizations and providers? .............................................24-10

Corporate Integrity Agreements and Certification of Compliance  
Agreements .........................................................................................................24-11

Q 24.3.3 What are Corporate Integrity Agreements and  
Certification of Compliance Agreements? .........................24-11



 Table of Contents  

ci

Increasing Enforcement Initiatives ...................................................................24-13

Q 24.3.4 What new enforcement initiatives have come out  
of the current administration and the Congress? ............24-13

Q 24.3.5 What additional enforcement provisions were  
included in healthcare reform legislation? .......................24-14

Key Legal Risk Areas for Healthcare Organizations .....................................24-15

Q 24.4 In what areas might healthcare violations/investigations  
typically occur? ...............................................................................24-15

Understanding the Reimbursement Framework .............................................24-15

Q 24.5 What are the government sources of payment for  
healthcare services? .......................................................................24-15

Medicare .............................................................................................................24-15

Q 24.5.1 What is Medicare? ................................................................24-15

Medicaid .............................................................................................................24-16

Q 24.5.2 What is Medicaid? ................................................................24-16

Employee Benefit Programs ..............................................................................24-16

Q 24.5.3 What are employee benefit programs? ..............................24-16

Pertinent Statutes and Regulations ..................................................................24-17

Q 24.6 Which statutes and regulations govern the areas of  
healthcare typically subject to government investigation  
and enforcement? ............................................................................24-17

False Claims Act ................................................................................................24-17

Q 24.7 What is the False Claims Act? ........................................................24-17
Q 24.7.1 What constitutes a violation of the FCA? ..........................24-18
Q 24.7.2 What are some risk areas under the FCA particular  

to healthcare entities? .........................................................24-19

Anti-Kickback Statute .........................................................................................24-20

Q 24.8 What is the federal anti-kickback statute? ...................................24-20
Q 24.8.1 What does the federal anti-kickback statute mean  

by “remuneration”? ..............................................................24-21
Q 24.8.2 How is “knowingly and willfully” defined? ........................24-21
Q 24.8.3 What if there are other good purposes for the  

arrangement? ........................................................................24-21
Q 24.8.4 What are the penalties for violating the AKS? ..................24-22



Corporate ComplianCe answer Book 2019

cii

Q 24.8.5 Are there exceptions to the AKS? .......................................24-22
Q 24.8.6 What are AKS safe harbors? ................................................24-23
Q 24.8.7 How does a business arrangement qualify for  

safe-harbor protection? .......................................................24-23
Q 24.8.8 Can the AKS be used as the basis for a false claim  

under the FCA? .....................................................................24-25
Q 24.8.9 What is an OIG advisory opinion? ......................................24-25

The “Stark Law” .................................................................................................24-25

Q 24.9 What are the Stark rules and regulations? ...................................24-25
Q 24.9.1 Can a party self-disclose actual or potential Stark 

violations? .............................................................................24-27

HIPAA ..................................................................................................................24-28

Q 24.10 What is HIPAA? .................................................................................24-28

EMTALA ...............................................................................................................24-29

Q 24.11 What is EMTALA? ............................................................................24-29
Q 24.11.1 What are EMTALA’s key requirements? .............................24-29
Q 24.11.2 How is EMTALA enforced and what are the penalties  

for an EMTALA violation? ....................................................24-30

Deficit Reduction Act .........................................................................................24-30

Q 24.12 What is the Deficit Reduction Act? ................................................24-30
Q 24.12.1 Who may be affected by the DRA? .....................................24-31
Q 24.12.2 What types of companies does the DRA apply to? ..........24-31
Q 24.12.3 What does the DRA require? ...............................................24-31
Q 24.12.4 Do the policies required by the DRA have to be  

on paper? ...............................................................................24-32
Q 24.12.5 What if my company does not have a document  

called an “employee handbook”? Do we need to  
create one? ............................................................................24-32

Q 24.12.6 What are the penalties for noncompliance  
with the DRA? .......................................................................24-32

HITECH Act .........................................................................................................24-33

Q 24.13 What is the HITECH Act? ................................................................24-33
Q 24.13.1 What are the rules and requirements of the  

HITECH Act? ..........................................................................24-34

The Civil Monetary Penalties Law ...................................................................24-34

Q 24.14 What is the Civil Monetary Penalties Law? ..................................24-34



 Table of Contents  

ciii

Q 24.15 What is the CMPL’s prohibition on beneficiary  
inducements? ...................................................................................24-35

Q 24.16 How does the CMPL define remuneration? ..................................24-35
Q 24.17 How are penalties under the CMPL calculated? ..........................24-36
Q 24.18 The OIG’s Self-Disclosure Protocol................................................24-36
Q 24.19 How is the CMS SRDP distinguished from the OIG’s SDP? .........24-37

Chapter 25 Medicare Part D
Jeffrey W. Mittleman, Ilenna J. Stein & Andrew Namkung

Medicare Part D ...................................................................................................25-3

The Basics .............................................................................................................25-3

Q 25.1 What is Medicare Part D? .................................................................25-3
Q 25.1.1 Is Medicare Part D mandatory? ............................................25-3
Q 25.1.2 What benefits are provided under Part D? .........................25-3

Q 25.2 Why does my company need a compliance program  
for Medicare Part D? .........................................................................25-4

Q 25.3 What is MIPPA and how does it impact Part D? ............................25-4

Potential Risks and Violations ............................................................................25-5

Q 25.4 Generally, what kinds of risks does a Medicare D  
compliance program aim to mitigate? ............................................25-5

Anti-Kickback Statute (AKS) ................................................................................25-5

Q 25.5 How are pharmacies and manufacturers at risk of  
violating the AKS? ..............................................................................25-5

Patient Assistance Programs (PAPs) ...................................................................25-6

Q 25.6 What is a patient assistance program? ...........................................25-6
Q 25.6.1 What are the AKS implications associated with a 

manufacturer-affiliated PAP? .................................................25-6
Q 25.6.2 What is TrOOP? ......................................................................25-6
Q 25.6.3 What are the AKS implications for PAPs affiliated  

with independent charities? .................................................25-7
Q 25.7 What are the AKS implications for PAPs operating  

outside of Part D? ..............................................................................25-7
Q 25.7.1 Do PAPs run any risk of violating the AKS by offering 

services to uninsured patients? ...........................................25-8



Corporate ComplianCe answer Book 2019

civ

Waivers of Coinsurance or Deductibles ...........................................................25-8

Q 25.8 How are waiver of coinsurance and deductible amounts  
regulated by the AKS? .......................................................................25-8

Free or Discounted Drugs ...................................................................................25-9

Q 25.9 How can pharmacies offer free or discounted drugs  
without violating the AKS? ...............................................................25-9

Rebates and Other Price Concessions ............................................................25-10

Q 25.10 How should pharmacies handle manufacturer rebates or  
other price concessions? ...............................................................25-10

Promotional Activities and Marketing Guidelines .........................................25-11

Q 25.11 What is co-branding? ......................................................................25-11
Q 25.12 How does patient steering pose a risk? ........................................25-11

AKS Safe Harbors ..............................................................................................25-12

E-Prescribing Safe Harbor ................................................................................25-12

Q 25.13 What is the electronic prescribing safe harbor? .........................25-12

E-Health Records Safe Harbor .........................................................................25-13

Q 25.14 What is the electronic health records safe harbor?....................25-13

Waiver or Reduction of Cost-Sharing .............................................................25-13

Q 25.15 What is the waiver or reduction of cost-sharing  
exception to the AKS? .....................................................................25-13

Compliance Programs .......................................................................................25-14

Required Elements..............................................................................................25-14

Q 25.16 What are the elements of an effective Medicare Part D  
compliance program? .....................................................................25-14

Q 25.16.1 What should our written policies and  
procedures say? ...................................................................25-14

Q 25.16.2 What requirements must be met to have an effective 
compliance officer and compliance committee? .............25-15

Q 25.16.3 What do we need to do for training and education? .......25-16
Q 25.16.4 How can we develop effective lines of communication 

between individuals involved with compliance? .............25-17
Q 25.16.5 How do we enforce our compliance standards? ..............25-17



 Table of Contents  

cv

Q 25.16.6 How do we effectively monitor and audit  
our program? ........................................................................25-18

Q 25.16.7 Is self-reporting mandatory? ...............................................25-18
Q 25.17 Can compliance duties under a Part D contract  

be delegated? ...................................................................................25-18

Audits and Prevention/Detection of Fraud and Abuse ................................25-18

Q 25.18 Can CMS audit plans? ......................................................................25-18
Q 25.19 Has OIG audited plans? ...................................................................25-19

Chapter 26 Managed Care Organizations
Jeffrey W. Mittleman & Jonathan E. Anderman

Managed Care Fraud and Abuse ......................................................................26-2

Federal Monitoring ..............................................................................................26-2

Q 26.1 What are the areas of focus in monitoring MCOs for  
fraud and abuse? ...............................................................................26-2

Q 26.2 Do MCOs need to be concerned with fraud and abuse  
areas that do not involve under-utilization? ..................................26-4

State Enforcement ................................................................................................26-5

Q 26.3 What have states done to enforce regulations for MCOs? ...........26-5

MCO Compliance Programs ...............................................................................26-5

Q 26.4 Why does our MCO need to adopt a compliance program? ........26-5
Q 26.5 Can our MCO implement the same compliance program  

as an FFS plan? ...................................................................................26-5

Requirements ........................................................................................................26-6

Q 26.6 What are the CMS requirements for a compliance program? ......26-6
Q 26.6.1 What is required of a compliance plan’s written  

policies, procedures, and standards? ..................................26-6
Q 26.6.2 What are the functions of the compliance officer  

and committee? ......................................................................26-8
Q 26.6.3 What kind of training should our MCO have? ....................26-9
Q 26.6.4 What is meant by “effective lines of communication”? .....26-9
Q 26.6.5 What are the required procedures for internal  

monitoring and auditing? ......................................................26-9



Corporate ComplianCe answer Book 2019

cvi

Q 26.6.6 How should standards be enforced through  
disciplinary guidelines? .......................................................26-10

Q 26.6.7 What procedures for corrective action should an  
MCO implement? ..................................................................26-10

Q 26.6.8 What specific requirements are there for MAPD  
plan compliance programs? ................................................26-10

Q 26.7 What are the consequences of failing to comply with  
CMS’s mandates? .............................................................................26-11

Liability Under the False Claims Act and Other Statutes ..............................26-11

Q 26.8 Why should MCOs be concerned about the False  
Claims Act? .......................................................................................26-11

Q 26.9 Who, in a managed care context, can liability be  
imposed on? .....................................................................................26-12

Q 26.10 What is required for liability under the FCA? ..............................26-12
Q 26.11 What penalties does the FCA provide for? ...................................26-12
Q 26.12 What other statutes might pose liability issues for MCOs? .......26-12
Q 26.13 How are MA MCOs vulnerable to false claims liability? .............26-13

Physician Incentive Plans (PIPs) ........................................................................26-13

Q 26.14 What liability issues can an MCO face related to  
Physician Incentive Plans? .............................................................26-13

Managed Care Exceptions to the Anti-Kickback Statute ..............................26-14

Prompt Payment and Denial of Care Compliance Issues .............................26-14

Q 26.15 What are CMS’s prompt payment requirements? .......................26-14
Q 26.15.1 What is a “clean” claim? ......................................................26-14
Q 26.15.2 What are potential consequences of failure to  

make prompt payments? .....................................................26-15
Q 26.16 When does denial or unavailability of care by an MCO  

constitute fraud and abuse? ..........................................................26-15
Q 26.16.1 What are potential consequences for denial of care? ........26-15

Medicare Fraud and Abuse in Marketing ......................................................26-16

Q 26.17 What are Medicare MCOs required to do in their marketing 
practices? .........................................................................................26-16



 Table of Contents  

cvii

Chapter 27 Pharmaceutical and Medical Device Manufacturers
Michael Manthei, William F. Gould,  
Jenna C. Phipps Bigornia & Timothy J. Taylor

Overview ..............................................................................................................27-4

Q 27.1 What are the major risk areas in the pharmaceutical and  
medical device industry? .................................................................27-4

Labeling and Advertising ....................................................................................27-4

Labeling: The Basics ............................................................................................27-4

Q 27.2 What is labeling? ................................................................................27-4

Labeling: Requirements .......................................................................................27-5

Q 27.2.1 What must a prescription drug label include? ...................27-5
Q 27.2.2 What must an over-the-counter drug label include? .........27-5
Q 27.2.3 What must a medical device label include? ........................27-5
Q 27.2.4 What happens if labeling does not comply with  

FDA requirements? .................................................................27-6
Q 27.2.5 What are the potential consequences of  

noncompliance with label requirements? ...........................27-6

Advertising: The Basics .......................................................................................27-6

Q 27.3 Generally speaking, how important is advertising/labeling  
compliance? .......................................................................................27-6

Q 27.4 What is “advertising”? ......................................................................27-7

Advertising: Requirements ..................................................................................27-7

Q 27.4.1 What must prescription drug advertisements include? ......27-7
Q 27.4.2 What is the “brief summary” of side effects, 

contraindications, and effectiveness? .................................27-8
Q 27.4.3 Must a broadcast advertisement contain the “brief  

summary” of side effects, contraindications, and  
effectiveness? ..........................................................................27-9

Q 27.4.4 What does the FDA consider true, balanced, and  
not-misleading advertising? ..................................................27-9

Q 27.4.5 Are there exceptions to these advertising  
requirements? .........................................................................27-9

Table 27-1 Advertisements That Are False, Lacking in Fair  
Balance, or Otherwise Misleading .....................................27-10



Corporate ComplianCe answer Book 2019

cviii

Table 27-2 Advertisements That May Be False, Lacking in  
Fair Balance, or Otherwise Misleading ..............................27-14

Q 27.4.6 Does the FDA pre-approve advertising? ............................27-16
Q 27.4.7 Is pre-approval of advertising ever mandatory? ..............27-16
Q 27.4.8 Must advertisements be filed with the FDA? ....................27-18
Q 27.4.9 How should firms file online promotion and  

advertising? ...........................................................................27-18

Misbranding .......................................................................................................27-18

Q 27.4.10 What happens if drug/device advertising does not  
comply with FDA requirements? ........................................27-18

Q 27.4.11 What are the possible consequences of a misbranding 
violation? ...............................................................................27-19

“Off-Label” Use ..................................................................................................27-20

Q 27.5 What is meant by “off-label”? .........................................................27-20
Q 27.5.1 Is it illegal for a physician to prescribe a drug  

“off-label”? .............................................................................27-20
Q 27.5.2 Is advertising or promotion of off-label uses  

permitted? .............................................................................27-20
Q 27.5.3 How might off-label promotion constitute  

misbranding? ........................................................................27-21
Q 27.5.4 How might off-label promotion constitute the  

introduction of an unapproved new drug? .......................27-22
Q 27.5.5 How does the FDA determine the “intended use”  

of a regulated product? .......................................................27-22

Sales, Marketing, and Pricing ..........................................................................27-23

State and Federal Regulation ...........................................................................27-23

Q 27.6 What laws and other guidance apply to the sale and  
marketing of pharmaceuticals and medical devices? .................27-23

Q 27.6.1 How do the states regulate sales and marketing  
practices? ..............................................................................27-24

Anti-Kickback Statute .........................................................................................27-24

Q 27.7 What is the federal Anti-Kickback Statute? ..................................27-24
Table 27-3 Statutory and Non-Statutory Guidance Affecting Sales  

and Marketing of Pharmaceuticals and Medical Devices ........27-25
Q 27.7.1 What are some of the key risk areas implicating  

the AKS? .................................................................................27-26
Q 27.7.2 What are the primary AKS considerations with regard  

to discounts and rebates? ...................................................27-26



 Table of Contents  

cix

Q 27.7.3 … product support services? .............................................27-27
Q 27.7.4 … educational grants? .........................................................27-27
Q 27.7.5 … research or other charitable organizations?................27-28
Q 27.7.6 … equipment lease and storage agreements? ..................27-28
Q 27.7.7 … price reporting? ...............................................................27-28
Q 27.7.8 … consultant training, education, and sales meetings? ......27-29
Q 27.7.9 … gifts? ..................................................................................27-30
Q 27.7.10 … “switching arrangements”? ............................................27-30
Q 27.7.11 … consulting arrangements? ..............................................27-30

False Claims Act ................................................................................................27-31

Q 27.8 What is the federal False Claims Act? ...........................................27-31
Q 27.8.1 How does the marketing of drugs and devices  

implicate the False Claims Act? ..........................................27-31

Prescription Drug Marketing Act .....................................................................27-32

Q 27.9 What is the Prescription Drug Marketing Act of 1987? ...............27-32
Q 27.9.1 Is it still permissible to provide free samples? .................27-32

Biomedical Research/Clinical Trials .................................................................27-33

Q 27.10 What are the major compliance risks arising from the  
conduct of biomedical research? ..................................................27-33

Conflicts of Interest ............................................................................................27-33

Q 27.11 What rules and regulations govern conflicts of interest in  
clinical trials? ...................................................................................27-33

Table 27-4 Rules, Regulations, and Guidelines Governing  
Biomedical Research/Clinical Trials ........................................27-34

Q 27.12 What are the Public Health Service Rules? ..................................27-34
Q 27.12.1 To whom do the PHS Rules apply? .....................................27-34
Q 27.12.2 What do the PHS Rules require? .........................................27-35
Q 27.12.3 What is a “significant financial interest” under the  

PHS Rules? .............................................................................27-36
Q 27.12.4 What types of remuneration do not constitute a  

significant financial interest? ..............................................27-36
Q 27.12.5 Who is considered an “investigator” to whom the  

significant financial interest disclosure and other  
requirements apply under the PHS Rules? .......................27-37

Q 27.12.6 What are the responsibilities of the designated  
institutional official? ............................................................27-37

Q 27.12.7 What is a “conflict of interest” for purposes of the  
PHS Rules? .............................................................................27-37



Corporate ComplianCe answer Book 2019

cx

Q 27.12.8 What mechanisms are available to “manage”  
conflicts of interest as required by the PHS Rules? .........27-38

Q 27.12.9 What are the consequences for failing to comply  
with the PHS Rules? .............................................................27-38

Q 27.12.10 Beyond suspension of funding or imposition of  
additional corrective action, what other  
consequences might there be for a failure to  
comply with the PHS Rules? ...............................................27-39

Q 27.13 What are the National Science Foundation requirements? ........27-40
Q 27.13.1 To whom do the NSF requirements apply? .......................27-40

Q 27.14 What are the National Institutes of Health Guidelines? ..............27-40
Q 27.14.1 What are the main “considerations” for sponsored  

research agreements? ..........................................................27-41
Q 27.15 What is the Bayh-Dole Act? ............................................................27-41

Q 27.15.1 What are the considerations for nonprofit grantees? ........27-42
Q 27.15.2 What considerations require “heightened scrutiny”? .....27-43

Q 27.16 What are the FDA Financial Disclosure Requirements? .............27-44
Q 27.16.1 What is a “disclosable” financial arrangement? ...............27-44
Q 27.16.2 What are the obligations of the investigator? ..................27-45
Q 27.16.3 What factors will the FDA consider in assessing a 

disclosable financial interest’s potential to bias  
a study?..................................................................................27-45

Q 27.16.4 What actions may the FDA take if it believes that an 
investigator’s financial interest may have  
compromised the integrity of the research data? ............27-46

Protection of Human Subjects ..........................................................................27-46

Q 27.17 What rules govern the protection of human subjects? ..............27-46
Q 27.17.1 What is the Common Rule? .................................................27-47
Q 27.17.2 What are the FDA regulations concerning  

human-subject research? ....................................................27-47
Q 27.17.3 What are the HHS regulations concerning  

human-subject research? ....................................................27-49
Q 27.17.4 What is the ICH Guidance? ..................................................27-49
Q 27.17.5 What is the World Medical Association Declaration  

of Helsinki? ............................................................................27-50

Informed Consent ...............................................................................................27-50

Q 27.18 What are the general requirements for informed consent? .......27-50
Q 27.18.1 Are there exceptions to the informed consent 

requirements? .......................................................................27-51



 Table of Contents  

cxi

Q 27.18.2 What are the “emergency exceptions” to the FDA’s  
informed consent regulations? ...........................................27-52

Q 27.18.3 What are the exceptions to the Common Rule’s  
informed consent regulations? ...........................................27-54

Q 27.18.4 What are the membership requirements for IRBs? ..........27-55
Q 27.18.5 What are the operational requirements for IRBs? ...........27-56
Q 27.18.6 What are the criteria for IRB approval of research? ........27-57
Q 27.18.7 What is “expedited review”? ...............................................27-57
Q 27.18.8 What is “minimal risk”? .......................................................27-58
Q 27.18.9 What is an “assurance of compliance” with the  

Common Rule? ......................................................................27-58

Charging for Investigational Drugs .................................................................27-59

Q 27.19 Is it appropriate to charge for investigational drugs? ................27-59
Q 27.19.1 What is a “treatment IND”? .................................................27-59
Q 27.19.2 Is it appropriate to charge for the study drug  

under a treatment IND? .......................................................27-59

Medicare Coverage in Clinical Trials .............................................................27-60

Q 27.20 Will Medicare pay for the healthcare services given to  
Medicare beneficiaries participating in clinical trials? ...............27-60

Q 27.20.1 What does Medicare consider “routine costs”? ...............27-61
Q 27.20.2 What is a “qualifying” clinical trial? ...................................27-61
Q 27.20.3 What types of clinical trials are deemed to  

automatically qualify for reimbursement of  
routine costs? .......................................................................27-63

Q 27.20.4 Does Medicare cover the costs of treating  
complications arising from the study? ..............................27-63

Chapter 28 HIPAA Security and Privacy
Shannon B. Hartsfield

Applicability of HIPAA .........................................................................................28-3

Q 28.1 Who must comply with HIPAA? .......................................................28-3
Q 28.1.1 What is meant by “health plan”? ..........................................28-3

Covered Entities ...................................................................................................28-4

Q 28.1.2 Are employers considered covered entities? .....................28-4



Corporate ComplianCe answer Book 2019

cxii

Business Associates .............................................................................................28-5

Q 28.1.3 What is a business associate? ..............................................28-5

Subcontractors ......................................................................................................28-6

Q 28.1.4 Does HIPAA apply to business associates and  
their subcontractors? ............................................................28-6

Privacy Overview ................................................................................................28-7

Q 28.2 What is the Privacy Rule? .................................................................28-7

Protected Health Information (PHI) ....................................................................28-8

Q 28.2.1 What is PHI? ............................................................................28-8
Q 28.2.2 How are use and disclosure of PHI restricted by  

the Privacy Rule? ....................................................................28-8

Security Overview ...............................................................................................28-8

Q 28.3 What is the Security Rule? ...............................................................28-8

Electronic Protected Health Information (ePHI) ................................................28-8

Q 28.3.1 What is considered ePHI? ......................................................28-8
Q 28.3.2 What are covered entities and business associates  

required to do under the Security Rule? .............................28-9

HIPAA Compliance ...............................................................................................28-9

Q 28.4 As a covered entity or a business associate, where do we  
begin when approaching compliance measures? .........................28-9

Risk Analysis .......................................................................................................28-10

Q 28.4.1 What does a risk analysis involve? ....................................28-10

Assigned Security/Privacy Responsibility ......................................................28-10

Q 28.4.2 Who oversees these compliance tasks? ............................28-10

Key Documents ...................................................................................................28-11

Q 28.5 What are some of the key documents that a covered  
entity or business associate needs? .............................................28-11

Ongoing Compliance .......................................................................................28-13

Q 28.6 As a covered entity, we implemented a compliance  
program several years ago, so we’re all set, right? .....................28-13



 Table of Contents  

cxiii

Practice Tips ........................................................................................................28-13

Q 28.7 Do we need to be concerned about state law? ............................28-13
Q 28.8 As a covered entity, how should we handle subpoenas? ...........28-14
Q 28.9 What should happen if there is an improper use or  

disclosure? .......................................................................................28-14
Q 28.10 What constitutes a “breach”? ........................................................28-14

Q 28.10.1 What should happen if there is a breach? ........................28-15
Figure 28-1 Job Aid: Key Considerations for Business Associate 

Agreements ...........................................................................28-16

Chapter 29 The Affordable Care Act: Compliance  
and Enforcement
Christopher A. Myers, Michael Manthei &  
John S. Irving IV

Overview ..............................................................................................................29-3

Q 29.1 What are the ACA’s most important changes to the  
laws related to compliance and enforcement? ..............................29-3

Q 29.2 What are the trends in government enforcement related  
to the healthcare industry? ..............................................................29-4

Mandatory Compliance Programs ....................................................................29-5

Q 29.3 What are the ACA’s requirements for company compliance  
programs? ...........................................................................................29-5

Agency Guidance on Compliance Programs ..................................................29-5

Q 29.3.1 What agency guidance can organizations refer to  
when assessing their compliance programs? .....................29-5

Nursing Facilities and Skilled Nursing Facilities .............................................29-7

Q 29.3.2 What are the ACA’s requirements for compliance  
and ethics programs for nursing facilities and  
skilled nursing facilities? .......................................................29-7

Q 29.3.3 What regulations has HHS promulgated related to  
SNF and NF compliance and ethics programs? ..................29-8



Corporate ComplianCe answer Book 2019

cxiv

Promotion of Quality of Care .............................................................................29-9

Q 29.4 How does the ACA promote quality of care? .................................29-9
Q 29.4.1 What are the ACA’s quality-of-care requirements  

for group health plans and health insurance issuers? ........29-9
Q 29.4.2 … for hospitals? ...................................................................29-10
Q 29.4.3 … for nursing facilities? .......................................................29-10
Q 29.4.4 … for other healthcare providers? ....................................29-10

Transparency Requirements..............................................................................29-11

Q 29.5 What is the purpose of the ACA’s transparency provisions? ........ 29-11

The Sunshine Act ................................................................................................29-11

Q 29.6 What is the “Sunshine Act”? ...........................................................29-11
Q 29.6.1 Are there exceptions to the Sunshine Act’s reporting 

requirements? .......................................................................29-12
Q 29.6.2 To what extent does the Sunshine Act preempt  

state disclosure laws? ..........................................................29-12

Physician Practices .............................................................................................29-13

Q 29.7 How has the ACA narrowed the Stark law? ..................................29-13
Q 29.7.1 What new information must physician-owned  

hospitals and referring physicians disclose  
under ACA? ...........................................................................29-13

Nursing Facilities and Skilled Nursing Facilities ...........................................29-14

Q 29.8 What information should skilled nursing facilities and  
nursing facilities be prepared to share under the ACA? ............29-14

Provider and Supplier Transparency ...............................................................29-15

Q 29.9 What are the screening requirements under the ACA for 
prospective healthcare providers and suppliers? ......................29-15

Q 29.9.1 What is the Automated Provider Screening system? .........29-15
Q 29.10 What are the ACA’s disclosure requirements for new and  

re-enrolling healthcare providers and suppliers? .......................29-16

Violations and Penalties ....................................................................................29-16

Civil Monetary Penalties ...................................................................................29-16

Q 29.11 How does the ACA expand liability under the Civil  
Monetary Penalties Law? ...............................................................29-16

Q 29.11.1 Do other civil penalties still apply?....................................29-17



 Table of Contents  

cxv

Overpayments ....................................................................................................29-18

Q 29.12 How does the ACA treat Medicare “overpayments”? .................29-18
Q 29.12.1 Who is a “person” under the ACA’s overpayment  

provision? ..............................................................................29-18
Q 29.12.2 What is an “overpayment” under the ACA’s  

overpayment provision?......................................................29-18
Q 29.12.3 How is an overpayment identified? ....................................29-19
Q 29.12.4 What is reasonable diligence? ............................................29-19
Q 29.12.5 What are the obligations to investigate? ...........................29-19
Q 29.12.6 How is an overpayment quantified? ..................................29-20
Q 29.12.7 What is the time frame for reporting and returning 

overpayments? .....................................................................29-20
Q 29.12.8 How are overpayments reported and returned? ..............29-22
Q 29.12.9 How does the requirement to report Medicare 

overpayments relate to the Anti-Kickback Statute? ........29-22

Amendments to the Anti-Kickback Statute ......................................................29-23

Q 29.13 What is the Anti-Kickback Statute? ...............................................29-23
Q 29.13.1 How does the ACA expand liability under the  

Anti-Kickback Statute? .........................................................29-23
Q 29.13.2 How does the ACA increase the penalties available  

under the Anti-Kickback Statute? .......................................29-24

Amendments to the Civil False Claims Act .....................................................29-24

Q 29.14 What is the False Claims Act? ........................................................29-24
Q 29.14.1 How is the False Claims Act violated? ...............................29-25

Q 29.15 How does the ACA expand liability under the False  
Claims Act? .......................................................................................29-26

Q 29.15.1 How does the ACA limit the “public disclosure”  
bar in FCA relator suits? ......................................................29-26

Q 29.15.2 How does the ACA expand the “original source”  
exception to the public disclosure bar? ............................29-27

Q 29.15.3 How does the ACA expand the FCA’s “reverse false  
claims” provisions? ..............................................................29-27

Federal Healthcare Fraud Initiatives................................................................29-28

Q 29.16 What methods are the federal government using to  
combat healthcare fraud? ..............................................................29-28

Q 29.16.1 What is the Healthcare Fraud Prevention and  
Enforcement Action Team? .................................................29-29



Corporate ComplianCe answer Book 2019

cxvi

Q 29.16.2 What is the Healthcare Fraud Prevention Partnership 
initiative? ...............................................................................29-29

Q 29.16.3 What is the Fraud Prevention System? ..............................29-30
Q 29.16.4 How are enforcement authorities targeting company 

leadership under the Park doctrine? .................................29-30
Q 29.16.5 How are these new enforcement initiatives funded? .......29-32

Chapter 30 The Affordable Care Act: Employer Obligations
Kenneth A. Jenero

Overview ..............................................................................................................30-2

The Patient Protection and Affordable Care Act .............................................30-2

Q 30.1 What is the ACA? ...............................................................................30-2

Employers’ Healthcare-Related Obligations ....................................................30-3

Q 30.1.1 What are the principal ways in which the ACA  
affects employers? .................................................................30-3

Employer Shared Responsibility ........................................................................30-4

Shared Responsibility Penalties .........................................................................30-4

Q 30.2 What are shared responsibility penalties, and how are  
they calculated? .................................................................................30-4

Minimum Essential Coverage.............................................................................30-6

Q 30.3 What is “minimum essential coverage” for purposes of  
the shared responsibility penalties? ...............................................30-6

Q 30.3.1 What kinds of benefits are not treated as minimum  
essential coverage? ................................................................30-6

Q 30.3.2 When is minimum essential coverage considered to be 
“unaffordable” or to provide less than “minimum value”  
for purposes of the shared responsibility penalties? ..........30-7

Large Employers and Full-Time Employees .......................................................30-8

Q 30.4 Who are covered “large employers” for purposes of the  
shared responsibility penalties?......................................................30-8

Q 30.5 Who are covered “full-time” employees for purposes of  
the shared responsibility penalties? ...............................................30-8

Q 30.5.1 How is the number of full-time employees calculated? .....30-9



 Table of Contents  

cxvii

Offer of Coverage .............................................................................................30-11

Q 30.6 What is an “offer of coverage” for purposes of the shared 
responsibility penalties? ................................................................30-11

Multi-Employer Health Plans .............................................................................30-12

Q 30.7 Are there any special rules applicable to employers who 
contribute to multi-employer health plans? ................................30-12

Implementation ...................................................................................................30-13

Q 30.8 When do the shared responsibility penalties take effect? .........30-13

Employer Notice and Reporting Requirements ..............................................30-14

Written Notice to Employees ...........................................................................30-14

Q 30.9 What notice requirements does the ACA impose  
on employers? ..................................................................................30-14

Employer Reporting Requirements ...................................................................30-15

Q 30.10 What reporting requirements does the ACA impose  
on employers? ..................................................................................30-15

Q 30.10.1 What are the requirements for reporting the cost  
of employer-sponsored health coverage? .........................30-15

Q 30.10.2 What are the requirements for reporting by employers 
subject to shared responsibility penalties? ......................30-16

Q 30.10.3 What are the requirements for reporting by insurers 
providing minimum essential coverage? ...........................30-18

Substantive and Procedural Changes in Health Insurance Coverage ........30-19

Q 30.11 How does the ACA change the scope, terms, and  
conditions of health insurance provided by employers? ..........30-19

Automatic Enrollment .........................................................................................30-20

Q 30.11.1 What are the requirements of the ACA’s automatic 
enrollment provisions? ........................................................30-20

Coverage for Dependent Children ..................................................................30-20

Q 30.11.2 How does the ACA expand coverage for children? ..........30-20

Annual and Lifetime Limits ................................................................................30-21

Q 30.11.3 How does the ACA change the ability of health plans  
and insurance issuers to impose limits on coverage  
and benefits? .........................................................................30-21



Corporate ComplianCe answer Book 2019

cxviii

Nondiscrimination Rules ...................................................................................30-21

Q 30.11.4 How does the ACA affect nondiscrimination rules? ........30-21

Waiting Periods .................................................................................................30-22

Q 30.11.5 How does the ACA affect waiting periods? .......................30-22

Additional Provisions .........................................................................................30-22

Q 30.11.6 What additional substantive and procedural  
changes made by the ACA apply to all plans? ..................30-22

Q 30.11.7 What additional substantive and procedural changes  
made by the ACA apply to all non-grandfathered  
plans? .....................................................................................30-23

Grandfathered Plans .........................................................................................30-24

Q 30.11.8 What additional substantive and procedural changes  
made by the ACA apply to grandfathered plans? ............30-24

Q 30.12 What requirements must a plan satisfy in order to  
maintain its grandfathered status? ...............................................30-25

Q 30.12.1 What rules apply to collectively bargained  
grandfathered plans? ...........................................................30-27

Healthcare-Related Taxes, Penalties, and Revenue-Raisers .........................30-29

Q 30.13 What other health-related taxes, penalties, and fees  
does the ACA create that will impact employers’  
healthcare costs? .............................................................................30-29

Q 30.13.1 What additional hospital insurance taxes are  
high-wage workers required to pay? ..................................30-29

Q 30.13.2 What is the ACA’s new surtax on unearned income? ......30-30
Q 30.13.3 How are health savings accounts, Archer medical  

savings accounts, and flexible spending accounts  
affected by the ACA? ............................................................30-30

Q 30.13.4 What effect does the ACA have on the deduction  
for employers who maintain prescription drug  
plans for their Medicare Part D–eligible retirees? ...........30-31

Q 30.13.5 What impact does the ACA have on “Cadillac plans”? ....30-31

Anti-Retaliation Provisions ................................................................................30-32

Q 30.14 What anti-retaliation protections does the ACA provide for? ......30-32
Q 30.14.1 How is the ACA’s anti-retaliation provision enforced? ..... 30-33

Breaks for Nursing Mothers .............................................................................30-34

Q 30.15 What rights does the ACA create for nursing mothers? .............30-34



 Table of Contents  

cxix

Compliance Steps ...............................................................................................30-35

Q 30.16 What steps should employers take to ensure compliance  
with the provisions of the ACA? ....................................................30-35

Q 30.16.1 What should employers take into consideration when 
determining whether they qualify as large employers  
subject to shared responsibility penalties? ......................30-36

Q 30.16.2 What is the “pay,” “play,” or “pay and play”  
determination that covered large employers  
need to make? .......................................................................30-37

Q 30.16.3 What are the implications of qualifying or not for 
grandfathered plan status? .................................................30-38

Q 30.16.4 What factors should employers take into consideration  
in determining the nature and timing of ACA  
mandates, including notice, record-keeping, and  
reporting obligations? .........................................................30-39

Q 30.16.5 What should an employer’s concerns be regarding 
transparency? .......................................................................30-39

Q 30.16.6 What can employers do to prepare for the  
Cadillac tax? ..........................................................................30-40

Q 30.16.7 What compliance concerns are particular to  
small employers? ..................................................................30-40

Chapter 31 Anti-Money Laundering
Gregory Baldwin

Introduction ...........................................................................................................31-3

Q 31.1 What are the goals of money laundering? ......................................31-3
Q 31.1.1 How does money laundering work? .....................................31-3
Q 31.1.2 What is placement? ................................................................31-3
Q 31.1.3 What is layering? ....................................................................31-4
Q 31.1.4 What is integration? ...............................................................31-4
Q 31.1.5 What forms aside from cash can funds for  

laundering take? .....................................................................31-5

The Legal Framework ..........................................................................................31-5

Q 31.2 What are the federal anti-money laundering statutes? ................31-5
Q 31.2.1 To whom do these AML laws apply? ...................................31-6



Corporate ComplianCe answer Book 2019

cxx

The Money Laundering Control Act ...................................................................31-7

Q 31.3 What does the MLCA provide? ........................................................31-7

Key Definitions .....................................................................................................31-7

Q 31.3.1 What does “some form of unlawful activity” mean  
under the MLCA? ....................................................................31-7

Q 31.3.2 What constitutes “knowledge” under the MLCA? ..............31-8
Q 31.3.3 What is a “specified unlawful activity” for purposes  

of the MLCA? ...........................................................................31-8
Q 31.3.4 What are “financial transactions”? .......................................31-9
Q 31.3.5 What are “monetary instruments”? .....................................31-9
Q 31.3.6 What are “financial institutions”? .......................................31-10

Laundering of Money Instruments ....................................................................31-10

Q 31.4 What does section 1956 of the MLCA prohibit? ..........................31-10
Q 31.4.1 What is “transaction money laundering”? ........................31-10
Q 31.4.2 What is “transportation money laundering”? ...................31-11
Q 31.4.3 What are the prohibitions related to “sting”  

operations? ...........................................................................31-11
Q 31.4.4 What are the MLCA penalties for violation of  

section 1956? .........................................................................31-12
Q 31.4.5 What extraterritorial jurisdiction does section 1956  

of the MLCA have? ...............................................................31-12

Engaging in Monetary Transactions in Property Derived from  
Specified Unlawful Activity ...............................................................................31-13

Q 31.5 What does section 1957 of the MLCA provide? ...........................31-13
Q 31.5.1 What is a “monetary transaction”? ....................................31-14
Q 31.5.2 What is “criminally derived property”? .............................31-14
Q 31.5.3 Does the government have extraterritorial  

jurisdiction to prosecute violations of  
section 1957 of the MLCA? ..................................................31-14

Q 31.5.4 What are the penalties for violations of  
section 1957 of the MLCA? ..................................................31-15

The Bank Secrecy Act ........................................................................................31-15

Q 31.6 What is the Bank Secrecy Act? ......................................................31-15
Q 31.6.1 To whom does the BSA apply? ...........................................31-15
Q 31.6.2 What is the definition of “financial institutions”  

for purposes of the BSA? .....................................................31-15



 Table of Contents  

cxxi

Anti-Money Laundering Program Requirements ............................................31-17

Q 31.7 Which financial institutions must implement AML  
compliance programs, and which are exempted? ......................31-17

Q 31.7.1 What are the general regulatory requirements for  
subject financial institutions? .............................................31-18

Q 31.7.2 What are the BSA’s requirements for anti-money  
laundering programs? ..........................................................31-19

Q 31.7.3 What is a “risk-based” anti-money laundering  
program? ...............................................................................31-19

Customer Identification Programs (CIPs).........................................................31-19

Q 31.8 What are the BSA’s requirements regarding CIPs? ......................31-19

“Suspicious Transactions” .................................................................................31-20

Q 31.9 What is a “suspicious transaction”? .............................................31-20
Q 31.9.1 Who must report suspicious transactions? ......................31-21
Q 31.9.2 Doesn’t reporting a suspicious transaction expose  

me and/or my company to legal risk? ...............................31-22
Q 31.9.3 What are the filing requirements for reports of  

suspicious transactions? .....................................................31-22

Information Sharing ...........................................................................................31-22

Q 31.10 What is “information sharing”? .....................................................31-22
Q 31.10.1 What is section 314(a) mandatory information  

sharing? .................................................................................31-23
Q 31.10.2 Who is subject to section 314(a) mandatory  

information sharing? ............................................................31-23
Q 31.10.3 What must a financial institution do upon receipt  

of a section 314(a) mandatory information  
sharing request? ...................................................................31-24

Q 31.10.4 Should a positive response to a section 314(a)  
mandatory information sharing request  
include records? ...................................................................31-25

Q 31.10.5 Are section 314(a) mandatory information sharing  
requests and responses confidential? ...............................31-25

Q 31.10.6 Should a section 314(a) mandatory information  
sharing request trigger the filing of a suspicious  
activity report if there is a positive match? ......................31-26

Q 31.10.7 What is section 314(b) voluntary information  
sharing? .................................................................................31-26



Corporate ComplianCe answer Book 2019

cxxii

Q 31.10.8 What information may be shared among financial 
institutions under section 314(b) voluntary  
information sharing? ............................................................31-26

Q 31.10.9 Who may share information under section 314(b)? ........31-26
Q 31.10.10 How does one participate in section 314(b) voluntary  

information sharing? ............................................................31-27
Q 31.10.11 Who may information be shared with? .............................31-27
Q 31.10.12 Is information shared under 314(b) confidential? ...........31-27
Q 31.10.13 Should a section 314(b) voluntary information  

sharing request trigger the filing of a SAR? .......................31-27
Q 31.10.14 May a financial institution that shares information  

under section 314(b) be sued civilly by the subject  
of the information? ...............................................................31-27

Reporting Large Cash Transactions .................................................................31-28

Q 31.11 Why does the government require large cash transactions  
to be reported? ................................................................................31-28

Q 31.11.1 What forms are used to report large cash  
transactions?.........................................................................31-28

Currency Transaction Reports ..........................................................................31-28

Q 31.11.2 What are the requirements for filing a Currency  
Transaction Report (CTR)? .................................................31-28

IRS Form 8300 ...................................................................................................31-29

Q 31.11.3 What are the requirements for filing an IRS  
Form 8300? ............................................................................31-29

Q 31.11.4 What constitutes “currency” for purposes of  
Form 8300? ............................................................................31-30

Q 31.11.5 What is a reportable transaction? ......................................31-30
Q 31.11.6 When are transactions considered “related”? ..................31-31
Q 31.11.7 How are multiple-payment transactions handled? ..........31-31

BSA Record-Keeping Requirements .................................................................31-32

Q 31.12 What records must be made and kept under the BSA? ..............31-32
Figure 31-1 Example: Multiple-Payment Transactions and Form 8300 ......31-33

“Bulk Cash Smuggling” ....................................................................................31-34

Q 31.13 What is “bulk cash smuggling”? .....................................................31-34
Q 31.13.1 What are the filing requirements for FinCEN  

Form 105? ..............................................................................31-34



 Table of Contents  

cxxiii

Q 31.13.2 What are the consequences of bulk cash smuggling? .....31-34
Q 31.13.3 For purposes of bulk cash smuggling, what are  

“currency” and “monetary instruments”? .........................31-35
Q 31.13.4 Are there any exceptions to this reporting  

requirement? .........................................................................31-35

Structuring ...........................................................................................................31-36

Q 31.14 What is structuring? ........................................................................31-36
Q 31.14.1 What are the penalties for structuring violations? ..........31-36

Transactions with Specially Designated Persons ...........................................31-36

Q 31.15 Who are the “specially designated persons” that federal  
AML statutes prohibit transactions with? ....................................31-36

Q 31.15.1 Who is considered a “United States person”? ..................31-37
Q 31.16 What kinds of transactions with SDNs are prohibited? ..............31-37

Q 31.16.1 What are the consequences of conducting business  
with an SDN? .........................................................................31-38

Special Rules for MSBs ......................................................................................31-38

Q 31.17 What are the AML requirements for Money Services  
Businesses? ......................................................................................31-38

Q 31.18 What are the AML requirements for foreign Money  
Services Businesses? ......................................................................31-39

AML Compliance Programs ..............................................................................31-40

Compliance and Your Company .....................................................................31-40

Q 31.19 Why should my company care about having an  
anti-money laundering compliance program? .............................31-40

Q 31.19.1 Our institution is currently exempted from anti-money 
laundering compliance program requirements. How  
can we keep track of changing regulations should  
our status change? ...............................................................31-41

Components of an Effective Compliance Program .......................................31-41

Q 31.19.2 What are the elements of an effective anti-money  
laundering compliance program? ......................................31-41

AML Compliance Officers ................................................................................31-42

Q 31.19.3 What are the key considerations in appointing a  
compliance officer? ..............................................................31-42



Corporate ComplianCe answer Book 2019

cxxiv

Employee Training .............................................................................................31-43

Q 31.19.4 What are the key considerations when approaching 
employee training? ...............................................................31-43

Independent Audit .............................................................................................31-44

Q 31.19.5 What are the key considerations regarding  
independent audits? ............................................................31-44

“Know Your Customer” Procedures .................................................................31-45

Q 31.19.6 How can we confirm a customer’s identity? .....................31-45
Q 31.19.7 What if verifying a customer’s identity is  

not possible? .........................................................................31-45

Creating and Administering a Program .........................................................31-45

Q 31.19.8 What are the actual steps a company must take to  
create an effective anti-money laundering  
compliance program? ..........................................................31-45

Q 31.19.9 What is the relationship between a compliance  
program under the U.S. Sentencing Guidelines and  
an anti-money laundering compliance program? .............31-47

Q 31.19.10 Is there a standard anti-money laundering compliance 
program that my company can effectively use? .............31–48

Q 31.19.11 How do we go about designing an anti-money  
laundering compliance program? .....................................31–48

Q 31.19.12 What are the basic considerations for the ongoing  
administration and enforcement of an anti-money  
laundering compliance program? .....................................31–51

Q 31.19.13 Who should administer the anti-money laundering  
compliance program? .........................................................31–52

Q 31.19.14 What role does top management have in administering  
the program? ........................................................................31–52

Chapter 32 Sarbanes-Oxley Act of 2002
Jerome W. Hoffman & John A. Canale

Overview ..............................................................................................................32-4

Q 32.1 To whom does SOX apply? ...............................................................32-4
Q 32.2 Which companies are “issuers”? .....................................................32-4
Q 32.3 Generally, what does SOX require? .................................................32-5



 Table of Contents  

cxxv

Codes of Ethics .....................................................................................................32-5

Q 32.4 What should a company put in its code of ethics? .......................32-5
Q 32.4.1 What does a company do with its code of ethics  

once it is adopted by the board?..........................................32-6

Boards of Directors/Audit Committees .............................................................32-6

Q 32.5 How does SOX affect boards of directors? .....................................32-6
Q 32.5.1 Do boards have to act in a manner different from  

the way they did before SOX? ...............................................32-7
Q 32.6 What does an audit committee do? ................................................32-7

Q 32.6.1 How does SOX affect the make-up of the audit  
committee? ..............................................................................32-7

Q 32.6.2 What if no one in the company is an independent  
financial expert? .....................................................................32-8

Q 32.6.3 Does SOX change the audit committee’s  
responsibilities? .....................................................................32-8

Officers and Directors .........................................................................................32-9

Q 32.7 What are the SOX requirements for officers and directors? ........32-9

Penalties ................................................................................................................32-9

Q 32.8 What are the SEC’s penalties for officers and directors if  
they violate SOX? ...............................................................................32-9

Q 32.8.1 Do officers and directors face any penalties beyond  
those imposed by the SEC? ...................................................32-9

Q 32.8.2 Have the SEC and law enforcement actually used  
these SOX powers? ...............................................................32-10

Insurance .............................................................................................................32-10

Q 32.9 Are violations of SOX by officers and directors generally  
covered by liability insurance? ......................................................32-10

Q 32.9.1 Other than insurers, who else is concerned with the  
effect SOX could have on officers and directors? ............32-10

Whistleblowers ...................................................................................................32-11

Q 32.10 How does SOX protect whistleblowers? ......................................32-11
Q 32.10.1 What does a whistleblower employee need to show  

to prove that the company is taking retaliatory  
action against him or her? ..................................................32-12



Corporate ComplianCe answer Book 2019

cxxvi

Company Action ................................................................................................32-12

Q 32.10.2 What procedures should be in place to help stave  
off successful legal action by whistleblowers? ................32-12

Q 32.10.3 What should the company do once a complaint  
is filed? ...................................................................................32-13

Consequences of Whistleblower Prevailing ..................................................32-13

Q 32.10.4 What happens if the whistleblower wins the case? .........32-13
Q 32.10.5 Are there any repercussions beyond what is  

owed to the whistleblower? ................................................32-13

State Law .............................................................................................................32-14

Q 32.10.6 Do states have similar protections for  
whistleblowers? ....................................................................32-14

Outside Auditors ................................................................................................32-14

Q 32.11 The landscape has changed for public companies, but  
what about for accounting firms? .................................................32-14

Companies and Auditors ..................................................................................32-15

Q 32.12 Has SOX affected the relationship between the companies  
and auditors? ...................................................................................32-15

Q 32.12.1 What about “one-stop shopping” for financial and 
accounting services? ...........................................................32-15

Audit Committees and Auditors .......................................................................32-16

Q 32.13 What is the relationship between the audit committees  
and the auditors? .............................................................................32-16

Q 32.13.1 Can a company keep using audit partners with  
whom it has an established relationship?.........................32-16

Procedures ..........................................................................................................32-16

Q 32.14 What are new procedures that auditors must follow? ...............32-16

PCAOB ................................................................................................................32-18

Q 32.15 What powers does the PCAOB have over the auditors? ............32-18
Q 32.15.1 What can the PCAOB do if it uncovers a violation? .........32-18
Q 32.15.2 How have the new PCAOB rules changed audits? ...........32-19

Foreign Auditors ................................................................................................32-19

Q 32.16 What effect does SOX have on foreign auditors? ........................32-19
Q 32.16.1 What if a U.S. accounting firm relies in part upon a  

foreign accounting firm? ......................................................32-19



 Table of Contents  

cxxvii

Lawyers ...............................................................................................................32-20

Q 32.17 How does SOX affect lawyers for issuers? ...................................32-20
Q 32.17.1 What responsibilities does the SEC impose upon  

lawyers under SOX? .............................................................32-20
Q 32.17.2 Which lawyers are affected by SOX? .................................32-20
Q 32.17.3 Are there any limitations on the applicability of  

the SEC rules on attorney conduct? ..................................32-21

“Up-the-Ladder” Reporting ................................................................................32-21

Q 32.18 What is “up-the-ladder” reporting? ...............................................32-21
Q 32.18.1 Do the requirements depend on whether the  

attorney is in a supervisory position? ...............................32-21
Q 32.18.2 What if an attorney has reason to believe that  

reporting to the CEO or CLO would be futile? ..................32-22
Q 32.18.3 How do these requirements apply to  

outside counsel? ...................................................................32-22

Supervisory and Subordinate Attorneys .........................................................32-22

Q 32.19 Who is a “supervisory attorney”? .................................................32-22
Q 32.20 Who is a “subordinate attorney”? .................................................32-22

Q 32.20.1 As long as there is an attorney above you on the  
chain, are you a subordinate attorney? .............................32-23

Q 32.20.2 Are the definitions of supervisory and subordinate  
attorney static? .....................................................................32-23

Required Action .................................................................................................32-23

Q 32.21 What do SOX and the SEC require of a lawyer? ...........................32-23
Q 32.21.1 How does this affect the attorney-client relationship?........32-24
Q 32.21.2 What sanctions are there for violations by an  

attorney of the SEC rules under SOX? ...............................32-24

Credible Evidence and Material Violation ....................................................32-24

Q 32.22 What does “becoming aware of credible evidence”  
actually mean? .................................................................................32-24

Q 32.22.1 How should companies define “credible evidence”? .......32-25
Q 32.23 What constitutes a “material violation”? ......................................32-25
Q 32.24 At what stage must a future possible violation be reported? ......32-26

Qualified Legal Compliance Committees .......................................................32-26

Q 32.25 What is a qualified legal compliance committee (QLCC)? .........32-26
Q 32.25.1 How is a QLCC established?................................................32-27
Q 32.25.2 How does the QLCC operate? .............................................32-27



Corporate ComplianCe answer Book 2019

cxxviii

CLO Responsibilities and Appropriate Responses ........................................32-27

Q 32.26 What steps must a CLO take when presented with a  
report of evidence of a material violation? ..................................32-27

Q 32.26.1 What kind of paper trail should the inquiry have? ..........32-28
Q 32.26.2 What would be considered an “appropriate  

response”? .............................................................................32-28
Q 32.26.3 How does a reporting attorney determine whether  

the response was appropriate? ..........................................32-28
Q 32.26.4 What does a reporting attorney do after the  

company has responded? ...................................................32-29
Q 32.26.5 In the absence of an appropriate response to a  

report of a material violation, what should a  
conscientious counsel do? ..................................................32-29

Q 32.26.6 What options do lawyers currently have when a  
SOX violation may be occurring? .......................................32-29

Foreign Lawyers .................................................................................................32-30

Q 32.27 Does SOX also apply to foreign lawyers? .....................................32-30

State Rules ...........................................................................................................32-30

Q 32.28 How do the SEC rules compare with American Bar  
Association and state rules? ..........................................................32-30

Q 32.28.1 What is the difference between the SEC and ABA  
and state rules? ....................................................................32-31

Q 32.28.2 What is the relationship between the SEC and  
state rules? ............................................................................32-31

Law Firm Training ..............................................................................................32-31

Q 32.29 How should law firms and lawyers adjust to the new  
standards? ........................................................................................32-31

Q 32.29.1 What should the training entail? ........................................32-32

Punishment ..........................................................................................................32-32

Q 32.30 Has the SEC punished lawyers for misconduct? .........................32-32
Q 32.30.1 How has the SEC punished lawyers? .................................32-32

Insurance .............................................................................................................32-33

Q 32.31 How do the new SEC rules affect insurance for lawyers? ..........32-33

General Counsel .................................................................................................32-33

Q 32.32 What should the role of the general counsel be in the  
new environment? ...........................................................................32-33



 Table of Contents  

cxxix

Q 32.32.1 How have the SEC rules changed the relations among  
general counsel, directors, and management? .................32-34

Q 32.32.2 How does the new environment affect the CEO vis à  
vis the general counsel? ......................................................32-34

SOX Effect ...........................................................................................................32-34

Q 32.32.3 How has SOX changed the role of the  
general counsel? ...................................................................32-34

Q 32.32.4 What new tasks does the general counsel have  
under SOX? ............................................................................32-35

Q 32.32.5 How do SOX requirements interact with the need  
to protect privileged communications? ............................32-36

Tools .....................................................................................................................32-36

Q 32.32.6 What organizational steps and tools are out there  
to assist the general counsel?.............................................32-36

Q 32.32.7 How does a general counsel determine the best  
interests of the corporation? ..............................................32-38

Investigations ......................................................................................................32-39

Q 32.33 What factors are relevant to the SEC in the course of  
an investigation? ..............................................................................32-39

Q 32.33.1 Has the SEC indicated the areas of greatest concern? ........32-41
Q 32.33.2 What are the biggest obstacles to cooperation? ..............32-41

Certification of Financial Statements ...............................................................32-42

Requirements for Certification ..........................................................................32-42

Q 32.34 What are SOX’s certification requirements? ................................32-42
Q 32.34.1 What must the SOX section 906 certificate contain? .......32-42
Q 32.34.2 What is the test for liability under the financial  

certificate requirements? ....................................................32-43
Q 32.34.3 What else must the CEO and CFO do under SOX  

section 302? ...........................................................................32-43
Q 32.34.4 What must the CEO and CFO actually certify under  

SOX section 302? ..................................................................32-43
Q 32.34.5 Does the CEO have to sign the company’s federal  

tax returns? ...........................................................................32-44

Pre-Certification ..................................................................................................32-45

Q 32.34.6 What should the CEO and CFO do prior to  
certifying a report under SOX? ...........................................32-45



Corporate ComplianCe answer Book 2019

cxxx

Non-GAAP Reporting ........................................................................................32-46

Q 32.35 What is non-GAAP reporting? ........................................................32-46
Q 32.35.1 How must a company report a non-GAAP financial  

measure? ...............................................................................32-46

Enforcement ........................................................................................................32-47

Q 32.36 What enforcement action can the SEC take upon discovery  
of false certifications? .....................................................................32-47

Internal Controls .................................................................................................32-47

Q 32.37 What internal controls does SOX require? ...................................32-47
Q 32.37.1 What is the scope of internal controls over  

financial reporting? ..............................................................32-48
Q 32.37.2 What are the elements and scope of internal  

controls? ................................................................................32-49
Q 32.37.3 Is there a specified process for designing, monitoring,  

or testing internal controls? ...............................................32-49
Q 32.37.4 What can be expected from internal controls? ................32-49
Q 32.37.5 What is a “reasonable assurance”? ....................................32-49
Q 32.37.6 Whose responsibility is it to design and develop  

internal controls? .................................................................32-50
Q 32.37.7 How do auditors advise on internal controls without 

violating the stringent requirements of auditor 
independence? ......................................................................32-50

Q 32.37.8 What are the processes for developing internal  
controls for financial reporting? .........................................32-51

Manipulation of Financial Reports ..................................................................32-51

Q 32.38 What areas of financial reporting appear to be most  
vulnerable to manipulation? ..........................................................32-51

Q 32.38.1 What aspects of revenue recognition should be  
considered in particular? ....................................................32-51

Q 32.38.2 What aspects of expense accounting should be  
considered in particular? ....................................................32-52

Q 32.38.3 What aspects of asset valuations should be  
considered in particular? ....................................................32-53

Q 32.38.4 What aspects of contingent liability valuations  
should particularly be considered? ...................................32-53

Q 32.38.5 What aspects of special-purpose entities should  
particularly be considered? ................................................32-53

Q 32.38.6 How should companies document internal controls? .....32-54



 Table of Contents  

cxxxi

Q 32.38.7 What else is management required to do beyond 
developing, documenting, putting into operation,  
and using internal controls? ...............................................32-54

Q 32.38.8 What should management use to assess their  
internal controls? .................................................................32-55

Auditing Standards ............................................................................................32-55

Q 32.39 What are the auditing standards? .................................................32-55
Q 32.39.1 What should testing encompass? ......................................32-56
Q 32.39.2 What other inquiries should be made? .............................32-57

Problems ..............................................................................................................32-57

Q 32.40 What should management do if it finds problems with  
the internal controls? ......................................................................32-57

Q 32.40.1 What is a “control deficiency”? ..........................................32-57
Q 32.40.2 What is a “significant deficiency”? .....................................32-58
Q 32.40.3 What is a “material weakness”? ..........................................32-58

Categorizing Problems .....................................................................................32-59

Q 32.40.4 What factors should be considered in categorizing  
a shortcoming? .....................................................................32-59

Q 32.40.5 What kinds of deficiencies are least likely to be  
considered significant? ........................................................32-60

Q 32.40.6 What kinds of deficiencies are likely to be considered 
material? ................................................................................32-60

Q 32.40.7 What should accompany the disclosure of material 
weaknesses? ..........................................................................32-60

PCAOB Standards .............................................................................................32-61

Q 32.41 What are the PCAOB’s auditing standards? .................................32-61
Q 32.41.1 How important is documentation to an audit?.................32-61

Documentation ...................................................................................................32-61

Q 32.42 What is the proper standard for documentation? ......................32-61
Q 32.42.1 What are the relevant subjects for which  

management’s records should be retained? .....................32-61

Continuing SOX Compliance ...........................................................................32-62

Q 32.43 What should a company do to sustain SOX compliance? ..........32-62
Q 32.43.1 What specific expectations does the SEC have  

regarding companies’ ongoing compliance efforts? ........32-63
Q 32.43.2 What approach should a company take to achieve 

“optimization”? .....................................................................32-64



Corporate ComplianCe answer Book 2019

cxxxii

Q 32.43.3 What is the advantage of a top-down approach? .............32-64
Q 32.43.4 What can a company use to augment the top-down 

approach? ..............................................................................32-64
Q 32.43.5 What kinds of risk analysis should be used? ....................32-65

Disclosure Controls ............................................................................................32-65

Q 32.44 What are disclosure controls? .......................................................32-65
Q 32.44.1 What are the certification requirements related to 

disclosure controls? .............................................................32-65
Q 32.44.2 What exactly must the CEO and CFO certify about  

the disclosure controls? ......................................................32-66
Q 32.44.3 What is the purpose of disclosure controls? ....................32-67
Q 32.44.4 Is the procedure for disclosure important? ......................32-67
Q 32.44.5 What should the disclosure contain? ................................32-67
Q 32.44.6 How should a company handle disclosure? .....................32-68
Q 32.44.7 What should the disclosure controls consist of? .............32-68
Q 32.44.8 How should a company sustain and enhance  

disclosure controls and enterprise risk management? ...... 32-69

The SEC ................................................................................................................32-69

Q 32.45 How has SOX enhanced the powers of the SEC? .........................32-69
Q 32.45.1 How much has the SEC grown under SOX?.......................32-69
Q 32.45.2 How has the increased budget affected enforcement? ...... 32-70
Q 32.45.3 Has the SEC expanded into any new areas?......................32-71

Private Rights of Action .....................................................................................32-71

Q 32.46 Are there any express private rights of action under SOX? .......32-71
Q 32.46.1 Did SOX enhance any existing private rights  

of action? ...............................................................................32-72
Q 32.46.2 Does SOX have any effect on private 10b-5  

litigation? ...............................................................................32-73
Q 32.46.3 Does SOX create a private right under which  

investors can file claims against the  
issuer’s attorneys? ...............................................................32-73

SOX Provisions That Apply to Companies Other Than Issuers ....................32-74

Q 32.47 What are the SOX penalty provisions that apply to  
also-private companies? .................................................................32-74

Q 32.48 What are the SOX record retention requirements that  
apply to all companies and persons? ...........................................32-74

Q 32.49 What are SOX’s requirements for ERISA and notice of  
pension-fund blackout periods? ....................................................32-74



 Table of Contents  

cxxxiii

Almost-Public Companies .................................................................................32-75

Q 32.50 Does SOX apply to almost-public companies? ............................32-75
Q 32.50.1 How does SOX affect almost-public companies? .............32-75

Non-Public Banks and Insurance Companies ................................................32-75

Q 32.51 Does SOX cover non-public banks? ..............................................32-75
Q 32.52 Does SOX affect non-public insurance companies? ....................32-76

SOX and International Companies ..................................................................32-76

Q 32.53 What problems has SOX caused for international  
companies? ......................................................................................32-76

Q 32.53.1 Has the EU responded to SOX with a law of its own? ........32-77
Q 32.53.2 How has the EU coped with SOX? ......................................32-77
Q 32.53.3 Is there any hope for a convergence of EU and  

SEC standards? .....................................................................32-78

Non-Profit Organizations .................................................................................32-78

Q 32.54 How are non-profit governmental organizations treated  
under SOX? .......................................................................................32-78

Q 32.55 Does SOX apply to colleges and universities? .............................32-79

Retrospective and Future Outlook ...................................................................32-79

Q 32.56 How has SOX impacted the markets since its enactment? ........32-79
Q 32.57 What lies ahead for SOX enforcement? ........................................32-80

Chapter 33 The Law and Accounting: The Convergence of 
Sarbanes-Oxley, COSO, the Federal Sentencing 
Guidelines, and Caremark Duties
James D. Wing & Laurie L. Green

Sarbanes-Oxley Act of 2002 .............................................................................33-2

Q 33.1 Is the Sarbanes-Oxley Act of 2002 (SOX) primarily aimed  
at improving corporate governance and legal compliance? ........33-2

Q 33.1.1 How did SOX try to accomplish its goal? ............................33-2
Q 33.1.2 What prompted Congress to act? .........................................33-3
Q 33.1.3 What was the precise mechanism Congress used? ...........33-3



Corporate ComplianCe answer Book 2019

cxxxiv

Committee of Sponsoring Organizations of the Treadway Commission ......33-4

Q 33.2 What is COSO? ...................................................................................33-4
Q 33.2.1 Does the COSO report relate only to details of  

financial reporting and concepts of accounting? ...............33-4
Q 33.3 Have there been any subsequent developments since  

the first COSO report?.......................................................................33-5
Q 33.3.1 Is COSO II mandated by law? ................................................33-6
Q 33.3.2 What does COSO II’s integrated framework  

recommend? ...........................................................................33-6
Q 33.3.3 What are the specific components of COSO II? ..................33-7

Q 33.4 What are the specific components of the 2013 Framework? .......33-7
Q 33.4.1 When will the 2013 Framework replace COSO I? ..............33-10
Q 33.4.2 Does the 2013 Framework supersede COSO II? ................33-10

Q 33.5 What other principles guide risk management? ..........................33-10

Reactions to SOX ...............................................................................................33-11

Q 33.6 Are these principles exclusively applicable to public  
companies, or do they have broader implications? ...................33-11

Q 33.6.1 Isn’t there a massive political reaction against this, 
particularly given the huge cost to companies for  
instituting these programs? ................................................33-11

Effects of Financial Collapse ............................................................................33-12

Q 33.7 Has the financial collapse of 2007–2008 interrupted recent 
developments in audits and compliance? ....................................33-12

Chapter 34 SEC Investigations of Public Companies
Mitchell E. Herr

Overview of SEC Investigations .........................................................................34-3

The Basics .............................................................................................................34-3

Q 34.1 What does the SEC investigate? ......................................................34-3
Q 34.1.1 What individuals are subject to investigation? ..................34-3
Q 34.1.2 Who at the SEC is responsible for conducting 

investigations? ........................................................................34-4
Q 34.1.3 What triggers an SEC investigation? ....................................34-5
Q 34.1.4 What is the SEC’s whistleblower program? ........................34-5



 Table of Contents  

cxxxv

Q 34.1.5 How does the SEC use data analytics in the  
enforcement process? ............................................................34-6

Q 34.2 What is the difference between a “preliminary” investigation  
and a “formal” investigation? ...........................................................34-8

Q 34.2.1 Are all SEC investigations private?.......................................34-9

Statistics .................................................................................................................34-9

Q 34.3 How many enforcement actions does the SEC bring, how  
long does the process take, and how successful is the SEC? ........34-9

Cooperation in Investigations ..........................................................................34-10

Q 34.4 What are a company’s obligations to its SEC  
defense counsel? .............................................................................34-10

Q 34.5 What role does cooperation play in SEC enforcement 
investigations? .................................................................................34-10

Q 34.6 What are the potential benefits of cooperation with  
the SEC? ............................................................................................34-11

Q 34.7 What are the potential benefits to an individual of  
cooperation with the SEC? .............................................................34-14

Q 34.7.1 What is a cooperation agreement? ....................................34-15
Q 34.7.2 … a deferred prosecution agreement? ..............................34-15
Q 34.7.3 … a non-prosecution agreement? ......................................34-16
Q 34.7.4 … an immunity request? .....................................................34-16
Q 34.7.5 … an oral assurance? ...........................................................34-16
Q 34.7.6 … a termination notice? ......................................................34-16
Q 34.7.7 … a settlement recommendation? .....................................34-17
Q 34.7.8 … publicizing the benefits of cooperation? ......................34-17

Related Investigations........................................................................................34-19

Coordination with Other Agencies .................................................................34-19

Q 34.8 Does the SEC coordinate investigations with other law 
enforcement authorities? ...............................................................34-19

Parallel Civil and Criminal Investigations ......................................................34-21

Q 34.8.1 Do parallel civil and criminal investigations present 
additional risks? ...................................................................34-21

Q 34.8.2 Must the government disclose that there are  
parallel civil and criminal investigations?.........................34-22

Q 34.8.3 Will both the criminal and civil proceedings proceed 
simultaneously? ....................................................................34-23



Corporate ComplianCe answer Book 2019

cxxxvi

Directors’ and Officers’ Policies .......................................................................34-23

Coverage for Investigation-Related Expenses ................................................34-23

Q 34.9 Can we rely on directors’ and officers’ policies to cover  
the costs of responding to an SEC investigation? .......................34-23

Q 34.9.1 What kinds of expenses related to an enforcement  
action might not be covered by a D&O policy? ................34-24

Rescission of Coverage .....................................................................................34-25

Q 34.9.2 What other D&O policy issues/considerations are  
raised by SEC investigations? .............................................34-25

Q 34.9.3 How can we mitigate the risks of rescission of  
our D&O policy? ...................................................................34-25

The Process of an SEC Investigation ................................................................34-26

Q 34.10 How is an SEC investigation conducted? .....................................34-26
Q 34.10.1 Has the SEC disclosed how it conducts its  

investigations? ......................................................................34-27

Document Requests ............................................................................................34-29

Obligation to Preserve Documents ..................................................................34-29

Q 34.11 What are a company’s obligations regarding documents? ........34-29
Q 34.11.1 Are there special considerations for preserving  

electronic documents? ........................................................34-29
Q 34.11.2 What are the consequences of inadequate document 

preservation? ........................................................................34-30
Q 34.11.3 What can our company do to make sure that it  

meets its preservation obligations? ...................................34-30
Q 34.11.4 Should we preserve everything or only those  

documents we think the SEC will want produced? ..........34-31

Document Requests and Production ................................................................34-32

Q 34.12 What can we expect from the document request process? .......34-32
Q 34.13 Can we negotiate with the SEC about our document  

production? ......................................................................................34-33
Q 34.14 What are the advantages of hiring an outside e-discovery  

vendor? .............................................................................................34-34

Selective Disclosure of Information to the SEC ..............................................34-35

Q 34.15 Why is the question of selective disclosure of information  
in SEC investigations important? ..................................................34-35



 Table of Contents  

cxxxvii

Q 34.16 Can privileged information be selectively disclosed to  
the SEC? ............................................................................................34-35

Q 34.16.1 What is the outlook for selective disclosure?...................34-36
Q 34.16.2 Should we consider disclosing privileged  

information? ..........................................................................34-37

Witness Testimony ..............................................................................................34-37

SEC Requests for Testimony ..............................................................................34-37

Q 34.17 From whom is sworn testimony likely to be requested?............34-37
Q 34.17.1 Should witnesses speak informally with SEC  

enforcement staff? ................................................................34-37

Witness Examination .........................................................................................34-38

Q 34.18 How should we respond after a request for sworn  
witness testimony has been made? ..............................................34-38

Q 34.19 What can we expect from an SEC witness examination? ...........34-39
Q 34.20 What rights do witnesses have? ....................................................34-39

Q 34.20.1 Can a witness refuse to testify? ..........................................34-39
Q 34.20.2 What are some important considerations in deciding 

whether or not to refuse to testify? ...................................34-40
Q 34.20.3 What is a witness’s counsel permitted to do during  

an examination? ....................................................................34-40
Q 34.21 What other important considerations should we keep  

in mind when anticipating a witness examination? ....................34-40

Representation by Counsel ...............................................................................34-41

Q 34.22 Should the same counsel represent the company and  
its employees? .................................................................................34-41

Q 34.22.1 What are the advantages of using the same counsel? .......34-41
Q 34.22.2 Are there any limitations to using the same counsel? .......34-42

Joint Defense Agreements .................................................................................34-42

Q 34.23 What if an employee decides to retain separate  
personal counsel? ............................................................................34-42

Q 34.24 What are the opportunities for informal advocacy during  
the investigation? ............................................................................34-43

Wells Notice and Wells Submission ................................................................34-44

Wells Notice .......................................................................................................34-44

Q 34.25 What is a Wells Notice? ...................................................................34-44



Corporate ComplianCe answer Book 2019

cxxxviii

Wells Submission ...............................................................................................34-45

Q 34.26 What is a Wells Submission? ..........................................................34-45
Q 34.26.1 Should a Wells Submission automatically follow a  

Wells Notice? .........................................................................34-45

Charges, Forum, and Remedies ......................................................................34-45

Q 34.27 What kind of charges can the SEC bring? .....................................34-45
Q 34.28 Where can the SEC file an enforcement action? ..........................34-47

Q 34.28.1 What are the differences between bringing  
an enforcement action in an administrative  
proceeding and bringing an enforcement action  
in federal court? ...................................................................34-47

Q 34.29 What remedies can the SEC obtain against a company? ............34-49
Q 34.29.1 How large are civil monetary penalties? ...........................34-50
Table 34-1 Monetary Penalties Against Corporations for  

Securities Violations ............................................................34-51
Q 34.29.2 What factors does the SEC consider in deciding on  

whether or not to assess a penalty on a company? ........34-51
Q 34.29.3 Does the SEC ever seek other remedies? ..........................34-54

Q 34.30 What remedies can the SEC seek against directors  
and officers? .....................................................................................34-54

Q 34.30.1 What monetary penalties can the SEC seek against  
directors and officers? .........................................................34-54

Table 34-2 Monetary Penalties Against Individuals for  
Securities Violations ............................................................34-55

Q 34.30.2 What other kinds of relief can the SEC seek against  
directors and officers? .........................................................34-55

Settlement Negotiations ....................................................................................34-57

Q 34.31 How does the SEC approach settlements? ...................................34-57
Q 34.31.1 Is a party that settles with the SEC required to  

admit liability? ......................................................................34-57

Chapter 35 Directors and Officers Liability Insurance
Thomas H. Bentz, Jr.

Overview: D&O Liability Insurance As a Risk-Transfer Device ......................35-4

Q 35.1 Where does D&O insurance fit with other liability protections? ..... 35-4



 Table of Contents  

cxxxix

State Indemnification Statutes ............................................................................35-4

Q 35.1.1 What statutory protections exist for D&O liability? ..........35-4
Figure 35-1 Hierarchy of Liability Protection ................................................35-5

Corporate Charters/Bylaws ...............................................................................35-6

Q 35.1.2 How do corporate charters/bylaws typically provide 
protection for D&O liability? .................................................35-6

Q 35.1.3 What kinds of indemnification provisions should a 
company’s bylaws include? ..................................................35-7

Individual Indemnification Agreements ............................................................35-8

Q 35.1.4 How do individual indemnification agreements  
protect directors and officers? .............................................35-8

D&O Insurance.....................................................................................................35-8

Q 35.1.5 How does D&O insurance protect directors and  
officers? ...................................................................................35-8

How Typical D&O Insurance Policies Work ......................................................35-9

Scope of Coverage .............................................................................................35-9

Q 35.2 What type of coverage do D&O insurance policies  
typically offer? ...................................................................................35-9

Q 35.2.1 What are the advantages and disadvantages of  
Side A, B, and C coverage? ..................................................35-10

Q 35.3 Who is insured? ...............................................................................35-11
Q 35.4 What constitutes a claim? ..............................................................35-12
Q 35.5 What qualifies as a “wrongful act”? ...............................................35-12
Q 35.6 What is a “loss”? ..............................................................................35-13
Q 35.7 What is typically excluded from coverage? .................................35-13

“Non-Duty-to-Defend” Coverage .....................................................................35-14

Q 35.8 What is “non-duty-to-defend” coverage? ......................................35-14
Q 35.8.1 What are the advantages and/or disadvantages  

of a non-duty-to-defend policy? ..........................................35-14
Q 35.8.2 What is the difference between reimbursing and  

advancing the costs for defending a claim? ......................35-14
Q 35.8.3 How is allocation of defense costs decided? ....................35-15
Q 35.8.4 How do repayment clauses work? .....................................35-15
Q 35.8.5 Do defense costs erode the policy limit? ..........................35-16



Corporate ComplianCe answer Book 2019

cxl

“Claims-Made” Coverage ................................................................................35-16

Q 35.9 What is “claims-made” coverage? .................................................35-16

D&O Insurance Program Structure ..................................................................35-17

Q 35.10 What is a typical structure for a D&O insurance program? .......35-17
Figure 35-2 D&O Liability Insurance Program Structures: Layered  

Versus Quote Share ....................................................................35-18

Dedicated-Limit Insurance .................................................................................35-19

Q 35.11 What is dedicated-limit insurance? ...............................................35-19
Q 35.11.1 How is a dedicated-limit policy structured? .....................35-20

Considerations in Selecting an Insurance Policy ............................................35-21

Q 35.12 What factors should be considered when purchasing  
D&O insurance? ...............................................................................35-21

Policy Limit ..........................................................................................................35-21

Q 35.12.1 How do insureds determine the right policy limit? .........35-21

Retention ..............................................................................................................35-23

Q 35.12.2 How do insureds determine the right retention? .............35-23

Other Factors ......................................................................................................35-23

Q 35.12.3 To what extent should an insured consider terms  
and conditions? ....................................................................35-23

Q 35.12.4 … claims handling? ..............................................................35-23
Q 35.12.5 … financial ratings? ..............................................................35-23
Q 35.12.6 … an insurer’s longevity in the industry? .........................35-24
Q 35.12.7 How important is price in choosing an insurer  

and policy? ............................................................................35-24

Negotiating Key Provisions of a D&O Policy .................................................35-24

Overview ............................................................................................................35-24

Q 35.13 Why do D&O insurance policies need to be negotiated? ...........35-24
Q 35.13.1 Should counsel or consultants be hired to  

negotiate a D&O policy? ......................................................35-25
Q 35.13.2 What parts of the policy should be negotiated? ..............35-26

Negotiating Definitions .....................................................................................35-26

Q 35.14 Which definitions should an insured negotiate? .........................35-26
Q 35.15 What are the important factors to consider when  

negotiating the definition of the term “application”? .................35-27



 Table of Contents  

cxli

Q 35.16 … the definition of the term “claim”? ...........................................35-27
Q 35.17 … the definition of the term “insured”? .......................................35-29
Q 35.18 … the definition of the term “insured person”? ..........................35-30

Q 35.18.1 Will D&O insurance cover in-house attorneys? ................35-32
Q 35.18.2 Will D&O insurance cover controlling shareholders? .....35-32

Q 35.19 What are the important factors to consider when  
negotiating the definition of the term “loss”? ..............................35-32

Q 35.19.1 What is the benefit of a “most favorable venue”  
provision? ..............................................................................35-33

Q 35.19.2 What is the benefit of a “section 11, 12, and 15”  
carve-back? ...........................................................................35-34

Q 35.20 What are the important factors to consider when  
negotiating the definition of the term “securities claim”? .........35-34

Negotiating Exclusions: Generally ..................................................................35-36

Q 35.21 Which exclusions should an insured negotiate? .........................35-36

Negotiating Exclusions: Illegal/Fraudulent Conduct Exclusion ..................35-37

Q 35.22 What are the important factors to consider when  
negotiating the illegal or fraudulent exclusions? ........................35-37

Negotiating Exclusions: Other-Insurance Exclusions ....................................35-38

Q 35.23 What are the important factors to consider when  
negotiating other-insurance exclusions?......................................35-38

Negotiating Exclusions: Timing-Related Exclusions ......................................35-39

Q 35.24 What are the important factors to consider when  
negotiating timing-related exclusions? .........................................35-39

Q 35.24.1 What is a prior-notice exclusion? .......................................35-39
Q 35.24.2 What is a pending and prior litigation exclusion? ...........35-40
Q 35.24.3 What is a prior-acts exclusion? ..........................................35-40

Negotiating Exclusions: Insured-Versus-Insured Exclusion ...........................35-40

Q 35.25 What is an “insured-versus-insured” exclusion? .........................35-40
Q 35.25.1 What are the important factors to consider when 

negotiating an insured-versus-insured exclusion? ...........35-41
Q 35.25.2 What other insured-versus-insured carve-backs are 

possible? ................................................................................35-42
Q 35.26 How can an insured ensure that the acts of one insured  

person do not impact coverage for other, innocent insureds? ......35-42

Negotiating Terms and Conditions .................................................................35-43

Q 35.27 Which terms and conditions should an insured negotiate? ......35-43



Corporate ComplianCe answer Book 2019

cxlii

Q 35.28 What are the important factors to consider when  
negotiating an allocation provision? .............................................35-43

Q 35.29 What is the importance of an application severability  
clause? ..............................................................................................35-45

Q 35.29.1 What does an application severability provision  
look like? ................................................................................35-45

Q 35.30 What are the important factors to consider when  
negotiating a rescission provision? ...............................................35-46

Q 35.31 What is a forced settlement clause? .............................................35-47
Q 35.31.1 What are the important factors to consider when 

negotiating a forced settlement clause? ............................35-47
Q 35.32 What does a typical D&O policy cancellation clause provide? .....35-48

Q 35.32.1 What are the important factors to consider when 
negotiating a cancellation clause? .....................................35-49

Q 35.33 What does a typical “order-of-payments” provision provide? .......35-49
Q 35.33.1 What are the important factors to consider when 

negotiating an order-of-payments provision? ...................35-49
Q 35.34 What is the importance of the notice and claim reporting 

requirements of a D&O policy? ......................................................35-50
Q 35.34.1 What do typical notice and claim reporting provisions  

look like? ................................................................................35-50
Q 35.34.2 How do notice provisions address the reporting  

“trigger”? ...............................................................................35-51

Negotiating Excess Policies .............................................................................35-53

Q 35.35 How do excess policies typically work with the  
primary policy? ................................................................................35-53

Q 35.35.1 What factors should be considered when negotiating  
an excess policy’s attachment/exhaustion provision? ......35-53

Q 35.35.2 How can an insured negotiate an attachment  
provision to avoid an unfair result? ...................................35-55

Q 35.35.3 What factors should be considered when negotiating  
an excess policy’s arbitration provision? .........................35-55

Q 35.35.4 What factors should be considered when negotiating  
an excess policy’s appeals provision? ...............................35-56

How D&O Insurance Works in Specific Situations ........................................35-57

Mergers and Acquisitions .................................................................................35-57

Q 35.36 What kinds of coverage issues arise where a new  
subsidiary is created or acquired?................................................35-57



 Table of Contents  

cxliii

Sale of the Company ........................................................................................35-58

Q 35.37 What are the possible ramifications for a D&O insurance  
policy of the sale of a company? ...................................................35-58

Q 35.37.1 What are the important factors to consider when 
purchasing run-off coverage? .............................................35-59

Bankruptcy ..........................................................................................................35-60

Q 35.38 What kinds of coverage issues arise in a bankruptcy? ...............35-60
Q 35.38.1 Are D&O insurance proceeds typically considered  

property of the bankruptcy estate? ...................................35-60

Cyber Insurance .................................................................................................35-61

Q 35.39 Does a D&O policy cover cyber risk? ...........................................35-61

Changing Insurers ..............................................................................................35-62

Q 35.40 What impact can changing insurers have on an insured’s  
D&O coverage? ................................................................................35-62

Q 35.40.1 How can insureds ensure continuity of coverage? ..........35-62
Q 35.40.2 What considerations does a warranty statement  

by the new issuer raise when changing insurers? ...........35-63
Q 35.40.3 What does a typical warranty statement look like? .........35-64

Claims ..................................................................................................................35-65

Reporting Claims ...............................................................................................35-65

Q 35.41 When should an insured report a claim? .....................................35-65
Q 35.42 What details should be included in the notice of claim? ...........35-65
Q 35.43 Are there instances in which an insured should consider  

not reporting a claim? .....................................................................35-67
Q 35.43.1 What are the possible consequences of not reporting  

a claim? ..................................................................................35-67

Defending Claims ..............................................................................................35-68

Q 35.44 How are D&O claims defended? ....................................................35-68

Post-Claim Issues ................................................................................................35-69

Q 35.45 What should an insured expect after reporting a claim? ...........35-69

Reservation of Rights .........................................................................................35-69

Q 35.45.1 What is a reservation-of-rights letter? ...............................35-69



Corporate ComplianCe answer Book 2019

cxliv

Denial of Coverage ...........................................................................................35-70

Q 35.45.2 What is a denial-of-coverage letter? ...................................35-70

Duties and Obligations of Insureds .................................................................35-71

Q 35.46 What are an insured’s obligations with respect to the  
insurer after a claim has been reported? .....................................35-71

Privileges and Protections .................................................................................35-72

Q 35.47 Are communications related to a claim protected by the  
attorney-client privilege and work-product doctrine? ...............35-72

Figure 35-3 Insureds’ Checklist for Defending D&O Claims ......................35-73
Appendix 35A:  Glossary of Common D&O Liability  

Insurance Terms ...........................................................App. 35A-1

Chapter 36 Cyber Liability Insurance
Thomas H. Bentz, Jr.

Background...........................................................................................................36-4

Q 36.1 How long has cyber insurance been around? ................................36-4

How Typical Cyber Liability Insurance Policies Work .....................................36-5

Scope of Coverage .............................................................................................36-5

Q 36.2 What type of coverage do cyber liability insurance  
policies typically offer? .....................................................................36-5

Q 36.2.1 What is typically not covered by cyber liability  
insurance policies?.................................................................36-6

Q 36.3 What are the typical coverage grants for a cyber policy? ...........36-6
Figure 36-1 Typical Coverage Grants for a Cyber Liability  

Insurance Policy ...........................................................................36-7

Essential Coverage Components .......................................................................36-8

Q 36.3.1 What kind of protections do essential coverage  
components offer for “loss containment”? .........................36-8

Q 36.3.2 … “third-party liability”? .......................................................36-8
Q 36.3.3 … “regulatory defense and penalties”? ...............................36-9
Q 36.3.4 … “online media liability”? ..................................................36-10



 Table of Contents  

cxlv

Business Interruption/Expense Coverage.......................................................36-10

Q 36.3.5 What does “network/business interruption”  
protection cover? .................................................................36-10

Q 36.3.6 What does “extra expenses” protection cover? ...............36-11

Theft/Property Loss Coverage..........................................................................36-11

Q 36.3.7 What kind of protection does theft/property loss  
coverage offer against “data loss and restoration”? ........36-11

Q 36.3.8 … “cyber extortion”/ransomware? ....................................36-11
Q 36.3.9 … “computer fraud”? ...........................................................36-12
Q 36.3.10 … “improper electronic transfer of funds”? .....................36-12

Specialized Consultants/Panel Counsel ........................................................36-13

Q 36.4 What additional available protections should purchasers 
consider? ..........................................................................................36-13

Q 36.4.1 Should an insured retain its own experts? ........................36-14

“Claims-Made” Coverage ................................................................................36-15

Q 36.5 What is claims-made coverage? ....................................................36-15

“Duty-to-Defend” Coverage ..............................................................................36-16

Q 36.6 What is duty-to-defend coverage? .................................................36-16
Q 36.6.1 What is the difference between advancement and 

reimbursement of defense costs? ......................................36-17
Q 36.6.2 How and when is allocation of defense costs used? ........36-18
Q 36.6.3 How do defense costs affect the policy limit? ..................36-18

Cyber Liability Insurance Program Structure ..................................................36-19

Q 36.7 How should an insured structure its cyber insurance  
program? ..........................................................................................36-19

Figure 36-2 Cyber Insurance Program Structures: Layered Versus  
Quota Share.................................................................................36-20

Other Types of Insurance Policies ....................................................................36-20

Q 36.8 What other types of insurance do insureds use to cover  
cyber events? ...................................................................................36-20

Q 36.8.1 How can an insured cover cyber events using  
directors and officers insurance? .......................................36-21

Q 36.8.2 … errors and omissions/professional liability  
insurance? .............................................................................36-21



Corporate ComplianCe answer Book 2019

cxlvi

Q 36.8.3 … commercial general liability insurance? .......................36-21
Q 36.8.4 … fiduciary liability insurance?..........................................36-22
Q 36.8.5 … employment practices liability insurance? ..................36-22
Q 36.8.6 … crime/fidelity insurance? ................................................36-22

Coverage for Phishing Attacks/Social Engineering Fraud ..........................36-22

Q 36.9 What are phishing attacks? ............................................................36-22
Q 36.9.1 How can insureds get coverage for phishing attacks? ......36-23

Coordinating Multiple Policies .........................................................................36-24

Q 36.10 How does an insured coordinate its cyber coverage  
with other types of insurance? ......................................................36-24

Selecting an Insurance Policy ...........................................................................36-25

In General ...........................................................................................................36-25

Q 36.11 What are some general tips for buying cyber  
insurance policies? ..........................................................................36-25

Specific Policy Considerations .........................................................................36-26

Q 36.12 What factors should be considered when purchasing a  
cyber liability insurance policy? ...................................................36-26

Price .....................................................................................................................36-27

Q 36.12.1 How should price factor into a policy purchaser’s  
decision? ................................................................................36-27

Q 36.12.2 Is cyber liability insurance expensive?..............................36-27

Policy Limit ..........................................................................................................36-28

Q 36.12.3 How do insureds determine the right policy limit? .........36-28

Retention ..............................................................................................................36-30

Q 36.12.4 How do insureds determine the right retention? .............36-30

Other Factors ......................................................................................................36-30

Q 36.12.5 To what extent should an insured consider terms  
and conditions? ....................................................................36-30

Q 36.12.6 … claims handling? ..............................................................36-30
Q 36.12.7 … financial ratings? ..............................................................36-31
Q 36.12.8 … longevity in the industry? ..............................................36-31



 Table of Contents  

cxlvii

Negotiating Key Provisions of a Cyber Liability Insurance Policy ...............36-31

Overview ............................................................................................................36-31

Q 36.13 Why do cyber liability insurance policies need to  
be negotiated? ..................................................................................36-31

Q 36.13.1 Who should negotiate the coverage? ................................36-32
Q 36.13.2 What parts of the policy should be negotiated? ..............36-33

Negotiating Coverage Grants .........................................................................36-34

Q 36.14 What should insureds know about negotiating  
coverage grants? .............................................................................36-34

Negotiating Definitions .....................................................................................36-35

Q 36.15 What definitions should insureds negotiate? ..............................36-35
Q 36.15.1 What are the important considerations in negotiating  

the definition of “application”? ...........................................36-35
Q 36.15.2 … the definition of “claim”? ................................................36-36
Q 36.15.3 … the definition of “insured”? ............................................36-37
Q 36.15.4 … the definition of “loss”?...................................................36-38

Negotiating Exclusions: Generally ..................................................................36-38

Q 36.16 Which exclusions should insureds negotiate? ............................36-38

Negotiating Exclusions: Illegal/Fraudulent Conduct Exclusion ..................36-39

Q 36.16.1 What are some important considerations when  
negotiating an illegal/fraudulent conduct exclusion?........36-39

Negotiating Exclusions: Other-Insurance Exclusions ....................................36-41

Q 36.16.2 What are some important considerations when  
negotiating exclusions more properly covered  
by other insurance? .............................................................36-41

Negotiating Exclusions: Timing-Related Exclusions ......................................36-42

Q 36.16.3 What are some important considerations when  
negotiating timing-related exclusions? ..............................36-42

Negotiating Exclusions: Insured-Versus-Insured Exclusions ..........................36-44

Q 36.16.4 What are some important considerations when  
negotiating insured-versus-insured exclusions? ..............36-44

Negotiating Exclusions: Miscellaneous Exclusions .......................................36-44

Q 36.16.5 What kinds of miscellaneous exclusions might an  
insured negotiate, and what important factors  
should be considered when negotiating them? ...............36-44



Corporate ComplianCe answer Book 2019

cxlviii

Negotiating Terms and Conditions .................................................................36-45

Q 36.17 Which terms and conditions should an insured negotiate? ......36-45
Q 36.17.1 What are some important considerations when  

negotiating the application severability provision? ........36-45
Q 36.17.2 … when negotiating rescission? .........................................36-46
Q 36.17.3 … when negotiating the forced settlement  

(“hammer”) clause? .............................................................36-46
Q 36.17.4 … when negotiating the cancellation clause? ..................36-48
Q 36.17.5 … when negotiating the notice and claim  

reporting provisions? ..........................................................36-49

Negotiating Excess Policies .............................................................................36-51

Q 36.18 How do excess policies typically work with the  
primary policy? ................................................................................36-51

Q 36.18.1 What are the potential consequences of failing to  
review and negotiate an excess policy? ............................36-52

Q 36.18.2 What factors should be considered when negotiating  
an excess policy’s attachment/exhaustion provision? ......36-52

Q 36.18.3 How can an insured negotiate an attachment/exhaustion 
provision to avoid an unfair result? ...................................36-53

Q 36.18.4 What factors should be considered when negotiating  
an excess policy’s arbitration provision? .........................36-54

Q 36.18.5 What factors should be considered when negotiating  
an excess policy’s appeals provision? ...............................36-55

Claims ..................................................................................................................36-56

Reporting Claims ...............................................................................................36-56

Q 36.19 When should an insured report a claim? .....................................36-56
Q 36.19.1 Are there instances in which an insured should  

consider not reporting a claim? ..........................................36-57
Q 36.19.2 What are the possible consequences of not reporting  

a claim? ..................................................................................36-57
Q 36.20 What details should be included in the notice of claim? ...........36-58

Defending Claims ..............................................................................................36-59

Q 36.21 How are claims defended? .............................................................36-59

Post-Claim Issues ................................................................................................36-60

Reservation of Rights .........................................................................................36-60

Q 36.22 What happens after a claim is reported? .....................................36-60
Q 36.22.1 What is a reservation-of-rights letter? ...............................36-60



 Table of Contents  

cxlix

Denial of Coverage ...........................................................................................36-60

Q 36.22.2 What is a denial-of-coverage letter? ...................................36-60

Duties and Obligations of Insureds .................................................................36-61

Q 36.23 What are an insured’s obligations with respect to the  
insurer after a claim has been reported? .....................................36-61

Privileges and Protections .................................................................................36-62

Q 36.24 Are communications related to a claim protected by the  
attorney-client privilege and work-product doctrine? ...............36-62

Figure 36-3 Common Mistakes in Claims Handling ....................................36-63
Figure 36-4 Insureds’ Checklist for Defending Cyber Liability Claims ......36-64
Appendix 36A:  Glossary of Common Cyber Liability Insurance  

Terms .............................................................................App. 36A-1

Chapter 37 Executive Compensation
Robert J. Friedman, David G. O’Leary, Gregory K. Brown,  
Claudia L. Hinsch, Victoria H. Zerjav, Louis L. Joseph,  
Ariadna Alvarez, Christopher K. Buch, Sepedeh Tofigh  
& Austin K. Stack

Elements of Executive Compensation ................................................................37-2

Q 37.1 How do employers generally provide and document  
executive compensation arrangements? ........................................37-2

Q 37.2 What types of compensation are usually provided by an 
employment agreement? ..................................................................37-3

Q 37.2.1 What types of compensation are generally provided  
by a “plan”? .............................................................................37-3

Q 37.2.2 What types of compensation arrangements are not 
considered “plans”? ...............................................................37-4

Q 37.2.3 What is severance pay? .........................................................37-4
Q 37.2.4 What is a change-in-control agreement or plan? ................37-5

General Tax Rules ................................................................................................37-5

Q 37.3 What are the general rules that apply to taxation of  
executive compensation? .................................................................37-5

Q 37.3.1 What are gross-up covenants? ..............................................37-6



Corporate ComplianCe answer Book 2019

cl

Q 37.4 What is the general rule for the taxation of non-qualified  
deferred compensation? ...................................................................37-7

Q 37.4.1 Does a rabbi trust affect the treatment of a deferred 
compensation plan under the Code or ERISA? ...................37-7

Q 37.4.2 How does Code section 83, concerning transfers  
of property as compensation for services, affect  
executive compensation? ......................................................37-8

Q 37.4.3 How does Code section 422, concerning ISOs, affect 
executive compensation? ......................................................37-8

Q 37.4.4 What is an incentive stock option (ISO)? ............................37-9
Q 37.4.5 What is the AMT? .................................................................37-10
Q 37.4.6 How should an executive prepare for the AMT? ..............37-11
Q 37.4.7 What are the general tax rules for non-qualified  

stock options? .......................................................................37-11
Q 37.4.8 Are there adverse tax consequences from mispriced  

stock options? .......................................................................37-11

Deferred Compensation ....................................................................................37-12

Q 37.5 What is deferred compensation? ...................................................37-12

Non-Qualified Deferred Compensation Plans ...............................................37-12

Q 37.6 What are the general attributes of a non-qualified deferred  
compensation plan? ........................................................................37-12

Q 37.6.1 What types of non-qualified deferred compensation  
plans are there? ....................................................................37-13

Q 37.6.2 How does a non-qualified retirement plan work? ............37-13
Q 37.6.3 Are there any requirements with respect to SERP? .........37-14
Q 37.6.4 What is a select group of management and highly  

compensated employees? ...................................................37-15
Q 37.6.5 May a deferred compensation plan be funded? ...............37-15
Q 37.6.6 What is split-dollar insurance? ...........................................37-16
Q 37.6.7 How is split-dollar insurance taxed? ..................................37-16

Taxation of Deferred Compensation Under Code Section 409A ...............37-17

Q 37.7 What rules does Code section 409A impose? ..............................37-17
Q 37.7.1 What is a non-qualified deferred compensation  

plan for purposes of Code section 409A? ..........................37-18
Q 37.7.2 What is a deferral of compensation? .................................37-18
Q 37.7.3 Who is a “service provider”? ..............................................37-18
Q 37.7.4 Who is a “service recipient”? ..............................................37-19
Q 37.7.5 Which non-qualified deferred compensation plans  

are subject to Code section 409A? .....................................37-19



 Table of Contents  

cli

Section 409A Exemptions ................................................................................37-20

Q 37.8 What types of plans and arrangements are generally  
exempt from the requirements of Code section 409A? ..............37-20

Q 37.8.1 What are short-term deferrals? ..........................................37-20
Q 37.8.2 What are statutory stock options and employee  

stock purchase plans? .........................................................37-21
Q 37.8.3 What non-statutory stock options are exempt from  

the section 409A requirements? .........................................37-21
Q 37.8.4 What kinds of stock appreciation rights are exempt  

from the section 409A requirements? ................................37-21
Q 37.8.5 What are restricted property and stock plans  

covered by Code section 83? ..............................................37-22
Q 37.8.6 What are qualified employer plans? ..................................37-22
Q 37.8.7 What are welfare benefit plans and arrangements? .........37-22
Q 37.8.8 What kinds of foreign plans are exempt from the  

section 409A requirements? ................................................37-23
Q 37.8.9 What kinds of severance payments are exempt from  

section 409A requirements? ................................................37-23
Q 37.8.10 What happens if the service provider uses the  

accrual method of accounting? ..........................................37-23
Q 37.8.11 What if the service provider is actively engaged  

in the trade or business of providing substantial  
services? ................................................................................37-23

Q 37.8.12 Why is fair market value of stock important and  
how is it determined? ..........................................................37-24

Q 37.8.13 If a deferred compensation plan or arrangement is  
not exempt from section 409A, what restrictions  
are necessary to prevent immediate taxation to  
the service provider? ...........................................................37-25

Q 37.8.14 What constitutes a “substantial risk of forfeiture”? .........37-25
Q 37.8.15 If there is no substantial risk of forfeiture, what 

requirements must be satisfied? ........................................37-25

Payment of Deferred Compensation ...............................................................37-26

Q 37.8.16 Does section 409A restrict the time and form of  
payments of deferred compensation? ...............................37-26

Q 37.9 What are permitted “distribution events” under Code  
section 409A? ...................................................................................37-26

Q 37.9.1 When has a service provider separated from service? .......37-26
Q 37.9.2 When is a service provider considered disabled? ...........37-27



Corporate ComplianCe answer Book 2019

clii

Q 37.9.3 What are the requirements for specified-time or  
fixed-schedule payments? ...................................................37-28

Q 37.9.4 What is a change-in-control event under Code  
section 409A? ........................................................................37-29

Q 37.9.5 How is an “unforeseeable emergency” defined? ..............37-30
Q 37.10 When can deferred compensation be paid? ................................37-31

Q 37.10.1 When must payments to key employees of a public 
company be delayed? ..........................................................37-31

Q 37.10.2 Under what conditions may a plan permit the  
acceleration of the time or schedule of any  
payments under the plan?...................................................37-32

Q 37.10.3 Under what circumstances can payments be  
delayed? .................................................................................37-33

Q 37.10.4 Does section 409A provide rules affecting initial  
and subsequent deferral elections? ...................................37-33

Q 37.10.5 When must an initial deferral election be made? .............37-33
Q 37.10.6 What are the special rules for an initial deferral  

election related to performance-based  
compensation?......................................................................37-34

Q 37.10.7 What is the effect of changes to an existing election? .......37-34

Compliance/Reporting Requirements .............................................................37-35

Q 37.11 What are the penalties for failure to comply with Code  
section 409A? ...................................................................................37-35

Q 37.11.1 What are the reporting requirements under  
Code section 409A? ..............................................................37-35

Q 37.11.2 When did Code section 409A become effective? ..............37-36
Q 37.11.3 What is a “material modification” of a plan?.....................37-36
Q 37.11.4 How can section 409A “failures” be corrected? ...............37-36

Offshore Non-Qualified Deferred Compensation Plans ...............................37-38

Q 37.12 Are there any special rules that apply to offshore  
non-qualified deferred compensation plans? ..............................37-38

Q 37.12.1 What is a “non-qualified deferred compensation plan”  
under section 457? ...............................................................37-38

Q 37.12.2 What is a “non-qualified entity”? ........................................37-39
Q 37.12.3 What is a substantial risk of forfeiture?.............................37-39
Q 37.12.4 What rules does section 457A impose? .............................37-40
Q 37.12.5 Are there any exceptions to the requirements of  

section 457A? ........................................................................37-40



 Table of Contents  

cliii

Golden Parachute Payments ............................................................................37-41

Q 37.13 What are golden parachute payments? ........................................37-41
Q 37.13.1 What types of payments are considered  

parachute payments? ..........................................................37-41
Q 37.13.2 What types of payments are exempt? ...............................37-41
Q 37.13.3 What are “excess parachute payments”? ..........................37-42
Q 37.13.4 What is an executive’s “base amount”? .............................37-42
Q 37.13.5 Which executives are “disqualified individuals”? ............37-42
Q 37.13.6 What are “payments in the nature of compensation”? ......37-43
Q 37.13.7 What payments are considered “contingent on a  

change in ownership or control”? ......................................37-43
Q 37.13.8 Is there a minimum “threshold” for change-in-control 

payments to be considered excess parachute  
payments? .................................................................................37-44

Q 37.13.9 How are excess parachute payments taxed? ....................37-44

Equity and Equity-Based Compensation .........................................................37-44

Q 37.14 What are the advantages of equity-based compensation? ........37-44

Types of Equity Awards .....................................................................................37-45

Q 37.14.1 What are the different types of equity compensation  
plans? .....................................................................................37-45

Q 37.14.2 Do equity awards have to be issued pursuant to  
a plan? ....................................................................................37-45

Q 37.14.3 What are the main differences between granting an  
ISO and a non-qualified stock option? ...............................37-45

Q 37.14.4 What are the rules with respect to ISOs? ..........................37-45
Q 37.14.5 What are the rules with respect to non-qualified  

options? .................................................................................37-46
Q 37.14.6 What are restricted stock and restricted stock units? ....37-46
Q 37.14.7 What is a stock appreciation right (SAR) and  

how do SARs work? ..............................................................37-47
Q 37.14.8 What is a restricted stock unit, and what is  

phantom stock? ....................................................................37-47
Q 37.14.9 What are performance units and performance shares? ......37-48
Q 37.14.10 Can a company reissue stock options if the  

price goes down? ..................................................................37-48
Q 37.14.11 What are the concerns about backdated  

stock options? .......................................................................37-49



Corporate ComplianCe answer Book 2019

cliv

Financial Accounting for Equity and Equity-Based Compensation .............37-50

Q 37.15 What are the general rules about accounting for options? .......37-50
Q 37.15.1 How are SARs and phantom stock accounted for? ..........37-51
Q 37.15.2 How are RSUs and performance units and  

performance shares accounted for? ..................................37-52

Securities Law Issues .........................................................................................37-52

Q 37.16 What kinds of obligations and limits do the securities  
laws place upon companies and executives? ..............................37-52

Proxy Disclosure Rules .......................................................................................37-53

Q 37.16.1 What is the current landscape for company disclosure 
obligations with respect to executive compensation? ....... 37-53

Q 37.16.2 Are there special disclosure rules for varying issuers? ..... 37-55
Q 37.16.3 What is included in the compensation discussion  

and analysis? .........................................................................37-55
Q 37.16.4 What period does the CDA cover? .....................................37-57
Q 37.16.5 What must be included in the summary compensation  

table and the additional tabular disclosures? ..................37-58
Q 37.16.6 What disclosure is required as a result of  

“say-on-pay”? ........................................................................37-59
Q 37.16.7 Are narratives required with respect to the tabular  

disclosures? ..........................................................................37-60
Q 37.16.8 Which executives are named executive officers? ............37-60
Q 37.16.9 What if performance targets/goals contain sensitive  

information? ..........................................................................37-61
Q 37.16.10 What disclosures are required for director  

compensation?......................................................................37-61
Q 37.16.11 Are narratives required with respect to the tabular 

disclosures? ..........................................................................37-61
Q 37.16.12 What is a perquisite or personal benefit? .........................37-61
Q 37.16.13 Must perquisites and personal benefits be disclosed? ...... 37-62
Q 37.16.14 What disclosures are required for grants of stock  

options and stock appreciation rights? .............................37-62
Q 37.16.15 What disclosures are required for director  

compensation?......................................................................37-64

Other Disclosure Rules for Executives and Directors ....................................37-64

Q 37.16.16 Are there other SEC-required disclosure rules that  
relate to executives and directors? ....................................37-64

Q 37.16.17 What are the disclosure requirements regarding  
related-party transactions? .................................................37-65



 Table of Contents  

clv

Q 37.16.18 What are the disclosure requirements regarding  
other corporate governance matters?...............................37-66

Q 37.16.19 Are company disclosures required to include a 
Compensation Committee Report? ....................................37-67

Q 37.16.20 Do the CEO and CFO certifications apply to the  
CDA and the CCR? ................................................................37-68

Treatment of NQDC Plans As Securities ........................................................37-68

Q 37.17 For purposes of registration requirements under the  
Securities Act of 1933, what is a “security”? ................................37-68

Q 37.17.1 Is an interest in a non-qualified deferred compensation  
plan treated as a “security” under federal  
securities law? ......................................................................37-68

Q 37.17.2 When might a participant’s interest in a NQDC plan be 
treated as a “security” under federal securities law? ........37-69

Q 37.17.3 Does the Securities Act of 1933 require registration  
of sales of stock in connection with employee  
stock plans? ..........................................................................37-70

Q 37.17.4 Does the Securities Exchange Act of 1934 require  
registration of sales of stock in connection with  
employee stock plans? ........................................................37-70

Exemptions from Registration Requirements ..................................................37-70

Q 37.18 Are there any exemptions from the registration  
requirements of the Securities Act of 1933 that apply  
to interests in a NQDC plan or the stock sold to a  
participant in connection with an employee stock plan? ..........37-70

Q 37.18.1 What form should be used to register interests in  
NQDC plans and the stock sold pursuant to  
employee stock plans? ........................................................37-71

Disclosure and Reporting Requirements .........................................................37-72

Q 37.18.2 If a NQDC plan or employee stock plan is registered,  
what disclosures must be made to plan participants? ...... 37-72

Q 37.18.3 If a NQDC plan or employee stock plan is not  
registered, are there any disclosure requirements? ........37-72

Q 37.18.4 Do the anti-fraud provisions of federal securities  
law apply to disclosures in connection with  
NQDC plans and employee stock plans? ...........................37-73

Q 37.18.5 Are there other disclosures to the SEC required  
in connection with NQDC plans and employee  
stock plans? ..........................................................................37-73



Corporate ComplianCe answer Book 2019

clvi

Shareholder Approval .......................................................................................37-73

Q 37.18.6 What plans must be approved by shareholders  
pursuant to stock exchange requirements? .....................37-73

Q 37.18.7 What plans are exempt from the shareholder  
approval requirements of the stock markets? ..................37-74

Proxy Advisory Firms .........................................................................................37-74

Q 37.18.8 What is the role of proxy advisory firms in the  
approval of equity compensation plans? ..........................37-74

Q 37.18.9 How does ISS determine whether it will recommend  
that shareholders vote for or against an equity  
compensation plan? .............................................................37-75

Q 37.18.10 What are the scoring factors considered by ISS when 
evaluating an equity compensation plan?.........................37-75

Q 37.18.11 What are the overriding factors considered  
by ISS? ....................................................................................37-76

Q 37.18.12 Are the equity compensation plans evaluated and  
scored equally regardless of company size or  
special circumstances? ........................................................37-76

Limiting Resales of Stock ...................................................................................37-77

Q 37.18.13 Under what circumstances and conditions can a  
plan participant resell public company securities  
purchased or otherwise received through an  
employee benefit plan? ........................................................37-77

Q 37.18.14 Who is an affiliate for purposes of resales? ......................37-77
Q 37.18.15 What are the conditions that must be met under  

Rule 144? ................................................................................37-77

Blackout Periods .................................................................................................37-78

Q 37.18.16 Does Sarbanes-Oxley prohibit trading by executives  
of a company stock during pension blackout  
periods? .................................................................................37-78

Q 37.18.17 Does Regulation BTR provide any exemptions  
to the trading prohibition? ..................................................37-78

Q 37.18.18 Is there a notice requirement relating to the  
trading prohibition? .............................................................37-79

Q 37.18.19 What remedies apply to a violation of the trading 
prohibition? ...........................................................................37-79

Q 37.18.20 Does Sarbanes-Oxley impose any other restrictions 
impacting executive compensation? .................................37-79



 Table of Contents  

clvii

Chapter 38 Institutions of Higher Education
Kwamina Thomas Williford, Paul G. Lannon, Jr. &  
Nathan A. Adams IV

Overview ..............................................................................................................38-3

Compliance Programs .........................................................................................38-3

Q 38.1 Is it necessary for an institution to have a compliance  
program? ............................................................................................38-3

Q 38.1.1 What should a compliance program for a higher  
education institution entail? .................................................38-5

Q 38.1.2 Who should be involved in the implementation  
of a compliance program at institutions of higher  
education? ...............................................................................38-6

Risk Assessment ....................................................................................................38-8

Q 38.2 What are the greatest areas of risk for institutions? .....................38-8

Diversity in Admissions .......................................................................................38-9

Q 38.3 May academic institutions take race and gender into  
account when making admissions decisions? ...............................38-9

Q 38.3.1 When do institutions have a compelling interest to  
consider race in admissions? .............................................38-10

Q 38.3.2 When is an institution’s implementation of a  
race-conscious admissions policy narrowly tailored? ....... 38-11

Q 38.3.3 In what circumstances may the consideration of  
gender in admissions be constitutional? ..........................38-12

Q 38.3.4 Are all gender-based admissions policies subject  
to Title IX’s ban on sex-based discrimination? .................38-13

Q 38.4 What are the consequences of a noncompliant  
admissions policy? ..........................................................................38-13

Disability .............................................................................................................38-14

Q 38.5 What obligations regarding disability should an institution  
be aware of? .....................................................................................38-14

Q 38.5.1 How should institutions respond to the ADAAA? ............38-15

Student Assistance/Federal Student Aid .........................................................38-16

Institutional Eligibility .........................................................................................38-16

Q 38.6 What are the eligibility requirements for an institution  
to participate in federal student aid (FSA) programs? ...............38-16



Corporate ComplianCe answer Book 2019

clviii

Program Eligibility .............................................................................................38-17

Q 38.7 What are the requirements for an academic program to  
be eligible for FSA? ..........................................................................38-17

Participation Requirements ...............................................................................38-18

Q 38.8 What requirements must an institution comply with in  
order to participate in FSA programs? .........................................38-18

Incentive Compensation ....................................................................................38-20

Q 38.8.1 What limitations are there on the compensation  
of student recruiters? ..........................................................38-20

Q 38.8.2 What types of compensation plans are permitted for 
student recruiters under Title IV? ......................................38-20

Preferred Lender Lists .........................................................................................38-21

Q 38.8.3 What requirements and limitations are there on  
institutions providing students with a list of  
preferred lenders? ................................................................38-21

Code of Conduct ...............................................................................................38-22

Q 38.8.4 What are an institution’s obligations regarding a  
code of conduct? ..................................................................38-22

Student Loan Information Notification and Disclosure .................................38-23

Q 38.8.5 What are an institution’s disclosure and notification  
obligations regarding student loan information? .............38-23

Counseling for Borrowers .................................................................................38-25

Q 38.8.6 What obligations does an institution have regarding  
financial counseling for students? .....................................38-25

Private Lenders ...................................................................................................38-25

Q 38.8.7 What requirements and limitations are there on the  
activities of private lenders?...............................................38-25

Penalties ..............................................................................................................38-26

Q 38.8.8 What are the penalties for violating Title IV student  
aid regulations? ....................................................................38-26

Campus Safety and Security ............................................................................38-27

Q 38.9 What liability does an institution have for violence  
on campus? ......................................................................................38-27



 Table of Contents  

clix

Q 38.9.1 What are the requirements of the Clery Act? ...................38-28
Q 38.9.2 What new requirements has the Violence Against  

Women Reauthorization Act imposed on colleges  
and universities? ..................................................................38-29

Q 38.9.3 What are the repercussions for failing to comply  
with the Clery Act? ...............................................................38-30

Q 38.9.4 What are some best practices for preventing and 
responding to campus violence? ........................................38-30

Q 38.9.5 What is the role of legal counsel in improving  
campus security? .................................................................38-32

Privacy of Student Education Records/Information—FERPA ........................38-33

Q 38.10 What is FERPA? ................................................................................38-33

Privacy Rights .....................................................................................................38-33

Q 38.10.1 What are the privacy rights students have  
under FERPA? ........................................................................38-33

Q 38.10.2 Who enforces FERPA? ..........................................................38-34
Q 38.10.3 Can a student bring a lawsuit against an institution  

for FERPA violations? ...........................................................38-34

FERPA Investigations ..........................................................................................38-34

Q 38.10.4 What is the process for FERPA investigations by  
the FPCO? ..............................................................................38-34

FERPA Violations ................................................................................................38-35

Q 38.11 What are the consequences of a FERPA violation? .....................38-35

“Education Records” .........................................................................................38-36

Q 38.12 How does an institution determine what constitutes  
“education records” covered by FERPA? ......................................38-36

Q 38.12.1 What information is excluded from the definition  
of “education records”? .......................................................38-36

Student Access to Records ................................................................................38-38

Q 38.13 When must an institution allow a student to view his or  
her education records? ...................................................................38-38

Q 38.13.1 Are there any limits on a student’s rights to access  
his or her education records? ............................................38-38

Q 38.13.2 Can students amend their education records after 
inspecting them? ..................................................................38-39



Corporate ComplianCe answer Book 2019

clx

Exceptions to Student Consent .........................................................................38-39

Q 38.14 When is student consent not required for disclosure? ..............38-39
Q 38.14.1 What is disclosable “directory information”? ..................38-40
Q 38.14.2 When can parents view education records without  

the student’s consent? .........................................................38-41
Q 38.14.3 Does FERPA allow a student’s former high school  

to send records to a university or college? ......................38-42
Q 38.14.4 What types of outside institutions can access  

student education records? ................................................38-42
Q 38.14.5 Can college and university officials share information  

in the education record with each other? .........................38-44
Q 38.14.6 What if there is a court order or subpoena for  

information in a student’s education record? ..................38-44
Q 38.14.7 What happens to protected records when there  

is a legal action between the student and the  
educational institution? .......................................................38-45

Q 38.14.8 What is the health or safety emergency exception? ........38-45
Q 38.14.9 To whom may institutions disclose information  

in case of a health or safety emergency? ..........................38-46

Outsourcing Records .........................................................................................38-47

Q 38.15 When does FERPA allow outsourcing of information in  
student education records? ...........................................................38-47

Q 38.15.1 What steps must be taken to comply with FERPA  
when student education records are outsourced? ..........38-48

Enforcement ........................................................................................................38-48

Q 38.16 What guidance does the DOE provide for protecting  
access to student records within an institution? ........................38-48

Record-Keeping Requirements .........................................................................38-50

Q 38.17 What records does FERPA require an institution to keep after  
it discloses information in a student education record?............38-50

Q 38.17.1 What should the institution include in its annual  
FERPA notice? .......................................................................38-50

Security/Privacy of Student Medical Records—HIPAA .................................38-51

Q 38.18 How are student health/medical records protected by  
institutions? .....................................................................................38-51

Q 38.18.1 How does FERPA interact with HIPAA? ..............................38-51
Q 38.18.2 When are student records protected under HIPAA? ........38-52



 Table of Contents  

clxi

Title IX and Sex Discrimination ........................................................................38-53

Covered Institutions; Prohibited Behavior ......................................................38-53

Q 38.19 What is Title IX? ...............................................................................38-53
Q 38.19.1 Does Title IX apply to employees? .....................................38-54

Enforcement and Penalties ...............................................................................38-54

Q 38.19.2 What are the penalties for noncompliance with  
Title IX? ..................................................................................38-54

Obligations of Covered Institutions; Compliance .........................................38-55

Q 38.20 How is an institution obligated to respond to claims of  
sexual harassment among students? ............................................38-55

Q 38.20.1 How can institutions minimize the risk of sexual 
discrimination and harassment on campus? ....................38-57

Athletics Programs .............................................................................................38-57

Q 38.21 What does Title IX require of athletics programs? .....................38-57
Q 38.21.1 How does an athletics program demonstrate  

compliance with Title IX’s “financial assistance”  
component? ..........................................................................38-58

Q 38.21.2 … the “equal treatment” component? ...............................38-58
Q 38.21.3 … the “equal participation” component? .........................38-59
Q 38.21.4 How can an institution show “equity in levels of 

competition”?........................................................................38-60

Intellectual Property and Copyright Protection ..............................................38-61

Copyright Basics ................................................................................................38-61

Q 38.22 What does the Copyright Act protect? .........................................38-61
Q 38.22.1 How is a copyright created? ...............................................38-61
Q 38.22.2 What benefits does a copyright holder enjoy? .................38-62

The Work-for-Hire Doctrine ...............................................................................38-63

Q 38.23 Who owns the copyright in faculty-produced work? ..................38-63

The Academic Exception ..................................................................................38-64

Q 38.23.1 Are there any exceptions to the work-for-hire  
doctrine?................................................................................38-64

Q 38.23.2 Can a faculty member use copyrighted materials  
without permission from the copyright owner? ..............38-66



Corporate ComplianCe answer Book 2019

clxii

The Fair-Use Doctrine ........................................................................................38-67

Q 38.24 What is “fair use,” and does it apply to institutions of  
higher education? ............................................................................38-67

Copyright Policy .................................................................................................38-67

Q 38.25 Should an institution implement a copyright policy? ................38-67

Liability for Copyright Infringement .................................................................38-68

Q 38.26 What exposure does an institution face if found liable  
for copyright infringement? ...........................................................38-68

Q 38.26.1 Can an institution be liable for copyright infringement  
based on the acts of its students or faculty? ....................38-70

Q 38.26.2 Can an institution limit its exposure from students  
who use the institution’s computer network to  
commit copyright infringement? ........................................38-71

Q 38.26.3 Does the DMCA address copyright infringement  
by faculty and graduate students? .....................................38-73

Export Controls ...................................................................................................38-74

Q 38.27 Why should U.S. institutions of higher education be  
concerned with export controls? ..................................................38-74

Federally Sponsored Research .........................................................................38-75

Q 38.28 What specific requirements pertaining to research  
sponsored by a federal grant or contract should  
institutions be aware of? ................................................................38-75

Accounting and Reporting Effort and Costs ..................................................38-75

Q 38.28.1 What are an institution’s obligations regarding  
time and effort reporting? ...................................................38-75

Q 38.28.2 … summer salary calculations and reporting? ................38-76
Q 38.28.3 … cost transfers? .................................................................38-77
Q 38.28.4 … cost sharing? ....................................................................38-77

Human-Subject Research ..................................................................................38-78

Q 38.28.5 … human-subject research? ...............................................38-78

Patentable Inventions .........................................................................................38-78

Q 38.28.6 … patentable inventions created with federal money? ......38-78



 Table of Contents  

clxiii

False Claims Act Considerations .....................................................................38-79

Q 38.29 How does False Claims Act liability affect institutions? .............38-79
Q 38.29.1 How does improper medical billing expose  

institutions to False Claims Act liability? ..........................38-81
Q 38.29.2 How do certification requirements regarding  

adherence to federal and state laws expose  
institutions to False Claims Act liability? ..........................38-81

Q 38.29.3 How has federally sponsored research exposed  
institutions to False Claims Act liability? ..........................38-84

Q 38.29.4 Are public institutions immune from claims under  
the False Claims Act? ...........................................................38-84

Q 38.30 How can an institution limit its exposure to False Claims  
Act liability? .....................................................................................38-89

Chapter 39 Labor and Employment Law
Kenneth A. Jenero

Employment Eligibility and Verification ............................................................39-4

Q 39.1 What are an employer’s obligations regarding documentation  
of an employee’s legal authorization to work in the  
United States? ....................................................................................39-4

Eligibility Verification Form I-9 ...........................................................................39-4

Q 39.1.1 What are the Form I-9 requirements? ..................................39-4
Q 39.1.2 What are the consequences of failing to comply? .............39-5

Credit Reports and Background Checks ..........................................................39-5

Q 39.1.3 What federal laws governing employment background 
checks must an employer comply with? .............................39-5

Q 39.1.4 What does the FCRA require? ...............................................39-6

Employment Discrimination—Statutory Framework .......................................39-6

Q 39.2 What federal laws govern employment discrimination? ..............39-6
Q 39.3 What types of discrimination are prohibited? ...............................39-6

Title VII: “Disparate Treatment” Discrimination ................................................39-7

Q 39.4 What is “disparate treatment” discrimination? .............................39-7



Corporate ComplianCe answer Book 2019

clxiv

Title VII: “Disparate Impact” Discrimination .....................................................39-7

Q 39.4.1 What is “disparate impact” discrimination? .......................39-7

Title VII: “Association” Discrimination ..............................................................39-8

Q 39.4.2 What is “association” discrimination? .................................39-8

Title VII: Religious Discrimination and Accommodation of  
Religious Beliefs ...................................................................................................39-8

Q 39.4.3 How must an employer protect an employee’s  
rights regarding religion? ......................................................39-8

Title VII: Pregnancy Discrimination ....................................................................39-9

Q 39.4.4 What are the rules regarding a pregnant employee? .........39-9

Title VII: National Origin Discrimination ........................................................39-10

Q 39.4.5 What are indications of discrimination based on  
national origin? .....................................................................39-10

Q 39.4.6 Can an employer insist that English be spoken in  
the workplace?......................................................................39-10

IRCA: Citizenship and Immigration Status Discrimination ...........................39-10

Q 39.5 What are an employer’s obligations regarding discrimination  
based on citizenship or immigration status? ...............................39-10

ADEA: Age Discrimination ...............................................................................39-11

Q 39.6 What are an employer’s obligations regarding discrimination  
based on age? ...................................................................................39-11

ADA: Disability Discrimination ........................................................................39-12

Q 39.7 How is a disability protected in the workplace? .........................39-12
Q 39.7.1 What is the ADA’s definition of “disability”? .....................39-12
Q 39.7.2 What qualifies a person as entitled to protection  

under the ADA? .....................................................................39-13
Q 39.7.3 What are the “essential functions” of a position? ............39-13
Q 39.7.4 What are an employer’s “reasonable accommodation”  

obligations under the ADA? ................................................39-14
Q 39.7.5 What is considered an “undue hardship” regarding  

an employer’s provision of reasonable  
accommodations? ................................................................39-14

Q 39.7.6 What kind of standards can employers maintain  
for disabled employees? ......................................................39-15

Q 39.7.7 How does the ADA affect an employer’s use of  
medical inquiries and medical examinations? .................39-16



 Table of Contents  

clxv

Q 39.7.8 How does ADA protection extend to an  
employee’s family? ...............................................................39-17

Q 39.7.9 What are the ADA’s confidentiality requirements? ..........39-17

GINA: Genetic Information Discrimination ....................................................39-18

Q 39.8 What are the rules governing an employer’s collection or  
use of genetic information and discrimination based on  
genetic information? .......................................................................39-18

EPA: Gender-Based Pay Discrimination ..........................................................39-18

Q 39.9 What are the rules governing pay differences between men  
and women? .....................................................................................39-18

Q 39.9.1 What kinds of pay differences are allowed? .....................39-19

Workplace Harassment .....................................................................................39-19

Q 39.10 What types of harassment are prohibited? ..................................39-19
Q 39.10.1 What kinds of conduct constitute harassment? ...............39-20

Retaliation ...........................................................................................................39-21

Q 39.11 How does federal law protect employees from retaliation? .........39-21

Employment Discrimination—General Compliance Issues ...........................39-22

Prohibited Actions ..............................................................................................39-22

Q 39.12 What types of employment-related actions are subject  
to the discrimination prohibitions? ..............................................39-22

Affirmative Accommodation .............................................................................39-22

Q 39.13 What affirmative accommodation obligations are  
imposed by employment discrimination laws? ...........................39-22

Written Policies, Training, and Enforcement ..................................................39-23

Q 39.14 What written statements and policies should be adopted  
to help assure nondiscrimination compliance? ..........................39-23

Q 39.14.1 What are the basic components of an effective  
EEO policy? ...........................................................................39-23

Q 39.14.2 What other steps should employers take to ensure  
compliance with the nondiscrimination laws? .................39-25

Notice Requirements .........................................................................................39-26

Q 39.15 What notice requirements are imposed by employment  
discrimination laws? .......................................................................39-26



Corporate ComplianCe answer Book 2019

clxvi

Wage-and-Hour Issues ......................................................................................39-26

Fair Labor Standards Act ..................................................................................39-26

Q 39.16 What minimum wage and overtime requirements apply  
generally to employees? .................................................................39-26

Q 39.16.1 Which employees and employers are subject to the 
minimum wage and overtime requirements? ...................39-27

FLSA Exemptions ................................................................................................39-28

Q 39.16.2 Who is exempt from the minimum wage and overtime 
requirements? .......................................................................39-28

Q 39.16.3 What are the rules for application of the standard  
“white collar” exemptions? .................................................39-28

Q 39.16.4 What is required to establish that the employee  
is paid on a “salary basis” for purposes of the  
standard white collar exemptions? ....................................39-30

Q 39.16.5 What are the rules applicable to “highly compensated”  
white collar employees? ......................................................39-32

Q 39.16.6 Who qualifies for the “computer-related professionals” 
exemption? ............................................................................39-33

Q 39.16.7 Can “compensatory time off” be provided in lieu  
of overtime pay? ...................................................................39-34

Working Hours ...................................................................................................39-34

Q 39.16.8 What are compensable hours of work? .............................39-34

Other FLSA Requirements .................................................................................39-35

Q 39.16.9 What other requirements does the FLSA impose on 
employers? ............................................................................39-35

Compliance Steps ..............................................................................................39-35

Q 39.16.10  What steps should employers take to ensure  
compliance with the FLSA? .................................................39-35

Q 39.16.11  What notice requirements are imposed by the FLSA? ......39-37

Benefits ................................................................................................................39-37

ERISA ...................................................................................................................39-37

Q 39.17 What types of benefit programs are subject to  
federal regulation? ...........................................................................39-37

Q 39.17.1 What does ERISA generally require? ..................................39-37
Q 39.17.2 What are the reporting requirements associated  

with employee benefit plans? .............................................39-38



 Table of Contents  

clxvii

COBRA ................................................................................................................39-38

Q 39.18 What statute governs the continuation of employee  
medical insurance? .........................................................................39-38

Q 39.18.1 What are “qualifying events” under COBRA? ...................39-38
Q 39.18.2 What are the notice requirements under COBRA? ..........39-39

HIPAA ..................................................................................................................39-39

Q 39.19 What are the HIPAA requirements? ...............................................39-39

Family and Medical Leave ................................................................................39-40

The Family and Medical Leave Act .................................................................39-40

Q 39.20 What are an employer’s obligations regarding family  
and medical leave? ..........................................................................39-40

Eligibility ..............................................................................................................39-40

Q 39.20.1 Who qualifies for FMLA leave? ...........................................39-40
Q 39.20.2 When is FMLA leave available? ...........................................39-40

“Serious Health Condition” ..............................................................................39-41

Q 39.20.3 What qualifies as a “serious health condition” under  
the FMLA? ..............................................................................39-41

Q 39.20.4 Does “serious health condition” include ADA-covered 
disabilities or work-related injuries? .................................39-42

Parental Leaves ..................................................................................................39-43

Q 39.20.5 Is a leave for the birth or adoption of a child  
permitted only for the mother? ..........................................39-43

Application and Notice Requirements ............................................................39-43

Q 39.20.6 How does an employee request FMLA leave? ..................39-43
Q 39.20.7 Are there restrictions on how FMLA leave time  

may be taken? .......................................................................39-43
Q 39.20.8 What notice and medical documentation are required  

for FMLA leave? ....................................................................39-44

Pay and Benefits During Leave ........................................................................39-45

Q 39.20.9 What are the requirements pertaining to pay during  
FMLA leave? ..........................................................................39-45

Q 39.20.10 What are the requirements pertaining to benefits  
during FMLA leave? ..............................................................39-45



Corporate ComplianCe answer Book 2019

clxviii

Returning from Leave .........................................................................................39-45

Q 39.20.11 What are an employer’s obligations to an employee  
returning from FMLA leave? ................................................39-45

Qualifying Exigency Leave ...............................................................................39-46

Q 39.20.12 What is “qualifying exigency” leave? .................................39-46

Military Caregiver Leave ..................................................................................39-47

Q 39.20.13 What leave rights does an employee caring for a  
sick or injured service member have? ..............................39-47

Compliance Steps ..............................................................................................39-48

Q 39.20.14 What steps should employers take to ensure  
compliance with leave-related legal requirements? ........39-48

Military Leave .....................................................................................................39-49

Uniformed Services Employment and Reemployment Rights Act ................39-49

Q 39.21 What statute governs military leave? ...........................................39-49

Notice Requirements .........................................................................................39-50

Q 39.21.1 What notice requirements does USERRA impose? ..........39-50

Pay and Benefits During Leave ........................................................................39-50

Q 39.21.2 How must pay and benefits be handled for  
employees on military leave? .............................................39-50

Returning from Leave .........................................................................................39-50

Q 39.21.3 What requirements apply to reinstatement of  
employees returning from military leave? ........................39-50

Plant Shutdowns and Mass Layoffs .................................................................39-51

Worker Adjustment Retraining and Notification Act ....................................39-51

Q 39.22 What are the notice requirements for plant closings  
and layoffs? ......................................................................................39-51

Q 39.22.1 What events trigger WARN requirements? ........................39-51
Q 39.22.2 What notices must be given if a WARN trigger  

event occurs? ........................................................................39-52
Q 39.22.3 When must the notices be given? ......................................39-52



 Table of Contents  

clxix

Polygraphs ..........................................................................................................39-52

Employee Polygraph Protection Act ................................................................39-52

Q 39.23 When may polygraphs be used for employment-related  
purposes? .........................................................................................39-52

Q 39.23.1 What limitations apply to the use of polygraphs? ...........39-52

Union and Other Protected Concerted Activity Under the National  
Labor Relations Act ............................................................................................39-53

Q 39.24 What employee activity is protected under the NLRA? .............39-53
Q 39.24.1 What legal obligations apply when employees try  

to join or form a union? .......................................................39-54
Q 39.24.2 What are the compliance implications of employees 

unionizing? ............................................................................39-54
Q 39.24.3 What are the compliance implications of a collective 

bargaining agreement? ........................................................39-55

Occupational Safety and Health ......................................................................39-55

Coverage, Standards, and Enforcement ........................................................39-55

Q 39.25 What federal law governs workplace safety and health? ...........39-55
Q 39.25.1 Which employers are covered by the Act? .......................39-55
Q 39.25.2 What are OSHA standards? .................................................39-56
Q 39.25.3 Are employers subject to workplace inspections  

under the Act? ......................................................................39-56
Q 39.25.4 What penalties is an employer subject to for  

violating the Act? ..................................................................39-58
Q 39.25.5 Does the Act protect employees against  

retaliation? .......................................................................... 39-60
Q 39.25.6 Does OSHA create any record-keeping, reporting,  

or notice obligations for employers? .................................39-60

Compliance Steps ..............................................................................................39-62

Q 39.25.7 What steps should employers take to ensure  
compliance with the Act? ....................................................39-62

Government Contracting ...................................................................................39-64

Q 39.26 What laws govern employment issues with government 
contractors? .....................................................................................39-64



Corporate ComplianCe answer Book 2019

clxx

Affirmative Action Plans ....................................................................................39-64

Q 39.26.1 How must employers comply with requirements  
regarding identifying under-utilization of women  
or minorities? ........................................................................39-64

Wages and Benefits ..........................................................................................39-65

Q 39.26.2 What types of prevailing wage requirements  
might apply?..........................................................................39-65

Nondisplacement of Qualified Workers Under Service Contracts.............39-65

Q 39.26.3 What restrictions are imposed on the rights of  
successor contractors? .......................................................39-65

Notice of Rights Under the NLRA ....................................................................39-67

Q 39.26.4 What additional notice obligations are imposed on  
federal contractors? .............................................................39-67

Chapter 40 Anti–Human Trafficking and Forced Labor
William N. Shepherd, Vince Farhat & John A. Canale

Regulatory Overview ..........................................................................................40-3

Q 40.1 What are the principal sources of regulation for U.S.  
businesses with regard to anti–human trafficking? ......................40-3

Executive Order 13627 .......................................................................................40-4

Covered Businesses and Activities ....................................................................40-4

Q 40.2 What U.S. businesses are subject to the anti-trafficking  
regulations of Executive Order 13627? ...........................................40-4

Q 40.2.1 What does the executive order consider to be  
“trafficking in persons”? ........................................................40-4

General Obligations ...........................................................................................40-5

Q 40.2.2 What are the principal obligations imposed by the  
executive order? .....................................................................40-5

Disclosures ............................................................................................................40-6

Q 40.2.3 What disclosures does the executive order require  
covered businesses to make? ...............................................40-6

Q 40.2.4 What are the possible consequences of noncompliance  
with the executive order?......................................................40-7



 Table of Contents  

clxxi

Enforcement and Other Initiatives .....................................................................40-8

Q 40.3 What efforts has the federal government undertaken to  
enforce the executive order? ...........................................................40-8

Final FAR and DFARS Rules ..............................................................................40-10

Q 40.4 What recent regulatory changes will impact business  
compliance in the future? ...............................................................40-10

California Transparency in Supply Chains Act ...............................................40-12

Covered Businesses ...........................................................................................40-12

Q 40.5 What U.S. businesses are subject to regulations under the 
California Act? ..................................................................................40-12

General Obligations .........................................................................................40-13

Q 40.5.1 What are the principal obligations imposed by the  
California Act?.......................................................................40-13

Legislative History ..............................................................................................40-14

Q 40.6 How did the California Act come about? ......................................40-14
Q 40.6.1 How is the way the California Act intends to combat  

human trafficking different from measures that only  
criminalize human trafficking? ...........................................40-15

Enforcement and Other Initiatives ...................................................................40-16

Q 40.7 To date, how has the California Act been enforced? ..................40-16
Q 40.7.1 Does the private plaintiff trial bar have an ability  

to bring suit to enforce the California Act? .......................40-17
Q 40.8 Are there other California anti–human trafficking  

initiatives? ........................................................................................40-18

Other State Initiatives ........................................................................................40-20

Q 40.9 What other states have launched anti–human trafficking  
initiatives? ........................................................................................40-20

Compliance Programs .......................................................................................40-22

Federal Guidelines for Businesses ...................................................................40-22

Q 40.10 Are there any federal anti–human trafficking guidelines  
for companies to follow? ................................................................40-22



Corporate ComplianCe answer Book 2019

clxxii

Corporate Social Responsibility.......................................................................40-23

Q 40.11 What is the role of “corporate social responsibility” in  
anti–human trafficking compliance? .............................................40-23

Q 40.12 Why is it important for companies to develop risk  
management and compliance policies with regard  
to human trafficking? ......................................................................40-25

Q 40.13 How can companies be proactive in eliminating human  
trafficking from their supply chains and managing their  
enforcement risks in this area? ......................................................40-26

Q 40.13.1 How should a company set standards regarding  
human trafficking? ................................................................40-26

Q 40.13.2 … analyze its CSR compliance obligations? .....................40-26
Q 40.13.3 … perform risk assessment? ..............................................40-27
Q 40.13.4 … implement monitoring for violations, including  

third-party review and verification? ..................................40-27

Index ............................................................................................................... I-1



clxxiii

Acknowledgments

Holland & Knight LLP and the authors and contributors of this book 
wish to acknowledge the extraordinary and invaluable contributions 
of former Holland & Knight attorney Suzanne Foster, who is now 
Vice President and General Manager of Medtronic Transformative 
Solutions, located in Portsmouth, New Hampshire. Ms. Foster not only 
wrote and/or edited several chapters in this publication’s first edition, 
Corporate Compliance Answer Book 2009, she also took on many of the 
organizational responsibilities that helped bring the book to fruition.





clxxv

Introduction

“We are a good company. We don’t need a compliance 
program. What is a ‘compliance program’ anyway?”

“I am sure we have a compliance program, I just can’t 
tell you where it is.”

“We would like to have a compliance program; we just 
don’t have the resources right now. Our financial perfor-
mance last quarter wasn’t so good.”

These are just a few of the variations on the common theme fre-
quently heard from companies we speak with about compliance and 
ethics programs. Many companies instinctively react negatively to 
the suggestion that they spend time and often scarce resources on a 
compliance and ethics program. They initially don’t see a positive and 
direct impact on their bottom line. But this attitude is short-sighted 
and potentially disastrous, as corporate debacles too numerous to 
count can attest.

Frequently, however, when corporate executives see the fallout from 
an Enron, a WorldCom, or any one of hundreds of multi-million-dollar 
fraud settlements with healthcare organizations, government contrac-
tors, financial institutions, and others, they often disassociate their 
com panies from the “bad” companies that commit fraud and other 
offenses. The reality, however, is that bad things happen to “good” com-
panies too. Despite the best intentions on the part of boards, manage-
ment, and employees, many companies involved in heavily regulated 
industries are easily tripped up by one or more of the complex regulatory 
regimes that govern their operations. This includes, among numerous 
others:
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• public companies, which must comply with the Sarbanes-
Oxley Act and the Dodd-Frank Act;

• government contractors, which must comply with the Federal 
Acquisition Regulation and other procurement regulations;

• health and life sciences companies, which must comply with 
Medicare, Medicaid, FDA, the Affordable Care Act (“Obam-
acare”), and a host of many other federal and state regulations; 
and

• financial institutions, which must comply with the Bank 
Secrecy Act and now must deal with the investigations and 
regulations flowing out of the financial system meltdown.

Sometimes companies make the same mistakes over and over again 
because they misunderstand a government requirement. The impact 
of such mistakes often depends on the “intent” or mindset of the individ-
uals involved. Did they misunderstand a complex regulation despite a 
good-faith effort to comply and thus make an honest error? Did they 
fail to pay attention to the regulations that they knew governed their 
operations, and thus commit “reckless disregard” and subject them-
selves to civil penalties? Did they intentionally violate a known regula-
tion in an effort to cheat the government, the investing public, or others 
to whom they owed a responsibility to be honest, and thus commit a 
criminal violation? What is inside the heads of the key actors, manage-
ment, and sometimes the board, is the crucial determining factor in 
whether the company simply has to repay any overpayment it has 
received, or whether it is hit with crippling penalties, damage to repu-
tation, and possible suspension, debarment, or exclusion from future 
government business.

Often it is government investigators, prosecutors, or plaintiff’s law-
yers who must make judgments about the company’s intent or state 
of mind. Gleaning a corporation’s intent from documents and witness 
statements is a process that involves judgment and sometimes guess-
work. The persons making those judgments and guesses often don’t 
have the best interests of the corporation as their top priority. Investi-
gating agents are trained to be skeptical; prosecutors sometimes seek 
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the thrill of bringing down a big industry player. For example, an Assis-
tant U.S. Attorney in a healthcare fraud investigation of one of our cli-
ents once said, “Anyone who is making money in the Medicare system 
is committing fraud.” How does an organization respond and prove 
something government agents and prosecutors are programmed not 
to believe?

The one thing that has proven to be most useful in persuading reg-
ulators, prosecutors, and judges of the good faith and good intent of 
companies is an “effective,” fully implemented and supported compli-
ance and ethics program. Recent studies have demonstrated empirically 
that, in addition to the ability to deflect investigations into possible 
regulatory and other violations, companies with good systems of gov-
ernance and compliance have numerous financial advantages in terms 
of access to capital, lower insurance costs, and higher stock prices.

This Corporate Compliance Answer Book provides information 
intended to help busy corporate counsel and compliance officials 
understand what an effective compliance and ethics program is, how 
it should operate, and what issues and risks it must address in a vari-
ety of heavily regulated industries. Most importantly, it helps make 
the case to management and the board as to why your company needs 
to have such a program.

Christopher A. Myers 






