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I.
INTRODUCTION.

Letter Rogatory?  Hague Convention?  E.C. Directive on Data Protection?  For many U.S. attorneys these concepts are as foreign as a Fellini film.  Add electronic discovery to the mix, and many attorneys simply throw up their hands.  But for corporate counsel of U.S. companies with international operations, especially those with operations in Europe, burying your head in the sand is no longer an option.  In today’s environment, it is not a matter of whether corporate counsel will confront international e-discovery issues; it is simply a matter of when. 

So what to do?  A logical starting point is to familiarize yourself with the basic concepts and principles of international law that may affect e-discovery.  Educate yourself about the Hague Convention, blocking statutes (laws designed to prevent U.S.-style discovery), and European privacy laws.  As you might expect, this subject area is vast, and surveying it is beyond the scope of this article.  

Rather, the modest goal of this piece is to introduce a segment of European privacy law that often arises when parties to U.S.-based litigation seek discovery of data located in Europe.  The first section of this article provides an introduction to basic principles of the E.U. Directive on Data Protection.  The second section briefly discusses the practical impact of the Directive on U.S. litigation.  And the final section provides some practice pointers that I hope will assist corporate counsel as they prepare their clients for the international e-discovery challenges that are sure to come.  

II. 
E.C.’S DIRECTIVE ON DATA PROTECTION.  

The most important source of European privacy law is the European Commission’s 1998 Directive on Data Protection (“Directive”).  The Directive represents a broad, comprehensive approach to data privacy protection.  It protects individual privacy rights in two main ways.  First, it dictates how and when entities can “process” personal data.  Second, it limits how and when an entity can “transfer” that data to either an E.U. or non-E.U. country.  

For corporations with operations in the E.U., therefore, it is a two-step analysis to determine whether they may collect such data for use in U.S.-based litigation: (1) does the corporation have the right to process the data; and (2) does the corporation have the right to transfer it?  
A.
Processing Personal Data Under the Directive 

To understand the scope of the Directive, it is important to define some of its key terms.  Under the Directive, the term “personal data” refers to any data that relates to a given person.  The E.U. has interpreted this term very broadly.  In addition to the types of data that you might expect to fall into this category (such as names, addresses, and passport numbers), it also includes non-obvious data sources that may indirectly reveal personal information.  One notable example of this is email.  Because email discloses the names of the author and its recipients, it is considered “personal data.”  Given the prevalence of email, it is safe for U.S. corporate counsel to assume that E.U. data protection laws will likely come into play in any U.S. lawsuit in which custodians are located in Europe. 

The scope of the Directive’s “processing” requirement is also extremely broad.  “Processing” is defined as any collection, storage, alteration, retrieval, or transmission of data.  The simple act of copying information from one file to another is considered “processing.”  The Directive permits the processing of personal data only if it is done fairly and lawfully.  “Sensitive data” – that is, data about race, religion, disability, health, sexual orientation, beneficiaries and political affiliation – may be processed only under very limited circumstances.  

To process personal data fairly and lawfully, one of several alternative requirements must be satisfied.  Arguably, the easiest requirement to satisfy in the litigation context is obtaining the custodian’s consent.  The Directive permits processing of personal data when the custodian has unambiguously given his or her consent.  The Directive does not define exactly what constitutes valid “consent;” rather, it is determined on a country-by-country basis.  In general, consent must be in writing, must be freely provided, and must be revocable.  Some E.U. countries impose additional requirements.  France, for example, requires that a request for consent be written in French (it can be in English or other languages too).  

It should be noted that whether an employer can obtain valid consent from its employees is a matter of controversy in the E.U.  A Data Protection Working Party advisory opinion from 2001 suggested that one should consider consent given as a condition of employment to be inherently coerced and therefore invalid.  Not all E.U. countries have adopted this advisory opinion, however, and any litigant seeking to rely on consent in the employment context should consult local E.U. counsel.  

In addition to the consent requirement, corporations can satisfy the “fair and lawful” requirement if the processing is “necessary to comply with any legal obligation.”  On its face, an obligation under U.S. law to preserve and collect evidence would appear to fall squarely into this category.  Some E.U. data protection authorities, however, have interpreted this requirement as applying to E.U. legal obligations only; not foreign legal obligations.  E.U. authorities considering the “legal obligation” requirement have suggested that companies should also provide custodians with notice.  In other words, notice may always be required so why not take the extra step and get consent and not rely on the “legal obligation” prong.  

One final note of warning is warranted here.  The Directive permits use of personal data only for the purpose originally identified.  In other words, you cannot collect personal data for one reason, and then use it for another.  If, for example, you received employee consent to collect personal data for HR purposes, you cannot then reuse that data for another purpose, such as responding to discovery requests in a pending lawsuit.  In that situation, you would have to go back to the relevant employees to seek consent to collect their personal data for the lawsuit.  
B. Transferring Personal Data Under the Directive

Once you have established your right to process personal data, you must establish that you have the right to transfer it to the U.S.  The Directive prohibits an entity from transferring personal data to a non-E.U. country unless the non-E.U. country has adequate data protection laws.  While the United States is not considered such a country, there are nonetheless ways in which U.S. businesses may transfer E.U. personal data to the United States.  

As one example, a U.S. company can transfer data if it participates in the U.S. Department of Commerce’s Safe Harbor program.  Under this program, which the E.U. has sanctioned, U.S. businesses voluntarily agree to adhere to certain data protection principles.  While this option works well for many U.S. companies, it is only available to businesses that are subject to the jurisdiction of the Federal Trade Commission or the U.S. Department of Transportation.  This means that industries regulated by other federal agencies, such as the pharmaceutical industry, cannot take advantage of this option.  

An alternative way to transfer data to the U.S. is through use of model contracts
.  Model contracts are form contractual terms that the E.U. has drafted for use by private parties.  To be valid, the contractual terms cannot be changed in any respect.  The E.U. has determined that use of such contractual terms establishes adequate data protection safeguards.  As with the consent requirement, some E.U. countries impose additional requirements.  France requires, for instance, that its data protection autorities approve all model contracts.  Such contracts undoubtedly impose rigorous data protection standards so use of the Safe Harbor option may be preferable for many companies.  

III.
PRACTICAL IMPACT OF CONDUCTING E-DISCOVERY IN EUROPE.


For U.S. attorneys, the practical effect of conducting discovery in Europe is twofold.  First, conducting discovery in Europe will increase litigation costs.  In addition to internal resources that may be needed, it is likely you will need to hire local counsel and e-discovery vendors in Europe.  As with most litigation requirements, it is doable, but it costs money.

Second, conducting discovery in Europe may lead to litigation delays.  It takes a significant amount of time to identify local E.U. counsel, assess the impact of international laws such as the Directive, request employee consent, and physically collect and transfer the data to the U.S. in a secure manner.  There are, of course, the additional e-discovery-related tasks that take time such as determining whether any E.U. data is not reasonably accessible.  It is easy to see how this creates tension with U.S. e-discovery rules that encourage a prompt exchange of information.  

IV.
PRACTICE POINTERS FOR CONDUCTING E-DISCOVERY IN EUROPE.

As I hope this article has shown, the obstacles to conducting e-discovery in Europe are not insurmountable.  In most instances, careful planning can lead to full and complete e-discovery.  But e-discovery in Europe unquestionably adds another layer of complication.  Thus it is important for U.S. corporate counsel to prepare for European e-discovery before litigation commences.  Some early steps that will pay big dividends include identifying available internal IT and legal resources in Europe; including non-U.S. ESI on your company’s Data Map (especially email); and drafting sample employee consent notices.  These simple tasks can help you hit the ground running if and when litigation begins.  

In addition, once litigation has commenced, I suggest you raise E.U. e-discovery issues with opposing counsel early and often.  Put opposing counsel on notice of the potential delays.  Try to get an agreement to explore alternative U.S. discovery sources before embarking on time consuming and expensive E.U. discovery.  If E.U. discovery is necessary, work with opposing counsel to reach agreement on alternative collection methods to reduce risk that “personal data” is reviewed or collected (e.g. anonymize data).  

With this in mind, I offer the following seven practice pointers for corporate counsel who may confront e-discovery in the E.U.:  

(1) 
Pre-Litigation - Be Prepared: 

· Identify in advance available internal IT and legal resources in Europe

· Include non-U.S. ESI on Data Map (especially email) 

· Draft sample employee consent notice in advance 

· “consent” must be freely given and revocable

· disclose that data may be sent to e-discovery vendor, outside counsel and the opposing party and its attorneys

· Identify foreign jurisdictions where your company does substantial business – for each jurisdiction, (i) identify legal counsel who would be available to help with e-discovery, (ii) research the data privacy and other discovery requirements in those jurisdictions, (iii) identify translators, if necessary, and (iv) identify e-discovery vendors in those jurisdictions.  

(2) 
Education/Training – Cultural Differences:  Because the U.S. model of broad discovery is literally and figuratively foreign to most other countries in the world, consider internal training for regional legal counsel and business managers on U.S. e-discovery requirements. 

(3) 
Establish Internal Policies:  Consider whether internal policy development/modification would be appropriate (privacy policies, document retention policies, etc.) – policies that are consistent globally may be to your company’s advantage. 

(4) 
Raise Non-U.S. E-Discovery Issues with Opposing Counsel Early:  In addition to the legal restrictions discussed above, there may be myriad logistical issues that cause delays in collecting ESI (e.g. time zone differences, language differences).  Adequate and timely communication with opposing counsel – and if necessary, the court – should alleviate any unnecessary disputes.

(5) 
Consider Alternative Collection Methods:  Before embarking on E.U. e-discovery, consider whether there are other discovery methods that may reduce risk that personal information is reviewed or collected, e.g. anonymize data or have custodian participate in the selection of data to be collected.  

(6) 
Consider Safe Harbor Certification for Your Company:  

· Certain industries are not eligible for Safe Harbor (e.g. financial services)

· Additional information about Safe Harbor certification is available at the U.S. Department of Commerce’s website: http://www.export.gov/safeharbor/index.html
(7) 
Ensure E-Discovery Vendor Agrees to Strict Data Security Standards: It is good practice for all litigation, but especially litigation in which E.U. personal data is collected, to ensure that the e-discovery vendor that you have selected has agreed to strict data security standards.  These standards should include physical security requirements such as restricted access to offices and data storage locations, network security requirements such as restricted access to the networks or databases where confidential data is kept (e.g. password authentication), and business continuity and other disaster planning programs.  

� 	Originally presented at The Sedona Conference® Institute program on Getting Ahead of the eDiscovery Curve, March, 2008 (www.thesedonaconference.org).


� 	For additional information and copies of model contracts, please see: http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm 





