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I.
Overview of Regulatory Inspections

A.
Section 204 of the Investment Advisers Act of 1940 (the "Advisers Act") authorizes the SEC to conduct “at any time or from time to time” a “reasonable periodic, special or other examination” of an investment adviser’s records “as the Commission deems necessary or appropriate in the public interest or for the protection of investors.”  Section 31(b) of the Investment Company Act of 1940 (the "1940 Act") requires that investment companies (and their investment advisers and certain other persons) make available for the staff's inspection books and records that they are required to maintain under the 1940 Act. 

B.
The SEC staff has stated that the purposes of the inspection program are to (a) detect compliance problems and violations, (b) detect weaknesses in internal controls and compliance systems that could lead to securities law violations, and (c) seek to identify new areas of compliance risk. When the inspection staff finds problems, they most often instruct the firm to take corrective action, take any remedial action, and improve their compliance procedures in the affected areas.
  More serious problems discovered in regulatory inspections can be expected to be referred to enforcement staff for further investigation and possible enforcement action.

C.
Examinations of investment advisers and investment companies are conducted through the SEC's Office of Compliance Investigations and Examinations ("OCIE") in Washington, D.C. and in regional offices nationwide.  During 2007-2008, OCIE’s staff conducted reviews focused on insider trading, distribution arrangements, trading practices, compliance programs, performance advertising, protection of customer information and business continuity plans, among other areas.  

D.
In fiscal year 2008, the SEC inspection staff conducted 1,521 investment adviser inspections. Of these, 4% resulted in referral to the SEC's enforcement staff for further investigation.
  Complaints against investment advisers and investment companies in fiscal year 2008 ending September 30 made up 13 percent of the enforcement caseload, up from 12 percent in 2007.
  

II.
Types and Scope of Inspections

A.
The SEC conducts three types of inspections: routine, cause and risk-targeted or sweep inspections.
  Routine inspections are conducted periodically to cover a wide range of issues. Cause inspections are conducted when the staff has reason to believe that there is a specific problem at a firm.  Cause inspections may be triggered by complaints, tips, news reports, other regulators or other indications.  Risk-targeted or sweep inspections are special reviews to look at a single issue at multiple firms. They may be conducted to gather information as to the extent, scope and danger of new risks among regulated entities. 

B.
To determine the frequency of routine examinations, the staff uses a risk-based methodology to divide the investment adviser population into high, medium, and low risk groups and conducts routine inspections of firms in each group.
  The staff bases its classification on an analysis of filings with the SEC as well as the results of past inspections.  Firms having higher risks are rated using a number of criteria including: receipt of performance based fees; sale by an adviser to its clients of products or services other than its investment advise; principal or agency cross transactions by an adviser; payment for client referrals; and disciplinary history.
 The SEC exam staff has indicated that it plans to conduct routine exams of investment advisers with a higher risk profile every two to three years.
  Other investment advisers with a lower risk profile are not examined on a cyclical basis but instead are to be selected for examination on a random basis.  The SEC has assigned monitoring teams to focus exclusively on large fund firms.
  

C.
The SEC staff uses a tool known as the "Risk Assessment Database for Analysis and Reporting" or "RADAR" to identify particular issues for focus during examinations.
  SEC examiners use this tool to identify risks observed in examinations, assess the probability of a risk's occurrence and its likely impact, and propose potential responses.  RADAR enables OCIE to identify and prioritize compliance risks for attention in the inspection program, investor education or other regulatory actions.  Focus areas identified through the RADAR process are addressed in routine inspections or special sweep inspections.  In 2008, OCIE expanded the information it collects and analyzes using RADAR, and it intends to further expand this capability in 2009.

D.
In 2007, the Government Accountability Office (“GAO”) conducted an audit of OCIE’s inspection procedures to evaluate, among other things, OCIE’s risk-based inspection approach and its classification of advisers as high-risk or low risk.
  In its report, the GAO noted that OCIE may have misclassified some advisers because it had been necessary to rely upon publicly available information for many firms that had not been routinely examined since OCIE adopted its risk-based approach.  As a result, the risk classification could not take into account the effectiveness of the adviser’s compliance controls.  In order to improve the accuracy of the risk classifications, in 2006 OCIE conducted a sweep examination of a sample of newly registered investment advisers.  OCIE is using the results of these examinations to determine whether to reclassify the advisers and to refine its risk classification process.  

E.
Inspections may be announced or unannounced. Typically, prior to inspection the staff will notify the registrant and request the production of documents or other information and set a date for the inspection. However, cause inspections usually are commenced without notice. The staff is not required to give prior notice.

F.
Inspections, even routine inspections, are limited reviews. They are not audits and are not all-encompassing in scope. Instead, inspections focus on areas that in the staff's view appear to pose the greatest risk to investors. These issues may change over time. New issues may be addressed through sweep inspections or by adding new areas to routine inspections.

G.
Inspections tend to focus on current common areas of deficiency and other issues named by SEC staff.  In 2008, the SEC staff focused on the following issues: 

a. Portfolio management; 

b. Brokerage arrangements and best execution; 

c. Trade allocation; 

d. Personal trading by advisory firm personnel; 

e. Pricing of clients’ portfolio and calculation of net asset value; 

f. Information processing and protection of customer information (books and records, disclosures and filings);

g. Performance advertising, marketing and fund distribution activities;

h. Safety of clients’ and funds’ assets;

i. Fund shareholder order processing;

j. Anti-money laundering; and

k. Fund corporate governance.
  

H.
In speeches earlier in FY 2009, OCIE staff has indicated that OCIE can be expected to continue to focus on these areas, as well as the following areas:
  

a.
Financial controls;  

b.
Sale of structured products;  

c.
Controls and processes at recently merged or acquired firms;  

d.
Money market funds;  

e.
Short selling;  

f.
Suitability and appropriateness of investments for clients;  

g.
Undisclosed payments;  

h.
Disclosure; 

i.
Custody of client assets; and

j.
Adequacy of compliance resources.

I.
In addition to looking at the effectiveness of investment adviser and mutual fund compliance programs, the staff can also be expected to focus on the firm's annual review process.  Advisers Act Rule 206(4)-7 and Investment Company Act Rule 38a-1 each require firms to review at least annually their compliance policies and procedures.  In a subset of the mutual fund and investment adviser industry reviewed in mid-2006, 40% of firms received deficiency letters that the annual review was not performed, or not performed in a manner consistent with the requirements of the applicable compliance rule.
 

J.
The SEC also is planning to institute a new examination practice in which examiners directly confirm the existence of client assets.
  To confirm account balances shown in an adviser's records, SEC examiners may contact third parties such as bank and broker-dealer custodians, account administrators, hedge fund investors, advisory clients, derivative counterparties, and hedge fund administrators.  The SEC is considering implementing this practice because many recent cause examinations involve custody issues, particularly where an affiliate is used to hold client assets.
  While the SEC has stated that clients should not construe these requests as an indication that the SEC suspects wrongdoing by the adviser, some advisers and other industry participants are concerned that client relationships may be harmed if SEC examiners directly contact clients and have suggested that the SEC at least in the first instance seek to obtain confirmation from other types of third parties such as auditors.  

K.
In addition, in light of the criticisms described above, OCIE can be expected to step up its activity and to take a stricter position with respect to issues uncovered in inspections.  In a recent speech, the Director of OCIE was quoted as saying that OCIE would take a "no excuses" approach to oversight.
  She has stated that OCIE will be reviewing firms' compliance programs with the expectation that they will have "fully-operational, effective, compliant compliance programs," implying that OCIE may refer deficiencies in compliance programs to the enforcement staff, even in the absence of violations harming investors.
  She also reportedly said that OCIE would expect "scrupulous compliance" with the letter of the securities laws and that the staff would be less tolerant of delays in providing documents in inspections and was developing standards for referring to enforcement cases where registrants appear to be delaying or otherwise frustrating an inspection.
  

L. 
A valuable resource for obtaining information on current common deficiencies and examination findings is the CCOutreach Program, begun in 2005. Former Chairman Donaldson described the program as "an effort to communicate with CCOs, answer their questions, and give them the information and support they need from the Commission to perform their critical oversight function."
  Through this program, the SEC holds regional seminars in the spring and summer and an annual national seminar in which CCOs share their concerns with the SEC, and SEC examiners share information with CCOs about compliance policies and procedures, the exam process, compliance deficiencies found by the staff, results of recent examination sweeps, and how deficiencies are identified.
  As part of this program, the SEC staff also intends to hold “Focused Seminars” on particular topics of interest to CCOs, including issues facing CCOs of small advisory firms.
  The SEC staff also is conducting regional seminars for SEC-registered investment advisers located overseas.
  OCIE also publishes Compliance Alert on its public website, which highlights significant inspection findings, and operates an examination hotline.
  

M.
The coming year may see significant changes in the SEC's inspection program.  OCIE as well as the SEC enforcement staff has been criticized for not uncovering the Bernard Madoff Ponzi scheme previously.
  The SEC inspector general is conducting an investigation into the SEC's handling of the complaints received regarding the Madoff matter, in the course of which he plans to consider and possibly make recommendations with respect to broader issues relating to OCIE examination and inspection procedures.
  In addition, a recent report by the US Chamber of Commerce recommended that OCIE be dissolved and its functions and personnel reincorporated into the regulatory policy divisions, as part of a sweeping reorganization of the SEC.
  The Report advocates this change because it would enable the policy divisions to obtain more current information concerning the financial markets, which the currently structure, according to the report, does not.  
III.
Overview of the Inspection Process

A.
Before the staff begins an inspection, they usually will establish a list of issues to be reviewed in the inspection. Routine inspections may include topics that are covered in all routine inspections, current "hot" topics, and issues that are unique to that registrant. Sources for the latter topics include the registrant's most recent public filings, results of past inspections, and other public and non-public sources of information concerning the registrant that may bear on the inspection. In particular, if the registrant was sent a deficiency letter as a result of a prior inspection, the staff is likely to flag those issues for the current inspection.

B.
As noted above, before the staff arrives for a routine or sweep inspection, the staff will send a written notice to the registrant. The notice will identify documents that the staff wishes to review before the on-site inspection and documents that should be available for the staff's on-site review.  

C.
The staff is increasingly relying on computers to analyze data in connection with inspections.  Accordingly, the written request specifies that certain information be provided in electronic format, and describes how it should be structured, including providing specific detailed formats. 

D.
The SEC's letter is usually a form letter, not tailored to the particular adviser to be inspected, and there is room for some negotiation at this stage.  The SEC staff usually is willing to discuss whether certain requested documents do not need to be produced, because they are not relevant to the adviser's operations.  Also, the SEC staff typically will discuss which items need to be produced at the start of the inspection and which may be supplied during the inspection. 

E.
At the commencement of the inspection, the SEC staff provides the registrant with a copy of Form 1661, which is entitled Supplemental Information Form for Regulated Entities Directed to Supply Information Other than Pursuant to a Commission Subpoena. The purpose of this notice primarily is to avoid any issues that might arise under the Privacy Act of 1974.
  The SEC staff also provides a copy of Form 2389, which is entitled "Examination Information for Broker-Dealers, Transfer Agents, Clearing Agencies, Investment Advisers, and Investment Companies," which provides an overview of the inspection program.
 
F.
The SEC inspection staff uses a risk-based approach to determine the frequency of inspection and the depth of the procedures they apply to particular areas.
  The SEC inspection staff believes that registrants with a strong "culture of compliance" are likely to have more effective compliance controls and less likely to have compliance problems than those that do not.
  

G.
Consequently, at the commencement of the inspection they will review the firm's internal controls and compliance procedures in the areas to be covered by the inspection and ask to interview personnel of the registrant. One purpose of these initial procedures is to begin the staff's assessment of the registrant's culture of compliance. The staff conducts less in depth inquiry in areas where the registrant has strong internal controls and procedures than in areas that the staff believes are weaker or deficient.

H.
The initial review also will address the substantive effectiveness of the compliance program. This review, however, will not be limited to the documentation of the compliance program. The staff intends to look for evidence that the procedures are being implemented and effective. Therefore, in addition to the compliance manual and procedures, the staff can be expected to ask for documentation created in the course of implementing the compliance program, such as exception reports, compliance checklists, reconciliations, compliance work papers, documentation of problems and their resolution, and documentation of periodic review of the procedures.

I.
The initial review can be expected to include an interview of the CCO.
  The SEC staff views the CCO as valuable resource for the inspection program. As the head of OCIE has stated:

As regulators, we will look to the Chief Compliance Officer as our ally, just as we do the independent auditors and the Board of Directors, particularly the independent directors. As examiners, we will develop that alliance - we will speak often to the Chief Compliance Officer, utilizing her knowledge to more completely understand the fund's compliance program, to hear concerns, and to understand emerging issues and the ways in which they are being handled. We expect the Chief Compliance Officer to be open, honest and candid with us about issues that arise.

Thus, the CCO should be assigned the leading role in handling an SEC inspection.  

J.
The SEC staff also can be expected to ask to review the CCO's annual written reports on the operation of the compliance program, which are required to be prepared under Rule 38a-1 for funds, and which are recommended, but not required, to be prepared by investment advisers Rule 206(4)-7.  
K.
Once the inspection begins, the inspection staff will stay until they have finished addressing the issues on their initial agenda and any additional issues that may have surfaced in the course of their stay. The staff will review records on site, perform certain analyses, and make copies of records that the staff wishes to take back to their offices. They may also ask to see additional records or interview members of the registrant's staff.  Interviews have become a larger part of the inspection program, expanding from senior executives and senior traders to include marketing executives and sales and client service personnel.

L.
A log should be kept of all SEC staff requests and copies kept of all documents and information provided for review, separating indicating whether copies were sent or permitted to be taken off-site for review.  In addition, it is recommended that all copies of documents provided to the SEC staff for off site review e Bate-stamped or otherwise marked for identification.  It also would be prudent to request confidential treatment under the SEC's Freedom of Information Act ("FOIA") rules.

M.
At the conclusion of the on-site inspection, the staff usually conducts an exit interview. At this interview, the staff may review its preliminary findings with the registrant. In most instances, possible violations identified in the exit interview will appear in a deficiency letter, unless the registrant can persuade the inspection staff why the conduct in question is not a violation. The exit interview provides an opportunity for the registrant to present its views, including additional relevant documents and information. In addition, some registrants make a written submission to the staff responding to the staff's preliminary findings. This written submission should be provided to the staff promptly, so that the staff can consider it before preparing a deficiency letter.

N.
After the staff leaves the premises, they will continue to review the information obtained at the on-site inspection and may request additional documents or information. Additional issues may surface as a result of the staff's review of this supplemental material.

O.
The staff has adopted a policy of contacting registrants when an examination extends more than 120 days beyond the completion of the on-site visit.  The purpose of the contact is to discuss the status of the inspection, the likely schedule for completion and the date of the exit interview. 

P.
Inspections can have three possible outcomes: a deficiency letter; an enforcement referral; and a letter of no findings.
  A deficiency letter summarizes the staff's findings and can identify violations as well as control and compliance weaknesses. Registrants typically are given 30 days in which to correct or describe the steps intended to be taken to correct the deficiencies. An enforcement referral refers the matter to the SEC enforcement staff for further investigation and possible enforcement action. A letter of no findings means that the staff has closed the inspection without making any findings.

IV.
Special Issues

A.
Alteration or destruction of records

1.
As a general matter, if in preparing for an SEC inspection a registrant discovers a deficiency in its compliance procedures or a compliance problem, the registrant should seek to correct it immediately, if possible. While in the case of a truly serious violation, remedial action at this stage may not avoid enforcement action entirely, it can be cited in mitigation and may reduce the severity of the sanction imposed.

2.
However, corrections should be identified as such.  Records created in connection with corrective action should clearly indicate when they were created and the action taken.  Likewise, registrants should take steps to ensure that other records that have been requested in an inspection are not altered or destroyed.  The SEC has sanctioned registrants for altering or destroying records requested in an inspection,
 and for creating false and misleading records in response to an examination request.
  

B.
Privilege issues relating to the CCO and compliance records

1.
It is clear that business entities can claim attorney-client privilege and work product protection.
  Likewise, the CCO can obtain confidential legal advice and should be able to participate in a business entity's consultations with its counsel to obtain legal advice. However, the CCO's special status under Rule 38a-1 raises difficult questions.

2.
The SEC has stated that the CCO's annual reports and the underlying compliance reports cannot be protected from disclosure to regulatory staff by privilege, under the doctrine that records required by rule to be kept are not privileged.
  However, the staff also has stated that if the CCO reports into the legal department, "counsel will have to clearly articulate instances of client privilege and show great effort to segregate any dual responsibilities."
  The staff has more recently stated that it will honor claims of attorney-client privilege, provided they are specific and not used as a stalling effort.
  

3.
As a result, inclusion of privileged matters in the CCO's annual report would waive privilege and make the information available not only to regulators, but to private litigants. The consequences of this waiver could be particularly severe in jurisdictions which follow the doctrine of subject matter waiver. This issue is the most recent stage of a long​standing dispute over the production of internal investigative reports. 

4.
All federal circuits but one that have addressed the issue have concluded that disclosure of such a report to a third party waives privilege as to everyone, not just the party to which it was provided.
  A recent district court case in the Southern District of New York involving disclosure to the SEC of work product prepared for a company’s audit committee by its counsel reached a contrary result.
  There, the court concluded that work product privilege had not been waived as to third parties because the government and the company’s audit committee shared a common interest in identifying and eliminating wrongdoing at the company.  Also, the company, with the government’s cooperation, had taken steps to preserve the confidentiality of the disclosed information.  While the case indicates that in appropriate circumstances a company may successfully limit the consequences of disclosing privileged information to the SEC, in light of the weight of the contrary precedent it is unclear whether other courts will follow its reasoning.  

5.
As a result, registrants should be careful to ensure that the CCO's reports do not include any legal advice that is intended to be kept confidential. It would also appear to be prudent that the investigation of potentially serious matters be handed over to legal counsel so that the confidentiality of the investigation and legal analysis of the potential violation can be maintained to the extent possible.  

6.
The CCO's role in connection with the "correction" of "material compliance matters," which include legal violations, may raise difficult issues with respect to maintaining work-product and attorney-client privilege. A full treatment of these issues is beyond the scope of this paper. However, as discussed above, the staff views the CCO as an ally and a resource in the inspection process. The staff expects full and open communication from the CCO concerning the matters that come within his or her purview. This expectation may conflict with a registrant's legitimate expectations of confidentiality as to legal advice and work product.

7.
Privilege issues also may arise in other contexts, for example when legal advice was obtained in connection with a particular transaction being reviewed by the inspection staff or when audits or reviews were conducted at the direction of inside or outside counsel and are subject to attorney-client privilege.  

8.
There is no set way to deal with requests by the SEC staff for privileged documents or information.  They are handled on a case-by-case basis by the SEC.  In many cases, the SEC will be sensitive to the concerns of the advisory firm.  However, in those cases where the SEC believes it has a real need to review a privileged document, it may persist in its request.  

9.
How to handle SEC staff requests for privileged information in an inspection may be complicated by considerations as to the potential impact on a subsequent enforcement investigation or proceeding.  Both the Department of Justice and the SEC staff may give “cooperation credit” to registrants for disclosing privileged communications and providing work-product, which may result in the registrant receiving more lenient treatment in any subsequent enforcement proceeding or criminal action.  

10.
The SEC staff’s past practice with respect to granting cooperation credit for disclosure of privileged information, however, has been highly controversial.  The Seaboard Report, which contains the SEC’s organizational prosecution and cooperation standards, does not list waiver of privilege as a factor to be considered when evaluating cooperation, but does state that "the desire to provide information to the Commission staff may cause companies to consider choosing not to assert the attorney-client privilege, the work product protection and other privileges, protections and exemptions with respect to the Commission."
  In the past, while the SEC staff stated that it did not require waiver of attorney-client privilege and such waiver is not a prerequisite of obtaining cooperation credit in an investigation,
 the SEC staff could give substantial cooperation credit to parties that waived attorney client privilege or provide work product as part of their cooperation.  

11.
The SEC's recently published Enforcement Manual indicates that the staff no longer will request waivers of privilege.  It states that the staff "should not ask a party to waive the attorney-client privilege or work product privileges and is directed not to do so."
  The Manual further states that the central concern in granting cooperation credit is "whether the party has disclosed all relevant facts within the party's knowledge that are responsive to the staff's information requests, and not whether a party has elected to assert or waive a privilege."
  However, the Seaboard Report is still the SEC's official statement on cooperation credit.
  Accordingly, how this new policy on privilege waivers will apply in practice is still an open question.  

12.
Where a registrant decides to provide privileged materials or information to the SEC, it should take steps to seek to preserve confidentiality as well as the ability to argue that the waiver does not extend to third parties.  At a minimum, the registrant should request confidential treatment for the materials and information under the SEC’s FOIA rules,
 ask the SEC staff to enter into a confidentiality agreement, and ask the SEC staff to return the materials (and destroy any copies) at the end of the inspection.  The SEC staff is not required to honor the request, but they may return the privileged documents if they have no further need for them.  

C.
E-mail and electronic documents

1.
Requests for electronic records also may raise special issues.  The staff increasingly is requesting firms to produce extracts from a firm's electronic records.  While the extracts may facilitate staff review, creating the extracts may burden the firm's IT resources.  Special programming may be required to generate reports containing the requested information, particularly where the data requested is not reported in that format in the ordinary course of business.  In addition, firms should carefully review the responses to ensure that the errors have not been introduced in the file in the extraction and transcription process and that the extract contains all of the responsive electronic information is provided.  

2.
Before producing the files, firms should review the information and seek to anticipate questions that it may raise for the staff.  Firms should consider providing responses to the anticipated questions when the electronic files are provided, in order to prevent misunderstandings and defuse potential problems.  

3.
Where technical or resource issues may delay a response for electronic records, the staff should be informed of the problem and the estimated completion, so as that it will not appear that the firm is seeking to delay the examination.  Likewise, where it is apparent from the outset that responding to an electronic request may take a long time or be burdensome, the firm should bring this problem to the staff's attention and possibly seek to limit the scope of the request, in order to speed the response.  
4.
Issues also may arise in the context of requests for e-mail.  The SEC inspection program is increasingly focusing on e-mail. The rationale for this shift in part relates to the market timing and late trading investigations, and the discovery of evidence of those violations in e-mail of the individuals involved.
  It has been reported that the SEC staff is requesting access to e-mails of senior executives in order to evaluate a firm's compliance culture, as well as e-mails relating to specific focus areas.
  The staff has stated that it has stopped asking for e-mails to and from CCOs in order to allow them more room to do their job effectively. 

5.
Accordingly, a registrant's document retention policy should expressly address e-mail retention. It also would be advisable to create standards discouraging informal and unconsidered business e-mail, since they may be subject to subsequent regulatory review. In addition, registrants also should establish standards for labeling privileged e-mail communications, so as to reduce the need for privilege review of individual e-mails or the inadvertent production of privileged e-mails.

6.
The 1940 Act and the Advisers Act, and rules thereunder, do not expressly address e-mail, and the SEC to date has not issue formal written guidance on this subject. The staff has stated, however, that at present 1940 Act registrants should retain any e-mail that would be required to retained if it were prepared on paper.
  The staff also may seek confirmation that the registrant’s e-mail procedures are appropriate to seek to ensure that all e-mails required to be preserved are captured by the document retention procedures.  

7.
In practice, it may not be easy to determine whether particular e-mails fall into a category of documents that need to be retained. It may be advisable to negotiate a list of search terms to be used in locating responsive emails, in order to assure the staff that all responsive emails will be provided.  Difficult questions also may arrive where insurance company employees have responsibilities that cover both variable products and traditional insurance products.

8.
When e-mails are requested in an inspection, the staff expects to be provided with the requested e-mails promptly.
 However, firms should review the e-mail and remove privileged e-mails before production, as production to the inspection staff will waive the privilege. If it is necessary to delay production of e-mail for privilege review, the staff should be informed of the reason for the delay. The staff frequently will agree to accept a rolling production, so that the emails are provided in batches as the screening is completed. Where e-mails are withheld on grounds of privilege, the inspection staff will request a privilege log identifying the documents and the grounds on which privilege was claimed.

Dated:  April 30, 2009
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